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[user:~] cd /Applications/Carbon\ Copy\ Cloner.app/

[user:/Applications/Carbon Copy Cloner.app] ./Contents/MacOS/ccc

Usage: ccc [options]

ccc --start "My Backup Task" (--watch)

--watch: Keep running and print task output until the task is finished.

ccc --stop "My Backup Task"

ccc --print-schedules

List each task and when it will next run.

ccc --watch ("Task name")

Watch task progress (press Control+C to exit)

Specify a task name to limit task output to the indicated task

[user:/Applications/Carbon Copy Cloner.app] ./Contents/MacOS/ccc --start "Hot Spare: Startup” --watch

Hot Spare: Startup [Data copied: 0.00 KB, Progress: -1.000000%] Mounting "CCC Backup"...

Hot Spare: Startup [Data copied: 0.00 KB, Progress: -1.000000%] Testing read responsiveness of the destination...
Hot Spare: Startup [Data copied: 0.00 KB, Progress: -1.000000%] Testing write responsiveness of the destination...
Hot Spare: Startup [Data copied: 0.00 KB, Progress: 0.025653%] Comparing files on the source and destination...
Hot Spare: Startup [Data copied: 0.00 KB, Progress: 1.334706%)] Comparing files on the source and destination...
Hot Spare: Startup [Data copied: 0.00 KB, Progress: 2.830364%)] Comparing files on the source and destination...
Hot Spare: Startup [Data copied: 0.00 KB, Progress: 3.044857%] Comparing files on the source and destination...
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Carbon Copy Cloner 4 Release Notes

Carbon Copy Cloner 4.1.12
December 8, 2016

* Fixed a minor issue in which the "Elapsed time" value reported in user notifications was incorrect.

Carbon Copy Cloner 4.1.11
December 6, 2016

* Implemented a workaround for a macOS bug in which IOKit retains copies of virtual device objects for some
hard drive enclosures when the devices are physically detached from the system. The presence of that
remnant leads IOKit to create a new, duplicate device when the hard drive enclosure is reattached to the
system. The presence of the duplicate device is usally harmless, but it would lead to errors from CCC
backup tasks about duplicate devices having the same unique identifier. This problem appears to be
specific to some Western Digital enclosures and occurs primarily on macOS Sierra, though we have seen
one report on OS X 10.11.6.

* Fixed a cosmetic issue in which the "time elapsed" value noted in CCC's Task Plan was errantly longer than
the actual elapsed time.

* Fixed an issue in which CCC would fail to validate a NAS volume at the beginning of a backup task if the
NAS credentials username contains an "@" character.

* macOS Sierra's Finder obstinately refuses to remove system items protected with System Integrity
Protection flags even when those items reside on an external volume (and are thus not actually protected).
This version of CCC adds a "Delete a SafetyNet Folder" option to CCC's Help menu to help people that
want to manually remove items from CCC's SafetyNet folder. Please note that CCC's automated pruning of
the SafetyNet folder is unaffected by this Finder-specific matter. CCC will continue to automatically manage
the SafetyNet without any additional effort on your part. This new feature is entirely for people that want to
manually remove system file-containing folders from the SafetyNet.

* Fixed an issue in which CCC would ask for authentication credentials for a NAS volume (e.g. when
selecting it as a source or destination) despite that CCC already had the credentials for another sharepoint
on the same NAS device.

* Addressed an edge-case scenario in which CCC would report that it was unable to locate the source or
destination root folder on a NAS volume when that NAS volume had been mounted by the logged-in user
(vs. mounted by CCC at the beginning of the task).

* Fixed an issue in which CCC would report that it lacked a password for the email notifications account if the
username for that account contained a "/" character.

Carbon Copy Cloner 4.1.10
September 16, 2016

* CCC 4.1.10 s officially qualified on macOS Sierra. This update includes non-Sierra-specific changes and is
recommended for all CCC 4 users.

¢ Developed a workaround for a bug in macOS Sierra in which FileVault could not be enabled on the
destination volume.

* To accommodate changes in macOS Sierra, CCC now creates RSA key pairs for use with the Remote
Macintosh option. If you create a new Authentication Credentials Installer Package (ACIP) with this version
of CCC, CCC will replace an existing DSA-based key pair on the local Mac. As a result, you must (re)install
the ACIP on all remote Macs that you currently have configured in your backup tasks.

* Tasks listed in the postflight task popup menu are now sorted alphabetically.
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* Fixed an issue in which creating an empty custom filter would cause the Filters window to misbehave.

* Apple relaxed some restrictions on sparsebundle disk images in macOS Sierra. On these systems, CCC
now allows creating and mounting sparsebundle disk images on SMB sharepoints.

* Fixed a logic issue that would cause the "Reset" button to not be displayed when a mounted-disk-image-on-
NAS task failed because CCC lacked credentials to mount the underlying NAS volume.

* This update to CCC will migrate CCC's keychain file from the user home folder to a global location. Among
other issues, this resolves issues where folks couldn't update the password for a NAS volume associated
with a particular task if that task was created while logged in to some other user account. That was an
esoteric issue that doesn't seem like it should happen a lot, but the number of reports gave us the impetus
to address the matter once and for all.

Carbon Copy Cloner 4.1.9

June 14, 2016

¢ |f a backup task was configured to back up the startup disk, but the user had excluded system files from the
backup task, CCC would avoid recreating startup caches on the destination. CCC logged this uninteresting
non-event, but the logging of that event was causing a crash. That crash occurred at the very end of a
usually-successful backup task, but resulted in a task history event not being recorded. We fixed that
crasher.

* CCC 4.1.8 raises a configuration concern if the destination is a USB device larger than 2TB. This update
addresses an issue in which CCC would raise that concern for USB devices larger than 2GB.

¢ CCC will now unmount (with force, if necessary) the Recovery HD associated with the source volume
before attempting to create an archive of that volume. This addresses an issue in which various third-party
utilities (especially Antivirus software) would dissent an ordinary unmount request, causing the attempt to
archive the Recovery HD to fail.

Carbon Copy Cloner 4.1.8

June 6, 2016

* CCC will now proactively seek out case conflicts on the destination when the source is a case-sensitive
volume and the destination is not. When case conflicts occur in filenames, CCC will append a randomized
suffix to the conflicting files on the destination (but all files will be copied). When a case conflict occurs in a
folder name, the conflicting folder will not be copied. In every case, CCC will report case conflicts at the end
of the backup task and offer advice for resolving the issue.

* Some network volumes incorrectly report themselves as case-insensitive despite being backed by a case-
sensitive volume. CCC now tests for case-sensitivity on network volumes rather than trusting the value that
is reported in their volume attributes. With this change, CCC can now report potential case-conflict
scenarios more consistently to the user when configuring a backup task.

* Made some improvements to SMTP account importing from the Internet Accounts database (El Capitan
only). Also added an "Edit" button next to the SMTP account popup menu to make it more obvious how to
edit those settings.

* Made some improvements to the presentation of Gmail authentication failures. CCC will now walk the user
through the process of creating Gmail app passwords when two-step verification is enabled on the user's
Gmail account.

* Added new task history status icons that should be easier to distinguish for users with color vision
deficiency.

* Added an "Always show progress window" option to the CCC menubar application menu. That option will
always be available now, and closing the mini task progress window will not change that setting.

* Fixed an issue in which the mini task progress window would never be visible if the user had checked the
"Hide" button next to CCC User Agent in the Login Items tab of the Users and Groups Preference Pane.

* CCC's privileged helper tool will now dissent a request to unmount a volume if it is currently removing a
SafetyNet folder from that volume.
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The free space threshold for deciding whether to compact a sparse disk image is now 25GB or 15% of the
capacity of the destination, whichever is larger.

CCcC will wait longer for a preflight disk image compaction task to complete to accommodate slower
destination volumes.

You should never move an application (e.g. from your Downloads folder to the Applications folder) while
that application is open. Previously, doing so with CCC could cause it to crash. CCC will now detect if the
CCC application file has been moved while CCC is open. If the selected task has unsaved changes, CCC
will automatically move the application back to its original location. If that fails, or if there are no unsaved
changes, CCC will present a dialog, then quit and reopen itself from the new location.

Made some improvements to the auto-dismissal of the task finished overlay that's presented within the Task
Plan when the selected task has completed. In some cases, that information would be presented, then
revoked before the user had a chance to read it. Now it will remain until dismissed.

The CCC command-line application now has an option to print the task history in CSV format.

The CCC command-line application can now be invoked to send CCC-badged notifications from a shell
script.

Fixed an issue in which CCC would errantly unmount a FUSE volume at the end of the task if it was
mounted with the allowroot flag and mounted by the root user (e.g. with "sudo").

Addressed an issue in which the reminder associated with tasks configured to run on reconnect could be
presented earlier than expected.

The options to not report an error when the source/destination is missing and to run the task as soon as the
missing volume reappears were not previously available to tasks configured to run "Manually when | click
the Clone button". That was appropriate, except in one case— when that task was invoked via task
chaining. Now those options are made available to manual tasks, but only when those tasks are called via
task chaining.

Added a "Task Configuration" token to the Email Template.

Improved error handling if errors occur during the attempt to mount a disk image when choosing "Restore
from disk image" from CCC's Source selector.

An exit status of 104 will now cause the global preflight script to cancel the backup task and avoid recording
a task history event.

/.quota.group and /.quota.user are now excluded from the backup task because changing those items on
the destination causes the kernel to dissent unmount requests.

Fixed an issue in which the user could modify a task in CCC, then run the task via the CCC menubar
application (which is a separate application from CCC). The task would run with the old settings, though the
editor would present Ul that suggests that the task is running with the new settings. Now if the user tries to
run a task in the edit state via the menubar application, the menubar application will refuse to start the task,
present a dialog indicating that the task is being edited, and will then open CCC.

Fixed a window resizing anomaly that could cause the source selector to be inaccessible.

Carbon Copy Cloner 4.1.7

February 2, 2016

Fixed a user interface issue affecting Yosemite users, and only the German, Spanish, and Italian
localizations in which the progress bar in the mini progress window would occasionally disappear.

System items placed in CCC's SafetyNet folder will no longer be impossible to remove when booted from
the backup volume (only affects El Capitan users).

Addressed an issue in which CCC could crash on launch immediately after applying a CCC update.

Fixed a bug that could cause the backup task to fail with a message asking the user to report the problem.
Fixed an issue in which the file flags on some system files were not getting preserved when using the "Find
and replace corrupted files" option.

Addressed a scenario in which CCC's email notification would not report the destination volume's stats
despite the destination being available during the backup task.

Fixed an issue in which sparse disk image compaction would fail if the disk image was encrypted.
Addressed an issue in which CCC would errantly report that it was unable to unmount the destination
volume.
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* Implemented a better workaround for the DiskArbitration service being unready to mount a just-unlocked
CoreStorage volume. Rather than applying a delay before trying to mount the volume, CCC will now
attempt to mount the volume immediately (which works in most cases). If that mount attempt fails, CCC will
impose a 15 second delay, then attempt to mount the CoreStorage volume again.

Carbon Copy Cloner 4.1.6
December 3, 2015

* Fixed a crashing bug introduced in 4.1.5 that would occur when trying to select a folder or disk image on a
network volume as the destination to a task.

Carbon Copy Cloner 4.1.5
December 2, 2015

* |f a backup task is configured to unmount the destination volume at the end of the backup task, and
Spotlight dissents the unmount request, CCC will unmount the destination with more deliberation to
overcome the Spotlight dissent. This change should go a long way towards addressing problems with being
unable to eject the destination volume after a backup task runs, an issue that has become especially
problemetic on El Capitan due to Spotlight interference.

* Resolved a hang caused by new behavior introduced in the 10.11.1 security update
<https://support.apple.com/en-us/HT205375>. Starting with 10.11.1, attempting to click on the "Allow" or
"Always Allow" buttons when prompted to give access to a keychain item will fail if you are accessing the
system via screen sharing. CCC now detects whether the event was initiated via a "virtual click", and in
those cases will avoid asking for access to an item in your login keychain.

* When prompting for a NAS volume password, CCC now accepts a blank password (after a confirmation
prompt).

* El Capitan Finder adds some extended attributes to files while they are being copied by the Finder. In some
odd cases, the Finder fails to remove those extended attributes after the copy has completed, and these
extended attributes occasionally cause errors when CCC tries to preserve them. CCC no longer tries to
preserve these errant extended attributes.

* Fixed a bug that could cause the backup task to fail with a message asking the user to report the problem.

* On some EIl Capitan systems, the disk arbitration service is not ready to mount an encrypted volume
immediately after it is unlocked. This build extends the delay that CCC imposes to work around this same
bug that was discovered on Yosemite, and has only gotten worse (rdar://18910971 for anyone that has
access and influence). Auto-mounting an encrypted destination should work more reliably now.

* Added a workaround for enfs filesystem volumes that don't populate the disk arbitration attribute for a
volume name, causing them to be named Untitled in CCC's interface.

* The search criteria popup menus in the Task History window are now sorted.

* CCC's User Agent will now revoke Task Started notifications when the corresponding Task Finished
notification for that task is sent. This avoids having two natifications per task. Especially for users that prefer
to have CCC notifications presented as Alerts, this will reduce some redundancy and free up some screen
real estate.

* CCC's user agent is now more proactive about pointing out automated tasks that have been suspended
because the system is booted from a different startup disk.

* Addressed an uncommon race condition in which having CCC load on login could lead to two copies of the
CCC menubar application being present.

* Applied an exception handler to work around an El Capitan bug
<http://www.openradar.me/radar?id=4997205924511744> that could occasionally lead to crashes on
launch.

* Paragon NTFS drivers occasionally add a NULL character to the end of their volume names. This makes it
through to the interface as a control character (*@) on Mavericks and is otherwise harmless. On Yosemite,
a text view will cause the application to hang if the "NSTextShowsControlCharacters" global default is set.
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This was an uncommon scenario, so we didn't see this problem frequently. On El Capitan, a text view (i.e.
the Task Plan text view) causes a hang whether that global setting is applied or not. The result is that CCC
will hang when a task is selected that references a Paragon NTFS volume. This update tediously detects
and removes these rogue NULL characters before attempting to display a volume name in the Task Plan.
CCC will no longer report SoftRAID volumes as "not bootable" due to a partitioning problem.

Improved handling of Keychain write errors when a task is being edited by a user other than the user that
created it.

Task completion notifications offer a bit more granularity on what constitutes "finishing" the task. If a task
had more than just transfer errors, we now just say that it failed. This is more appropriate in cases where,
for example, the task couldn't proceed at all because the destination was unavailable.

Ancillary errors (failures that don't affect data backup, e.g. a failure to send an email notification) are now
raised to the user's attention, but in a more subtle manner than for transfer-related errors.

CCC will now attempt to compact a destination sparse disk image if the underlying destination volume has
less than 25GB of free space at the beginning of the backup task. This threshold cannot be modified in the
user interface (yet), please open a support request if this threshold is too conservative.

El Capitan paragraph spacing is almost twice that of Yosemite. Made a small change to how the Task Plan
text is formatted on El Capitan to improve the space usage of that text view.

When looking for Recovery HD sources, CCC will now correctly locate Recovery HD archive files that
reside on CoreStorage volumes.

CCC's scheduled task manager now subscribes to "system clock changed" notifications. If the system clock
is automatically adjusted, CCC will now reschedule its task timers to accommodate the change. Normally
auto adjustments are made on the scale of a few seconds and those changes are unimportant. We have
discovered a few cases, however, where larger changes can occur (unrelated to time zone changes, which
are handled differently) that can lead to tasks running much earlier or later than expected.

Carbon Copy Cloner 4.1.4

September 1, 2015

This update is qualified on OS X El Capitan.

Fixed an issue that would lead CCC to report that its private keychain is not writable when the keychain had
not yet been created.

CCC will no longer allow running another task as a postflight task if the secondary task is disabled.

SMTP usernames that contain special characters (e.g. "%") are now accommodated.

The user agent is no longer re-launched after changing the Show CCC icon in menubar preference.
Especially on OS X 10.11, application launch time can be slow and this delay could lead to scenarios in
which the preference became out of sync (e.g. if the user were to change that setting very rapidly).
Addressed a regression in which CCC occasionally could not skip past unreadable files.

Updated the procedure used to clone the Recovery HD volume to avoid an error at the end of the task that
was specific to El Capitan.

Fixed a Ul anomally in which the task name field was difficult to edit when another task was running.

Fixed an issue in which some Ul elements in the Scheduler popover appeared to be disabled (but were not)
on Yosemite and El Capitan.

Fixed an issue in which the "Submit Logs" button in CCC's Help window was inaccessible in non-English
localizations.

Fixed a time zone adjustment issue for cases where a task was created in one time zone but then initially
scheduled in another time zone.

When CCC encounters multiple volumes with the same unique identifier, it now presents the names of
those volumes when reporting the problem. This should make it easier to resolve this esoteric issue.

When disabling the SafetyNet, CCC now asks the user if he would like to delete the SafetyNet folder on the
destination. This will help avoid some cases of the task failing due to the destination being full.

Fixed an issue specific to El Capitan in which debug output spewed by Apple's hdiutil utility would be
interpreted as errors and cause a disk image creation or mount task to fail.

Added custom VoiceOver descriptions for the task status images in the Task History window.

Added a global exclude for the special hidden .Transporter Library folder. This proprietary device from
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Connected Data was causing backup tasks to stall due to a bug in the OSXFUSE code that supports that
device.

* Fixed an issue in which the reminder timer associated with an "On Reconnect" task wasn't getting removed
when the task was switched to ad hoc.

* Added a workaround for fuse4x filesystems that don't advertise support for files larger than 4GB.

Carbon Copy Cloner 4.1.3
May 19, 2015

* Addressed an issue in which CCC would fail to send an email notification at the end of a backup task, and
subsequently fail to record the task event in Task History.

* Time Zone changes that do not have a net effect on the wall time will no longer cause a task to be
rescheduled. Additionally, tasks scheduled to run on an hourly basis will no longer be rescheduled to the
original hour start time (vs. the next hourly run time adjusted for the time zone change) when a time zone
change occurs.

Carbon Copy Cloner 4.1.2
May 6, 2015

* Addressed an issue in which the Preferences window would not open for people using non-English locales.

Carbon Copy Cloner 4.1.1
May 5, 2015

* If you have a pair of folders selected as the source and destination, CCC no longer refuses to allow the
user to choose the destination folder as the source (or vice versa). The user is probably swapping the two
folders, so instead of preventing this, CCC clears out the opposing settings that would be in conflict.

* Fixed a minor issue with the Uninstall functionality.

* The mini task progress window is now closed when no tasks are running, rather than being made
transparent. The previous behavior was intended to avoid a bug in Yosemite in which the user agent
application would hang if the window was closed while the display was dimmed. The behavior had the
annoying result of creating an unclickable rectangle on the Desktop. We found another way to work around
the Yosemite bug that allows us to close the window properly.

* Fixed an issue in which CCC's helper tool was not saving the global preferences to disk after getting a new
application path from CCC. This would result in tasks being unable to run after restarting, because the
helper tool would have an invalid path for the CCC application bundle.

* Addressed a few minor clipping or translation issues in some of the non-English localization resources.

* The "Don't validate certificate chain" option in the Email Settings section of CCC's Preferences window will
now be properly retained.

* Fixed a cosmetic issue in which the path control interface element wasn't getting updated when choosing a
new disk image as the destination. The result would be "Macintosh HD > Applications" being indicated as
the destination, which could be confusing.

Carbon Copy Cloner 4.1
April 28, 2015
* Added a new task progress window to the CCC User Agent application. You can now choose to display this

miniature task progress window by choosing "Show task progress for CCC Backup Task" from the menubar
application's menu. This window can automatically appear when tasks start and disappear when tasks
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complete. The window will show task progress for every task, allowing you to get detailed task progress
information without having the main CCC application window open.

The task configuration portion of the CCC window can now be resized horizontally to make file selection
easier when cloning selected files.

Added a "Simple Mode" in which CCC's interface is limited to the source and destination selectors and the
Clone button. For people that want to use CCC only on an ad hoc basis (i.e. not for scheduling tasks), and
want only the basic functionality of cloning one local disk to another local disk, Simple Mode delivers that
experience. Simple Mode is accessed via the Carbon Copy Cloner menu.

Addressed several accessibility concerns. All CCC user interface elements should now be accessible via
keyboard navigation and with VVoiceOver.

The task list now has a contextual menu, with options to run, disable, duplicate or delete the clicked-upon
task.

Tasks can be disabled globally from the CCC menubar icon. Tasks can be disabled until the user
specifically re-enables them, or automatically re-enabled after a particular period of time.

User Agent and helper tool behavior improvements. If there are no automated or scheduled tasks
configured to run, and if both CCC and its user agent have exited, CCC's helper tool will exit automatically.
Likewise, the user agent will remain open only if there are automated tasks configured, or if the user has
CCC configured to display its icon in the menu bar. The CCC User Agent login item is now exposed in the
Login Items section of the Users & Groups preference pane, and this can be removed by the user (as well
as in CCC's Preferences window). The services that are affected by disabling CCC's user agent are clearly
explained in CCC's preferences window.

If the user declines saving a password for an encrypted volume in CCC's keychain, CCC will no longer ask
the user for the password to that same volume in the future. The user will still have the opportunity to save
that volume's password in CCC's keychain if, for example, the task fails to run because the encrypted
volume was not unlocked, and CCC was unable to unlock it.

When a custom filter item is modified, CCC will now properly indicate that the task needs to be saved.
When dozens of volumes are present, CCC will now present these volumes in a scrollable list in the source
and destination selectors.

In addition to each of the days in a week, "Day of the Month" is now an option when configuring monthly
tasks. This allows the user to schedule a task to run "On the first day of the month" or "On the last day of
the month".

SMTP accounts that are configured in Mail are now available in CCC's Email Settings preferences to
simplify the setup of email settings.

CCC's Documentation window now offers an option to find text in the current page.

Fixed an edge-case issue in which sending an email could lead to a crash if the SMTP server stopped
responding. Affected tasks would have completed successfully, but the email notification would not be
delivered, and this also prevented a task history event from being recorded.

Carbon Copy Cloner 4.0.6

February 5, 2015

The Import button is now correctly disabled if the Task Migration panel is presented with no tasks enabled
for import.

Addressed a race condition that could occasionally lead to a Recovery HD volume remaining mounted,
which could lead to a dialog upon ejecting an external disk indicating that the disk contains multiple
volumes. This was harmless, but could be confusing.

Fixed a bug in which the notice that a task is suspended would be presented detached from the main
window. When overlooked (which is easy to do because the panel is obscured by the main window), CCC
would be unable to activate or delete suspended tasks.

Fixed an issue in which excluding a file or folder that had a newline character in its name would cause a
backup task to fail.

Carbon Copy Cloner 4.0.5
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January 22, 2015

* This update addresses a minor bug introduced in 4.0.4 that would cause the "New disk image" option in the
Destination selector to fail to produce the New disk image panel on Mountain Lion systems.

Carbon Copy Cloner 4.0.4
January 21, 2015

¢ CCC now makes a special accommodation for specifying a DiskWarrior Preview volume as the source to a
backup task.

¢ CCC now handles cases where the user or an external utility (e.g. "CleanMyMac") deletes the folder where
CCC stores task configuration files while CCC is running. Previously this caused CCC to report that it was
unable to save tasks (which would be resolved after restarting), now CCC will recreate the folder
immediately, then save the task.

* Fixed an issue that occurred when multiple tasks started simultaneously and attempted to retrieve an item
from CCC's private keychain. Previously, only one of the tasks would succeed, the others would report that
they were unable to retrieve the keychain item, or that they were unable to mount the destination volume
(for example).

* Fixed a Ul anomaly that would occur in the sidebar when resizing the window.

* Fixed an issue in which the main window's user interface elements would not load properly on some
Mountain Lion systems.

* Fixed an issue in which custom filters associated with a task that had a remote Macintosh specified as the
source would be lost after the initial import (e.g. from a CCC 3.5 task). Also fixed an issue in which this
same task would constantly be marked "dirty" when the task was selected, despite making no changes to it.

* Made a minor adjustment to how a Recovery HD volume is created that should avoid a bug in Disk Utility
when attempting to make future partition changes to that disk.

* CCC will now unlock the root destination folder if it is locked (rather than report an error that the destination
cannot be written to).

* Addressed a compatibility issue with some OS X FUSE volumes (e.g. BoxCryptor).

* Fixed an issue in which CCC would report that a source Xsan volume was not available after that volume
had been unmounted and remounted.

¢ Implemented a workaround to an OS X Yosemite bug in which the height of a Save or Open panel (e.g. the
panel presented when you choose "Choose a Folder" or "Choose a disk image" or "New disk image") grows
by 22 pixels every time it is opened. This growth, when unchecked, would eventually cause the panel to
grow past the bottom of the screen, making some buttons inaccessible.

* Addressed an edge case in which the Recovery HD OS version was not collected for some Recovery HD
volumes when opening CCC.

¢ If a task is missed because the source or destination is missing, and the task is configured to run when the
missing volume reappears, the state information that indicates that a run time was missed due to a missing
volume is now stored persistently. Previously this information was lost when CCC's helper tool was
reloaded, e.g. after restarting, or after updating CCC, which would result in a task getting skipped.

* |f a laptop's AC power is restored while the system is sleeping, this power state change is now detected
more reliably on wake. Previously, CCC relied on the power state change notification to run tasks that were
waiting for AC power to be restored. If that state change occurred during sleep, CCC would have missed
the notification and errantly reported that a task was "waiting for AC power to be restored", even though AC
power was available.

Carbon Copy Cloner 4.0.3
November 24, 2014

* In some cases, OS X Yosemite's Service Management daemon crashes while attempting to install CCC's
helper tool. In other cases, the Service Management daemon fails to cope with a corrupted system folder,

25/293



| CARBON COPY Carbon Copy Cloner 4 Release Notes

CLONER

CCC 4 Documentation

and this also leads to a failure installing CCC's helper tool. This update works around both of these OS X
bugs.

* OS X Yosemite's Finder has a bug in which mounted disk image volumes will appear to remain mounted
after CCC has successfully unmounted them. Finder will remove these "ghost” icons if you double-click
them, but this update works around this Finder bug by mounting disk images with a flag that prevents the
disk image from being browsable in the Finder.

* There is a bug in OS X Yosemite's diskutil command-line utility in which it will unlock and attach a FileVault-
protected volume, but not mount that volume. This contradicts past behavior as well as the documentation
for this utility. This update offers a workaround to this OS X Yosemite bug.

* When OS X Yosemite is first started up, the console owner is sometimes an undefined user (and not the
root user). This dubious ownership affected CCC's postflight power management options (restart and
shutdown). This update now recognizes this dubious ownership and applies the power management action
more effectively.

¢ Added a new option to the scheduling selector that allows finer-grained control over the handling of a task
when the source or destination is missing. You can now suppress errors and still have the task run when
the missing volume reappears.

* Added a troubleshooting option, "Don't preserve extended attributes”. This new option can be leveraged
when dealing with Synology DiskStation performance issues that occur when trying to retrieve extended
attributes from files on the DiskStation.

* The notification that is sent to NotificationCenter when the source or destination volume is missing has
been improved. If the user has not deselected the option to "Run as soon as the missing volume
reappears,” the naotification will ask the user to attach the missing volume to proceed. This is only applicable
to cases where the source or destination is a local volume. If the affected item is a folder or is a network
volume, we assume that other errors occurred beyond "volume is not attached" so the notification will still
indicate than an error occurred.

* Fixed an issue in which the path to the CCC private keychain was incorrectly imported in cases where a
CCC 3.5 task had been created by a user account other than the currently-logged-in user.

* The "Use strict volume identification” control is no longer disabled for ad hoc tasks.

* The Task Plan now properly reflects the task "next run time" when a time zone shift has occurred.

* Warnings that the Recovery HD is out of date are no longer improperly presented to non-admin users.

* Fixed a condition in which the user agent would present a prompt to run a task before it had obtained the
details of the task (such as task name) from CCC's helper tool.

* CCC now obtains a sleep assertion that will keep the system awake during Dark Wake. In particular, this
will avoid tasks running while the system is in and out of sleep (which is harmless, though makes it look like
the task is taking longer than it actually is), and will also avoid the error "The backup task was aborted
because the destination volume is on transient storage, and the system went to sleep."

¢ Backup tasks configured to run on a monthly basis can now be configured to start on a date in the future.

* Fixed an issue in which a scheduled task would fail to run because the system woke (or was powered on) a
bit earlier than expected.

¢ BitCasa volumes mounted via OSXFUSE do not advertise support for files larger than 4GB, so CCC was
refusing to attempt to copy files larger than 4GB to these volumes. Apparently these volumes do actually
support large files, so this update implements a workaround for this non-standard volume behavior.

* Fixed an issue in which CCC could hang on launch if 64 or more volumes were mounted.

* Fixed a bug in which CCC was errantly loading corrupted copies of task configuration files (e.g. that
resulted from previous failed attempts to save the tasks).

* Fixed a bug in which CCC was referencing the wrong unique identifier when storing the passphrase for an
encrypted disk image in some edge cases. This would lead to CCC failing to mount the disk image and
prompting the user to re-enter the passphrase.

* The sanity checks that prevent a task from writing to a growable disk image on the startup disk are now
avoided in cases where the disk usage of the source cannot be accurately determined.

¢ Several non-error concerns are now suppressed from being presented as errors in the Task History
window.

* Fixed an issue in which CCC's Recovery HD archive was not getting updated when the source was updated
to 10.10.

¢ System files are no longer excluded by default from remote Macintosh sources.
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* Fixed an issue in which CCC would not prune the contents of the CCC SafetyNet folder after it had been
renamed from "CCC Archives". This is a one-time occurrence, but in some cases users encountered a
"Destination is full" message on this initial backup.

* Some network filesystems have a rogue "hidden" flag on the root folder of the sharepoint. While Finder
manages to ignore that flag, it is still preserved when copying files from that sharepoint with CCC. This
would lead to the destination folder being invisible. This update strips any such rogue "hidden" flag from the
destination root folder at the end of the backup task.

* Fixed an issue in which an error that should have been ignored will cause the menubar application to
display an alert icon when the user agent application is reloaded.

* Fixed an issue in which CCC would occasionally crash if a slow network volume was present. This crash
did not affect the operation of backup tasks, but was nevertheless annoying if the user was trying to modify
a backup task.

¢ Command+Option+Q will now quit CCC as well as the privileged helper tool and user agent. The helper tool
and user agent consume nearly no resources when idle, and they are required for the performance of
scheduled tasks. This is a convenience for people that do not wish to configure CCC tasks to run
automatically.

* The hidden NetBoot sharepoint hint files are now excluded by default. This avoids having the backup
volume appear as an ad hoc NetBoot sharepoint when that volume is mounted, and also avoids the file
sharing service preventing its unmount.

* Fixed the checkbox that controls whether CCC automatically checks for software updates.

* Fixed an edge case scenario in which CCC was unable to store SMTP credentials when logged in to a
different user account than what was used to originally specify the credentials.

* The "AvidUnityISIS" filesystem does not advertise support for files larger than 4GB, so CCC was refusing to
attempt to copy files larger than 4GB to these volumes. Apparently these volumes do actually support large
files, so this update implements a workaround for this non-standard volume behavior.

* Fixed an issue in which CCC would not copy some items from a data-only volume to a network volume if
those items had names that are the same as OS X system folders.

* Fixed an issue in which ##etsourcename## was not getting replaced in email notifications when the
source was a folder on a missing volume.

* Fixed an issue in which the task would appear to not be proceeding when copying files to some network
volumes.

Carbon Copy Cloner 4.0.2
October 17, 2014

* Email account settings are now imported when importing a CCC 3.5 task that was configured to send
emails.

¢ Tasks created by CCC 3.5 through 3.5.2 are now imported (previously they were not recognized as migrate-
able tasks).

* Fixed an issue in which CCC would errantly report that an error occurred while trying to set a global default.

* Fixed an issue in which the CCC application window would be moved from a secondary display to the
primary display when revealing the sidebar.

* The CCC window position is now restored correctly in cases where the sidebar is hidden by default.

* Errors that occur while establishing a secure connection to an SMTP server are now reported with better
advice when sending a test email.

* Fixed an issue specific to the German localization in which the "day" option for checking for CCC
application updates would not "stick".

¢ Fixed numerous Ul behavior annoyances.

* Fixed an issue in which CCC would occasionally report that a Recovery HD volume was out of date or
missing when it actually was not.

* There were a few places that the "Use strict volume identification" setting was not getting respected, and in
those cases CCC would errantly report that the destination volume was unavailable. These should all be
resolved now.

* When the "Don't delete anything" Advanced SafetyNet option is specified, older versions of modified items
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are not deleted, they are moved to the SafetyNet. SafetyNet pruning is now available for tasks configured
with this option.

¢ Clicking on the "Find and replace corrupted files" button will now reveal a dialog informing the user of that
option’s performance implications.

¢ If the user is logged in as a non-admin, the Recovery HD is now properly presented as "<OS version
unavailable>", rather than "No Recovery HD". Recovery HD volumes can only be mounted when the logged-
in user is an administrator.

* CCC will more effectively keep the system awake when a task is running on a system that is running on
battery power. Note that, by default, CCC tasks will not start if the system is running on battery power.

¢ CCC now attempts to repair the ownership of its private keychain. This should deal with some edge cases
in which the keychain's ownership is set to the root user.

* Some ZFS volumes not only lack a UUID, but also have an underlying physical device with an identical
volume name. This poses a problem for CCC when attempting to positively identify a ZFS destination
volume. We have implemented a workaround in which the unmounted volume will be ignored, however this
makes it impossible for CCC to pre-mount a ZFS volume that is attached, but not mounted. We're not
happy with this workaround, and it can be avoided if the ZFS filesystem implementation is improved to add
a volume UUID to each logical volume.

* Fixed an issue in which "##etdestinationname##" was appearing in task notification emails.

* Fixed an issue in which the Authentication Credentials Installer Package would fail to install, asking the user
to report the issue to the Software manufacturer.

* Numerous improvements to the CCC command-line utility.

* Resolved some minor issues that led to crashes.

Carbon Copy Cloner 4.0
October 1, 2014

¢ Completely redesigned CCC's interface and architecture.

* The functionality of the main task configuration window and the scheduled tasks window have been
consolidated. Tasks can be saved, scheduled, and edited, all in the same window.

* Configuring a backup task is far simpler -- complex settings are hidden by default, but accessible at the click
of a button. The sidebar and toolbar can be hidden or revealed to control the number of options presented
at once.

* Menubar application for quick access to information about CCC backup tasks

* Progress indication is no longer presented in a window that can't be minimized or managed like the rest of
your windows. Instead, the menubar application icon changes to indicate that a task is running, and a
simple progress indicator next to each task indicates how far along it is.

¢ Tasks can be chained together to form more complex backup routines

* New runtime conditions offer more control over when and how scheduled tasks run

¢ A Task History window will indicate details about when a task ran and whether it was successful. All history
events are listed in one window, and can be sorted by task name, source/destination name, start time, and
status.

* Configuring email account settings is now down in a centralized location. Test email notifications are now
much more proactive about reporting configuration errors.

* Email notifications can be customized. A template is offered in CCC's preferences that can be customized
to include runtime variables (e.g. task name, source/destination name, data copied, errors reported, etc.).

* The interface for specifying custom filters is greatly simplified. Filters are now explicitly retained per-task,
and can easily be modified at a later time.

* Custom filters can be reordered.

* The "Disk Center" has been incorporated into the main window as well, offering details of locally mounted
volumes such as disk usage, encryption status, presence of a recovery HD, and current read and write data
rates.

* The Disk Center simplifies the presentation of read and write error statistics collected by OS X's I0Kit
Storage Driver.

* The Disk Center now lists tasks associated with each volume, along with relevant task state (e.g. last run
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date, last run status). Simply double-click a task to switch to the task view, or click the Clone button right in
the Disk Center to run the associated task immediately.

* A command-line application is now included that allows you to start, stop, and watch the progress of your
CCC backup tasks.

* A task migration assistant will help you migrate your CCC 3.5.x tasks to CCC 4.0

* Authentication is no longer required every time you want to run a task. CCC will require authentication once
for an administrative user, and then that user will have one-click access to starting, stopping, and
configuring tasks. Non-administrative users will be required to authenticate with administrator credentials to
start, stop, or modify CCC backup tasks.

Carbon Copy Cloner 3.5.3

October 22, 2013

Carbon Copy Cloner 3.5

July 20, 2012

Carbon Copy Cloner 3.4

July 20, 2011

Carbon Copy Cloner 3.3

September 21, 2009

Carbon Copy Cloner 3.2

March 18, 2009

Carbon Copy Cloner 3.1

March 24, 2008

Carbon Copy Cloner 3.0

September 18, 2007

Carbon Copy Cloner 2.3

October 23, 2003

Carbon Copy Cloner 2.0

November 19, 2002

Carbon Copy Cloner 1.0

January 18, 2002
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Credits

CCC includes, in source or binary form, the following open source projects.
vsdbutil

Carbon Copy Cloner contains portions of source code available under the Apple Public Source License. That code
may be downloaded by clicking the links below.

¢ ysdbutilmain.c <https://opensource.apple.com/source/diskdevcmds/diskdevemds-332.11.5/vsdbutil.tproj/
vsdbutilmain.c.auto.html> (View my modifications: vsdbutil.h
<http://bombich.com//software/opensource/vsdbutil.h> and vsdbutil.c
<http://bombich.com//software/opensource/vsdbutil.c>)

View the APSL 2.0 license <https://www.opensource.apple.com/aps|>
rsync

Carbon Copy Cloner also includes, independently in binary form, rsync version 3.0.6. rsync is made available under
the GNU General Public License. Per the license requirements, the source code and my modifications may be
downloaded via the links provided below. This modified software is provided at no cost and with no warranty, also
per the GNU GPL.

¢ Download the complete rsync 3.0.6 project <https://rsync.samba.org/ftp/rsync/src/rsync-3.0.6.tar.gz>

¢ Download the rsync 3.0.6 patches <https://rsync.samba.org/ftp/rsync/src/rsync-patches-3.0.6.tar.gz>

¢ Download the diff file (diff between 3.0.6 + [crtimes.diff, fileflags.diff, log-checksum.diff, and backup-dir-
dels.diff] and my modifications)
<http://bombich.com//software/opensource/rsync3.0.6-bombich20160603.diff>

¢ View the GNU GPL <http://bombich.com//software/opensource/COPYING.txt>

Carbon Copy Cloner is not a derivative work of rsync. Rsync is called in binary form only. You can access the build
of rsync that is included with CCC via the application bundle: right-click on the CCC application icon, choose "Show
Package Contents", then navigate to Contents > MacOS > rsync.

Sparkle

Carbon Copy Cloner leverages Sparkle <http://sparkle-project.org> for handling software updates. Sparkle is
Copyright (c) 2006 Andy Matuschak and licensed under the following terms:

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
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OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

View the complete license for Sparkle, including external attributions
<http://bombich.com//software/opensource/SparkleLicense.txt>

skpsmtpmessage

The SimpleSMTP framework included with CCC is a derivative work of the skpsmtpmessage
<https://code.google.com/p/skpsmtpmessage/> project. skpsmtpmessage is licensed under the MIT license:

The MIT License (MIT)
Copyright (c) 2008 Skorpiostech, Inc. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

CocoaFob

We leverage CocoaFob <https://pixelespressoapps.com> for license generation and verification in Carbon Copy
Cloner. CocoaFob is distributed under the BSD License <http://www.opensource.org/licenses/bsd-license.php>,
Copyright © 2009-2015, PixelEspresso. All rights reserved. The following statement pertains to CocoaFob:

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Hally Friendly Customer,
Thank you far purchasing Carbon Copy Cloner] As a small business, we fruly appreciate every purchase,

Thiz email I imgartant - pleass keep this emad arcund! You should have araady received & saparate amail with your receipt and & link 1o a
primtable ineoice,

Your registration details ane below, please don hesitate to lat us know if we can aver be of assistance!

Mika
Founder, Bombich Softeara

Carbon Copy Cloner

Raglstration name: ¥our Mame
Registration email: ¥our Email Address
Ragistration code:

Number of icenses:  [1]

Registering Carbon Copy Cloner

Plaase resis the lemptation to type in that really long registration codae, If you're reading this email on your Mac and you already
have COC instalied®, just click on this great big button:

m"! Click Here to Register CCC
1]

‘We suggest that you do this right now, while you're online. As long as you akeady have CCC instaled on your Mac, cicking the
magiz button should instantly apply the registration settings to GGG, If you don't already have Carbon Copy Cloner installed, do this
firat:

1. Dovwnlaad the labes varson of G005

2. Double-chck the disk image and drag the Carbon Copy Clonar icon anto the Applcations icon.

3. Lawnch Carbon Copy Cloner, then go back to this amail and chck the regestration bution abowe to apply your ragistration
sattings

* Mot on your Mac right now? If you want to apply this ragistration code to anather Macintosh covared under tha same licansa,
drag thi big registration buthon fo your Deskiap, then distribute the Bookmank Fie 10 thie olher Macs and apén it thare.
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Registering Carbon Copy Cloner

Please resist the temptation to type in that really long registration code. If you're reading this
email on your Mac and you already have CCC installed*, just click on this great big button:

Click Here to Register CCC

Cll:lt Here to Reg isur

b li...RE-XNPZE-WCINL-CEMAF -
We suggest that you do this light now, whlla ';n::u rfgl online. , c%nrl'l’:g asyou already have {'}g&M

installed on your Mac, clickin the maagic button should instant istration settinas to
CCC. If you don't already have bon Copy Cloner installed, do t :

1. Download the latest version of CCC [Alternate]

2. Double-click the downloaded zip file and drag the Carbon Copy Cloner icon into your
Applications folder.

3. Launch Carbon Copy Cloner, then go back to this email and click the registration button
above to apply your registration settings

* Not on your Mac right now? If you want to apply this registration code to another Macintosh
covered under the same license, drag the big registration button to your Desktop, then distribute
the bookmark file to the other Macs and open it there.
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Name: Sarah Bombich
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| already purchased CCC but can't find my
registration code. Can you send it to me?

If you're getting a message about a trial and you have already purchased CCC, or if you have any other questions
or concerns about your registration, you can retrieve your registration code here <http://bombich.com//forgot>.
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Migrating CCC tasks from one system to
another

If you wish to migrate your tasks from CCC on one system to CCC on another system, follow these steps:

1. Quit CCC if it is running.
2. In the Finder, navigate to the root level of the volume you wish to move the tasks to (the "destination").
3. Starting at the root of that volume, navigate to /Library/Application Support/
4. Move the com.bombich.ccc item to the Trash (note: doing so will remove any saved tasks on that system).
5. Open a new Finder window.
6. Navigate to the root level of the volume that contains the tasks you wish to copy (the "source").
7. Starting at the root of that volume, navigate to /Library/Application Support/.
8. Copy com.bombich.ccc from the source to /Library/Application Support/ on the destination.
9. Restart your computer.
10. Open CCC- your tasks should now be restored.

Note that you may have to activate suspended tasks, and/or reselect the source or destination volumes in your
tasks.

Also, please note that you must move the com.bombich.ccc application support folder that is located in the root-
level Library folder (e.g. Macintosh HD > Library, NOT Macintosh HD > Users > USERNAME > Library). If you're
looking in your home folder, you're in the wrong place.
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Notes for VoiceOver users

CCC's main window is divided into three main sections. At the top is a toolbar, and beneath that there is a split
pane divided vertically. The view on the left is called the sidebar, the view on the right holds the task configuration
view. When you open CCC for the first time, the sidebar is hidden. The sidebar is automatically revealed when you
add a new task.

The sidebar is split horizontally. The top half contains a table of backup tasks, the bottom half lists locally-attached
volumes on your Mac. When you select a task in the task list, the details of that task are presented in the right pane
of the window. Likewise, if you select a volume from the list in the bottom of the sidebar, the details of that volume
are presented in the right pane. CCC requires that you save any changes you have made to a task before selecting
another task or a volume, so if you switch away from a task that is currently being edited, you will be prompted to
save unsaved changes, revert the task to its on-disk state, or cancel the event that would have changed the task
selection.

Navigation challenges and solutions

The "Automatically interact when using tab key" setting in VoiceOver Utility > Navigation can make navigation to
CCC's task configuration view quite challenging. If you prefer to leave this setting enabled, we recommend that you
hide CCC's sidebar to avoid navigation challenges. You can use CCC's View menu to select tasks and volumes (in
other words, the contents of the View menu completely replaces the need for the sidebar).

Quick Nav

The Tab key will effectively move your cursor to each control in CCC. With Quick Nav enabled (to enable it,
simultaneously press the left and right arrow keys), you can also navigate through non-control user interface
elements, such as labels, scroll views and split view dividers. Largely this is quite intuitive, however there is one
place where the order of elements as interpreted by the window is not very intuitive. This is only applicable when
the sidebar is revealed -- if the sidebar is hidden, focus goes to the source selector, and the following is irrelevant.

Upon launch, CCC places focus on the tasks table. The task configuration view lies to the right of the tasks table,
so you would think that you could use the right arrow key to move focus to the task configuration view. However,
the tasks configuration view is ordered in front of the tasks table, so you must use the left arrow key to get from the
tasks table to the task configuration view. Alternatively, use the Tab key.

Simple Mode

CCC 4.1 includes a new, simplified user interface called "Simple Mode." Simple Mode significantly reduces the
number of user interface elements -- the sidebar, toolbar, scheduling selector, and advanced settings are all
suppressed, leaving the user three primary controls: Source, Destination, Clone button. For users that desire a
basic ad hoc clone from one volume to another, this simplified interface is the perfect solution.

Editing the name of a task

. If Cursor Tracking is disabled, press Control+Option+Shift+F3 to enable Cursor Tracking.

. Use the tab key to move VoiceOver focus to the CCC Backup Tasks table in the sidebar.

. Press Control+Option+Shift+Down Arrow to start interacting with the Task Table.

. Press Control+Option+Shift+Down Arrow again to start interacting with the selected task.

. Press Control+Option+Shift+Space to simulate a mouse click event on the task name field. The text will
now be editable and you can use standard VoiceOver text editing commands to position the cursor and edit
the text. If you want to reposition the insertion point, you may have to disable QuickNav by pressing Left
Arrow+Right Arrow.

a b wNPRE
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6. Press the Return key when finished editing the task name.
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Cloning one external hard drive to another
external hard drive

Create a new task

Click on the New Task button in the toolbar to create a new task, then type in a name for the new task.

= Daily Backup
E Daily: Desktop = Desktop

;ﬁ Photos Backup

Select a source volume

Click on the Source selector button, then choose the volume that you want to copy files from.

5 WEeKly BacKup
E Weekly: Macintosh HD — Backup
SOURCE
| - |
L |
Macintosh HD Photos Photos Backup Choose a Folder...
00 GB SATA Volume 1,000 GB FireWire Volume 500 GEB FireWire Volume

‘ E SM EB FireWire 'u'ulume

Select a destination volume

Click on the Destination selector button, then choose the volume that you want to copy files to.
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EECNT JET TR

ekly: Macintosh HD — Backup
SOURCE DESTIMNATION

icin ?
Et; Macintosh HD Photos Photos Backup Choose a Folder... New

99 GB SATA Volume 1,000 GB FireWire Volume 500 GE FireWire Volume

oto +
1 GB FireWire Volume allows on the destination.

Click the Clone button

Click the Clone button to copy files right away, or click the Scheduler selector to configure the task to run on a
regular basis.
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Restoring an item from a hidden folder

Usually it's easiest to restore a single item from your backup by simply dragging it from the backup volume to your
original source volume. Sometimes, though, it's not that easy. Suppose, for example, that you have inadvertently
deleted all of your Safari bookmarks. The Safari Bookmarks file is stored in a hidden folder within your home
directory, and the fact that this folder, and the folder on the backup volume are both hidden makes accessing that
file in the Finder quite difficult. The steps below demonstrate how to restore this item from your Carbon Copy
Cloner backup volume.

Quit Safari

Before you restore any files that are referenced by a particular application, you should quit that application first.

_ & [T File Edit View F

® O  About Safari

< Safari Extensions... gle ol
L % preferences... 8, -

Private Browsing...
Reset Safari...

Services [ 3
Hide Safari 3¥H
Hide Others C3H
Show A

Quit Safari ®Q

Open CCC and create a new task

Rather than making changes to your usual backup task, click the "+" button to create a new task. You can delete
the task when you're done.
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CLONE

® 00

Bl

Hide Sidebar Preferences New Task

Carbon Copy Cloner

&)

History

TASKS BRI Task Plan for "Untitled”

- CCC Backup Task
Manual: Macintosh HD = Backup

t! Restore

SOURCE

Click to Select a Source...
VOLUMES
No source selected

?—'l| Macintosh HD
e 198 GB SATA Volume

-] Backup Clone: | All files ul

2.0 TB FireWire Volume

(7) [ Use Advanced Settings |

Please select a source and destination volume.

DESTINATION

Click to Select a Destination...
No destination selected

Maodified and deleted files
will be cached as space
allows on the destination.

SCHEDULE

Run when | click "Clone"

Email: | Don't send email A

Clone

800

Bt

Hide Sidebar Preferences New Task

Select your backup volume as the source

Click on the Source selector and choose your backup volume as the source.

Carbon Copy Cloner

©)

History

TASKS + - Task Plan for "Restore"

-, CCC Backup Task

Manual: Macintosh HD — Backup

=

SOURCE

Macintosh HD Backup bombich
198 GB SATA Volume 2.0 TE FireWire Volume 3899 CB AFP Volume

Choose a Folder...

Please select a source and destination volume.

DESTINATION

Restore from disk
image...

e

Remate Macintosh... |

SCHEDULE

un when | click "Clone"

|Don't send email >

l"_:l,] | Use Advanced Settings

allows on the destination.

Clone

Choose "Selected Files..." from the Clone popup menu
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We don't want to restore everything, so choose the "Selected Files..." option in the Clone popup menu.

SOURCE

Backup
24.46 GB used

Clone: ¥ All files |
Selected files...

Deselect everything

By default, everything in the file list will have a checkmark next to it indicating that it should be copied. Click the box
next to the top-most item ("Backup" in the screenshot below) to deselect everything.

Clone: | Selected files... =

' Unchacked items will not be copied
U Backup
_| |7 .D5_Store
[ | 7 .file

[ | G .Temporaryltems
» | @& Applications

» (| @& bin
*[ | G dev
[ B etc
» | @l home
[] |9 installer.failurerequests
» | @ Library

[ ] ™ mach_kernel
[ | @ private

] @ sbin
» | B System
[ ] & tmp
] @l Users
» ] @l usr
() & var

Navigate to the desired folder
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Start opening disclosure triangles next to the folders that you would like to descend into until you reach the item
you want to restore. In this case, the path is Users > apple > Library > Safari. The "Library" folder is hidden in the
Finder, but CCC makes it visible here so you can restore items from it.

' Unchecked items will not be copied

| | il tmp
| Gl Users
L | [ .localized
E:I & apple

[ | |7 .bash_history
[ [ .CFUserTextEncodi

» | @l .cups
[ | |7 .DS_Store

» ] @ .idlerc
] |7 .sglite_history

*[ ] @ .ssh

» | &3 Applications

» | @l Desktop
* | | £ Documents
» | | @ Downloads
| @ Library
[ | | ] .DS_Store

| |7 .localized
e T 0 = 2

Select the item you would like to restore

Check the box next to the item you want to restore. "Bookmarks.plist" is the file we're trying to restore in this case.
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d items will not be copied
Ll N ] MOy Rl LAy idis

» [ | @ Keychains

[ | B LaunchAgents
(] & Logs

> & Mail

» [ | B Messages

» [ | B PreferencePanes
» [ | @ Preferences

» (| &3 Printers

» (| &3 PubSu

v i
[E | Bookmarks.plist !

T Lonngur...ist.signe
» | @ Databases

[ Downloads. plist
History.plist
7 Historylndex.sk
| LastSession.plist
| B3 LocalStorage

|
Bk
O

]
» |

Select the volume to restore to as the destination

In this case, we want to restore the item back to the startup disk, so choose "Macintosh HD" from the destination
selector. When you select your startup disk as the destination, CCC will produce a stern warning about restoring
files to the startup disk. To prevent accidentally restoring system files to an active startup disk, CCC will explicitly
exclude system files from this restore task. In this case, we can ignore the dialog because we already excluded

everything except for the single file.
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e 0o Carbon Copy Cloner
- ~ )
.
Hide Sidebar Preferences New Task History
TASKS + - Task Plan for "Restore”
CCC Backup Task Please select a destination.

Manual: Macintosh HD = Backup

B

SOURCE DESTINATION SCHEDULE

VOLUMES
=} Macin e f— @
= 198Gl
= i —
3 g%‘_‘;‘ Macintosh HD Backup bombich Choose a Folder... New disk image... Choose disk image... Remote Macintosh...
’ 198 GB SATA Volume 2.0 T8 Firewire Volume 399 GB AFP Volume
I » ] B Keychains I allows on the destination.

» ] @ LaunchAgents
» (] @l Logs
() B3 Mail

» ] G Messages

'\?f' | Use Advanced Settings | Clone

Click the Clone button

This restore task will go really quickly, and when it's done you can open Safari to verify that your bookmarks have
been restored.

e0o Carbon Copy Cloner
- E )
LT
Hide Sidebar Preferences Mew Task History
TASKS v o= Task Plan for "Restore”
CCC Backup Task CCC will copy selected items from Backup to Macintosh HD. Only items that have been modified since the last backup task
Manual: Macintosh HD = Backup will be copied.
—»  Restore Next Run: This task will run when you click the "Clone” button.
B vanual: sackup ~ maciosh 1o Last Run: Friday, October 10, 2014 at 3:29 PM

SOURCE DESTINATION SCHEDULE

Backup Macintosh HD Run when | click "Clone"
24.47 GB used 176.34 GB free

VOLUMES

=1 Macintosh HD
ey 198 GE SATA Volume

7| Backup Clone: | Selected files... . SafetyNet: m:] Email: | Don't send email s

2.0 TB FireWire Volume

[Unchecked items will not be copied | MTdiﬁEd ﬂﬂdddE‘Eled files
will be cached as space
¥ (= &g safari P

allows on the destination.
E‘I | Bookmarks.pl
[ ] 7 Configur...ist
» (] @@l Databases
L) |7 Downloads.pl

| Use Advanced Settings |
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Folder-to-Folder Backups

Choose your source

From the Source selector, select Choose a Folder...

SOURCE DESTINATIO

—— _ =
LOCAL VOLUMES N
| Yosemite

B 539 GB SATA Volume P

' CCC Backup ot
B 749 GB SATA Volume

I= | Mountain Lion
49 GB SATA Volume

|= | Macintosh HD
99 GB SATA Volume

OTHER S0OURCES

|' ~ Choose a Folder...

& Restore from disk image...

@ Remote Macintosh...

Select your source folder and click OK.
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oe Carbon Copy Cloner
2 [
Show Sidebar Preferences New Task History
Task Plg Choose a source folder -
Please £
) =) (&) (e 3 a )
Devices |51 Desktop » 1 iTunes >
| Documents >
gl [ Downloads >
Remote Disc |5 Library >
SOURCE - »
' [E] Mountain Lion =1 Moves I
= —
Macintosh HD [ Pictures >
CCC Backup a | B4 Public >
[E] Yosemite
il Favorites
Shared
Tags
Clone: 2]
1 1l 1l L
¢ ?\_I f ne
S

- | [ cancel | m ®

When correctly selected, the Source selector should display a folder icon and a path to the folder beneath it. Note
that this path may be truncated but if you mouse over it, individual items will be expanded. You may choose to
clone All files, the default, or choose to exclude selected files by using the Clone menu.

SOURCE

Music

&y apple » | 7] Music

Clone: [ All files 2
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Choose your destination

The steps used to select the source need to be repeated for the destination. CCC also supports drag and drop
selection, so we'll demonstrate that here. Find your destination folder in the Finder, then drag it onto CCC's
Destination selector.

@ Carbon Copy Cloner File Edit View Window Help

ocooe Carbon Copy Cloner
& QD
Show Sidebar Preferences New Task History
Task Plan for "Music Backup"
Please select a destination.
o000 apple
[@BE : BEEEERIERIENE
SOURGE DESTINATION SGHEDULE 4
.r‘ . Desktop Documents Downloads Library
. =3
=
Music Click to Select a Destination... Run when | click "Clone”
4 apple » [I#] Music No destination selected
i Movies Music Pictures Public
Clone: (Aitios ) seewne: UM ) Email: [ Don't sond smai n |
Modified and deleted files CCC Backup » [ Users = [ apple = [ Music
will be cached as space
e e C i 1 0f 8 selected, 721.01 GB available
(7) [_Use Advanced Settings Clone 2
. T 5.2
5 & *. . ] nef
>y g . o i P W = :
T M - > - b -~

Once you have selected the destination folder, the Destination box should have a folder icon in it with the path
displayed beneath it. You may choose to leave SafetyNet on or turn it off. To learn more about SafetyNet, please
see Protecting data that is already on your destination volume: The Carbon Copy Cloner SafetyNet
<http://bombich.com//kb/ccc4/protecting-data-already-on-your-destination-volume-carbon-copy-cloner-safetynet>.

DESTINATION

— S

Music
@ CCCE » B » [FW apple » [ Music

Modified and deleted files
will be cached as space
allows on the destination.

Schedule the backup
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Click in the Schedule box and design a backup schedule that meets your needs. Click Done when you have
finished.

SCHEDULE

Pl Run this task:

v Do not run this task on a schedule ’
i | On an hourly basis
= On a daily basis
da On a weekly basis
ed On a monthly basis
et When source or destination is reconnected

Save and clone

Once you have your source, destination and schedule complete, click on Save in the bottom right-hand corner.
This will save the task and you can find it in the tasks area on the left sidebar. If you don't see the sidebar, click on
Show Sidebar in the CCC window header. You may click the Clone button to run the backup manually, or let it run
on a schedule.
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o0@® Carbon Copy Cloner

= &8 0

Show Sidebar Preferences MNew Task

@D

History

Task Plan for "Music Backup"

CCC will clone the folder Users/apple/Music on the volume Yosemite to the folder Users/apple/Music on the volume CCC
Backup. Only items that have been modified since the last backup task will be copied.

Next Run: Saturday, April 18, 2015 at 4:07 PM
Last Run: Never

SOURCE DESTINATION SCHEDULE
@
]
Music Music Run daily
/& apple » [ Music B CCCE » [Fl » (W apple » W Music At 4:07 PM every day

Clone: [Allfiles SafetyNet: m:]

Maodified and deleted files
will be cached as space
allows on the destination.

'@' [ Use Advanced Settings ]

Email: [ Don't send email

' Save '
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Jobooddddooboboddddnbd

OO000O0OO0OOdO0D0OCOCarbonCopyClonerd D000 OO0O0ODOOOO0OOOOO0ODOOOOODOOOODOOO
goboobooobooobooboobooboobooboboobooboboboboobooboboboboo

goon

gooodg

cccoopoooooooboboooobooooDbbooobboooOoDbOoOoOoDbOoOOnDcarbon Copy
ClonerD OO0 ODOODOODO cccodooopooOo..opoooooooOoDbooo

® Carbon Copy Cloner J7-JL #% &% 9rvbEu ENF

oo ox (D
E = E;'r Carbon Copy Cloner AJLZF
S ST L S : Carbon Copy Cloner MIfHSEE 3
) + - sSER"OY AT TS CCCIcDWTHMT 5. (R
FEERS ...
D CCC & Macintosh HD & CCC DS E%eE. EW
N=FEI2 - 7OHEHY TSR Ftw HHhEST 082D Invg
ROETHE : 2014490255 AREH F85:00
BH85E{TH : 201448 H29HEMEH F179:33
U—23 JE—% p
P Macintosh HD CCC w2 Fo
i 23.28 GB EHEFH 961.92 GB &=
i_" E'. Macintosh HD

Jodooobbogooad

gbooobooboooboobooboobooboobooboobooboobobooboobooooboo
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{ RFaxzk ccc Lrpsiet=—p @l OJ%EXE |

CEMEICBNET ZRBELTICELLTAATEWN, UZITARE Bombich Software DA T FAZICHEEEN, A—IREEANTTFAI CHEEEVCLE
T, FFTINOFGHBELESE, BOOUIIARERELLBICANITRAOTRATICLHNTESRT., BENPA-LFELA, ¥R-FUSIAOARIZ

BoBICRARENE R As

800

[ J
A= P RLR
[P -%7xa5HEORDE A,

M ZOUIIRARIC CCC BHOTERM
RESTNSOTI7 1 NOREFARENSCLEES, FrADYYIVERFRICEONET, Fvr A0YY 3 YAERBENSHIC, CCCRRETSI7ILERRISCLATESHAD/F

WERTLES,
| oFEusTALERE.. |

161/293




CARBONCOPY 0O0O0O0 O0OO0O0O0O0OOOOOOO

y.- CLONE 0oooooooooo

CCC 4 Documentation

oo dobboboodddobn

0000000000000 000 0obDOooo <http://bombich.com/ja/software/gethelp>
000000000000 000O0000oOo0000oo0000oo00o0oo0o0oooooooooooooog
0000000000000 00o0000oo0000oo0000ooOMacO OO O0OO0OO0OOO0OOO0OOO0ODOOO
ooooooooooog

obdgougobooobougobgd

OptonD 0 OO00OOO0OOMacOOOOOOOMacOODOODOOODOODOOOODOODOOODOODODOODOO
UMacD DOOOOOoooOoOoooobobbooooobobobuoooobobobbooooboboooooboobo
SATAO PCIOUSBO irewireO 0 OO ThunderbotD OO D ODOOO0OODO0O0OODOOODODOOODOODOODOODOO
goooboooboobobobobooobooobodmacOSO0ODO0DOoOoDbOOoODbooboDooboobOoobO
gboooobooboocccobogoboouooopooboooooboooobobooooobooogMac oD
gboooboobgoobgoobooboobooboobobboobooboobo

cccobogboobobobobuooboobooboboobooboobobboboobooboobon
goooboobooboboobooboobobbooboobOoobon

gobobbobbuoooooobbooo

gooobooboooobooboobooboooboboobooboobobobooboobooooboo
gooobooboobooboobooobooboboobooboobon

MacU L OUODUOOOOUuobobouoooouoboobooooooooood

=

Option0 0 000000OMacOOODOODOOO
2030b00oooooooooon
gboooboobooooboobooon
g
gooo
googoogooo
gooobooboboboobooA
ppleD 000000000 0DO0O0O0O0ODO0ODOOOOODOOOOODOODOOOO <t#stalledboot> O
3. 00000000000 DFRrewWireDUSBOOOOThunderboltD DO DOODOOOOODOOOODOOO
go3uobooboboooboobobobobooobooboboboobDboobooobooboobon
goo
4. 00000000000 bO000bO0O0b0ObDbO0ObDUOo0obD0o0obUobObOOobODOMacODODOODOO
00000oooooboOgoptond 000000 O0OD0OODOO0ODOODODOOOOODOODOO300000O0
U
5.00000000000000DCOO00DCOOU00ODOOUOODOOOOODOOOOODOOO0nFrewire
oO0OopooousBOODOOO)O
6.00000b0o0obOobbOobOo0oboobOob0OoMaecODgobCODODOODOODOODODO
goooboobooooboobooboobooboboobuoobobbobooboobooo
gboooboooboobgoobooo

goousBgogooooooooooogooooo

usBOOOOOUOODOOOOODOMacsODOOOOODO Firewired ThunderboltD O O AppleD 00 O0O0O0OOOO
0000000000000 DOO0O00DOOUO0DCOOO0DOFrrewired OO ThunderboltOODOOOOODO
gboobooboooobooboobooboobobooboobobobobooboobOobobooboo
gousBoOonoooobOoboboobooboobobbooboobooboobobooboooMacDonogno

162 /293


http://bombich.com/ja/software/get_help

4 CARBONCOPY 0000 OOOOOOOOOOOO

ﬁ)’?CLonE gooobooobobo

CCC 4 Documentation

gbooobooboooboobo*obmooboobonboo

1.OptonD OO0 OOOOOMacODODOOOODODO

2. MacODODOOuUSBOOODODOOOOODODOOOODODODOODOODOODODOOODOODOODODOO
gbooobooboobobbobooboobooboMvMecdObooooooooooooon

.usB3o000bOO0oUOOoObOOOOObOObOusB2000O000O00DODOOOO(OOUOODOO
gboogbogojuseB3oodOoOoOousB2000000O00DO0O0OO0ODOOOOMacOOODOODOOODOO
gbooobooousBOObooOoooOobOoOobOoboOoOobDoobooboboboovuse2000b0000O00O
gboboooodMacDOODOOOobDOouSBODOOOOODOOODODDODODOODOUODOODDbDODDOO
obooooooboobobboobouoobooboobuobobooboousse2.00UsB 3.0
goooogoobooo

USB 2 Micro B

——

USB 3 Micro B

1

MacU D OO OORAMOOOOU

ididMaclOUOUOUOODRAMOPRAMOODODOUOOOOODODDODOUOPRAMOMacO D DD UOOOOOOOOOO
ggoobbbooooobobbooodMecb bbb bboboooobobooooobooboobo
UPRAMOODOODOOODOO

1.0000 Command+Option+P+R O 00000 OOO0O
2.00000000000000D00000O0O0O00O0O0OO0O0DOOOO
.000000000000O0ooptonD 0000000000 OODOOOODO

goobbobbbugoooobbooboboodd

gcooooooooooooobooooooooUoooboOooooo0obooOooO0UoOooOO0obDOooOoOoDooO
OOmacOSOOOOO00ODOOOOODOOOOODOOOODOOOODOOUOODOOUOODOOOODDOOO
od0ooo0oO0Ooo)yoooooOoooOoUooooOUooooOUoooooOoDoO0dmacOosSOOOOooOoOO
goooooo0oooOoO0oUobDoOoU0O0oDoOoUOooOoU0U0OoOooOU0UbOOOUOUDOOOoOd0oDOOoOOoDoOOOg
0000000 dooooooooooooooOooooUooooDood
<http://bombich.com/ja/software/gethelp> OO0 O O00OO0O00D0O0OO0OODOOOOOODOOOOO

O0D00000O00000OMacO DD ODODDODO0O00000000O0ODDOOOEFRN
der00000ogooooO

goooboooboooboboobooobooboobobooboobobobobooboobOooboobboo

lL.Apple000 “0D00MDO0O0OODOODOOODOODOODOODOO

2 00000b0oo0bobooo os'bbouoboobUobDboobUoobUoobUoboDboobOoobOon
gooooooboooboobobooobooobooboobooDoobooboobo o booDbon
gbooobooboobobobooboobooboon

3.00000 WindowServerD O OO OO0OO0D0OOO0OO0ODOCOOODOOOOODOOOODOOOOIloginw
indowD OO0 O00OO0O00O0OOOODOOOOO

163/293


http://bombich.com/ja/software/get_help
http://bombich.com/ja/software/get_help

CARBONCOPY 0O0O0O0 O0OO0O0O0O0OOOOOOO

y.- CLONE 0oooooooooo

CCC 4 Documentation

4. loginwindowO OO0 OO0 OO0 0OOd
O0000000oDo000Dooo0oDoooooooooooooon

OO00oO0OoOOoboooogn Opton
OO0000O0bO0o0o0b0oU00o0bO0bo0oo0bo0oboODOobOboObOAppedbO0OO0ODODO Mac
gooooooo*oomobobooboobootboobooobooboobobbooboobooboboo
goooboooboobobooobooobooboboboobooboobobboobooboo*wboomobo
goooboooboobobboobooobooboobobooobooboobobDoobDoobOoobobbo
O0O0OMacOODOODOODOOOOODODOOOOODOOO)O

iL.o0o0ggoooobooooooboooboooooobobboooobobL bbb obboooobboobo
gboooboooboobgn
200000000000 b0oO0O0OobLDO0bLbOOoDOobOooboOoDOobO

guooobogoooooobouo* tgoooosoobobbuoooooo

ggooboobboooooobbooooooobobooooobobboooobbbooooobbboooobo
goboobooobooooMecOOOOoOobDooOoSObbogoooobooobooboboboobooobooboobo
gboooboooboobobboobooboobooobo

doooousB30o0d0D0dOOoOOoOODOOuUsSB3 O O0OODODOOOOODOOMacODOOOODOODOOODO
0000000000000 ooo0oooooooooooonodoOdYesemitel OOOOOOOOOOOO
00 00000TRIM Enabler <https://www.cindori.org/trim-enabler-and-yosemite/>
Oo00000OmacOSO0OOO0O0O0O0O0O0OOOODOODOOOOOOOOOOOOOOOO

e J00DOOOUOODOOOODOOUODOOMacDOOOODOODOOOAppleDODOODOOOODO
obooobodbdOmacOSUOOOOODOOOODOODOOODOODOOOODODOODOO

e 000D DODOODUOODMacOODOODOOODOODOOODOODODODODOODOODOO
oooooobooooboooooobooooboboboooDoboooobDobshitDOobOonoog
OMacOOOOOODOOO)O

e JO00D0O0ODOODUOOOUODO (OTRIMENablend OO OOmacOSOOOODOOOOODOOOOODOO
gboooboooboobobooboobooboboooboobon

MacOOOODOOOOODOAppeDO0OOOOODOODOOOOODODOOODOODOOOODODOOODOODOO
ggoobbobooooub bboooogobobbuoooobobboooobobbooooobobobooog
ggooboobboooooobbooooooobobooooobobboooobbbooooobbboooobo
ggoobbbooooobbobuooooobbooooon

LshitCO0O0O0O0OQOO0000OO0000000O0OMacOOOOOOODOOMacODOOOODOOOOODO
OO00OmacOSOOO0ODOOOOODOOOOODOOOOODOOOOO
2000000000000 000OOOO00DOOOO00OOODOO0ODOOOOU0DOODOOUODOODOOUODOO
od0o0Oo0ooO0ooboOoOoO00oooOoOoOoDoOoOOooDoOooOooDooOoooo
.FinderDO0O00O0ODOOO“WOOODOO..ODOOODCOO
4. "Volumes/Backup volume name/var/log" [0 00 O 0O O O O O Backup volume
nameJ 000000000 OOO0OOODOOOOOOODOOOOOOODOOOO™DObObOODODO
5, 0000000 systemlog0O0O0OO00O0ODOOOOODOODOOO

164 /293


https://www.cindori.org/trim-enabler-and-yosemite/

CARBONCOPY 0O0O0O0 O0OO0O0O0O0OOOOOOO

y.- CLONE 0oooooooooo

CCC 4 Documentation

000000000000 0000000000000000000 system.logD O OO0 Bombich
Software[] 0 0O 0 0 O <http://bombich.com/ja/software/gethelp> 00000000000

“Unapproved Caller SecurityAgent may only be invoked by Apple
Software’0 0 000000000 OOODOOO

goboobooobooobooboobooboobooboboobooboboboboobooboboboboo
OOOCCCsafetyNetD OO0 O O0DOOOOODOODOOOCOODOODOOOOODOOOODODOODOODODO

oooobooobo0obobobobOoobooobooboobobooobOdOmacOoSO0onooonooonoO
gbooobooobo0obobobobooobooboz2cBOODOOOS10GBOODO0ODOOODOODO

obodoougooood

e WesternDigital D DD 000000 0OO0OMacOODODOOODO
<http://wdc.custhelp.com/app/answers/detail/aid/1787>

e Hands Offf D 0D OO OO Little SnitchO OO D O0DODOO0ODOODOODOODOODOOODOO
<http://fbombich.com/ja/ja/kb/discussions/no-boot-from-firewire800-disc>

e JO00OMacOOUSB300 00000 OOODOOODOODODOOODOODODODO
<http://bombich.com/jal/ja/kb/discussions/imac-doesnt-boot-from-back-up>

e [0 0 O MacBook
Pro0 000000 O0DOO0ODOODOOOODOODOO0ODODOOOOOODOO0ODOODOOOO0OO <htt
p://bombich.com/ja/ja/kb/discussions/clone-boots-fine-externally...-everything-works-great...-wont-boot-
internally>

e [0 0 0O MacBook
ProOOOUOOOOOOOUOOODOODUOODOOUOO0OO0O0DLD0OOuoOoo0ooobDoooood
(ODOOD0DOODO0ODOOog) <http://bombich.com/jal/ja/kb/discussions/unable-boot-from-cloned-hitachi-
hd-internally>

e J00OpticalBayD 00O 000D O0OO0ODODOOODOODOODOOODOODOOODODODOODOOODO
<http://bombich.com/ja/ja/kb/discussions/cant-boot-from-startup-disk-on-back-up-due-bless-tool-unable-...>

e 000O0O0ODO <https://discussions.apple.com/thread/4243814>0 0 00 000000000000 0O0O0O
NewerTech Voyager Dock <http://www.newertech.com/products/voyagerq.php>
000O0oOgo0OdFrewireDOOOOOOOOO O

* Nexstar 6G <http://www.vantecusa.com/en/product/viewdetail/584> 0 USB3.00 00000000000
0000000000000 00000D000000000000D000OO0O0ODOOnVantecO Nexst
arTXOOOOOOO (oOOooDOoooooooooo)o

* CineRAID Home CR-H212 USB 3.0 Bus Powered Dual Drive RAID/IJBOD Portable Enclosure
<http://www.cineraid.com/products/homeh212.htm>
gooooodobooboouoooobooboooooobooooouoooooboooa
gododobooboodMacUOOODO0oOooooooooooooobooboooooooooo
0ooooooooooon

oogobon

eCCCOUIDOIDODODODOODODO"pootability' 00O OD0DDODOOODOODOODOOODODOODOO
<http://bombich.com/jal/ja/kb/ccc4/closer-look-how-ccc-determines-bootability-destination-volume>
* Apple Kbasel MacO OO DOOOOOOOODOOODOODOO <https://support.apple.com/en-us/HT204156>

165/293


http://bombich.com/ja/software/get_help
http://bombich.com/ja/software/get_help
http://wdc.custhelp.com/app/answers/detail/a_id/1787
http://wdc.custhelp.com/app/answers/detail/a_id/1787
http://bombich.com/ja/ja/kb/discussions/no-boot-from-firewire800-disc
http://bombich.com/ja/ja/kb/discussions/no-boot-from-firewire800-disc
http://bombich.com/ja/ja/kb/discussions/imac-doesnt-boot-from-back-up
http://bombich.com/ja/ja/kb/discussions/imac-doesnt-boot-from-back-up
http://bombich.com/ja/ja/kb/discussions/clone-boots-fine-externally...-everything-works-great...-wont-boot-internally
http://bombich.com/ja/ja/kb/discussions/clone-boots-fine-externally...-everything-works-great...-wont-boot-internally
http://bombich.com/ja/ja/kb/discussions/clone-boots-fine-externally...-everything-works-great...-wont-boot-internally
http://bombich.com/ja/ja/kb/discussions/clone-boots-fine-externally...-everything-works-great...-wont-boot-internally
http://bombich.com/ja/ja/kb/discussions/unable-boot-from-cloned-hitachi-hd-internally
http://bombich.com/ja/ja/kb/discussions/unable-boot-from-cloned-hitachi-hd-internally
http://bombich.com/ja/ja/kb/discussions/unable-boot-from-cloned-hitachi-hd-internally
http://bombich.com/ja/ja/kb/discussions/unable-boot-from-cloned-hitachi-hd-internally
http://bombich.com/ja/ja/kb/discussions/cant-boot-from-startup-disk-on-back-up-due-bless-tool-unable-...
http://bombich.com/ja/ja/kb/discussions/cant-boot-from-startup-disk-on-back-up-due-bless-tool-unable-...
https://discussions.apple.com/thread/4243814
http://www.newertech.com/products/voyagerq.php
http://www.vantecusa.com/en/product/view_detail/584
http://www.cineraid.com/products/home_h212.htm
http://www.cineraid.com/products/home_h212.htm
http://bombich.com/ja/ja/kb/ccc4/closer-look-how-ccc-determines-bootability-destination-volume
http://bombich.com/ja/ja/kb/ccc4/closer-look-how-ccc-determines-bootability-destination-volume
https://support.apple.com/en-us/HT204156

CARBON COPY cccOoOOoooonOonO

goooOooOooooo
CLOnE R CCC 4 Documentation

ceccuuudunon

ooooon

[_J] Carbon Copy Cloner JEE S g "3

@® © Carbon Copy Cloner Ic2WT
| Py ITF—hERE..

o B

FAL BRERERT...

' T
=

Carbon Copy Cloner £[@9 3#H E§
EhEET N #H
TRTERR

WV IEEE—R
s D TIE—R

, _! Carbon Copy Cloner ##7 3#Q
— I_

Carbon Copy Cloner 0000 O0D0ODDOOOOODOODO

3

ooooobogooooon

| _NONO) ERMNE

ol (¢ (@M © Fe”

—ff WYIbYLF -FuITF—b A-EE BE HE

FPy7r—hEE: @ Fy7F—rEERTEES 5 (8 ol
(] ~—#RRlc2\WT HiEH

[ 69<¢Fyv 77— aES |

ooooboobobboboooboobobbobooobooboobobooboon

166 /293



CARBON COPY cccoOoooooOono

y.- CLONE 0oooooooooo

CCC 4 Documentation

cccU OouopooooooobuooooboboobooobUobooUooboOobobobooboboo oo
U

gboooboooboboobooon
gboooboobooboboobooobooboobobooboobo
gooobooboobobbobooboobooboboboon

goooboogocccoooboobobooobooboboboboooboobobobooboooboooboobo
goooboooboobobboobooobooboobobooobooboobobDoobDoobOoobobbo
goooboooboobobbooboooboobooboboooboobOoobobDOoobOoobobobobDbo
0000000000 ODOBombich Software0 0000000000 ODO0O0ODOODOOODOODOO

odgoobbbgogooobbuoooooon

MacUpdate DesktopD OO CNETO OO DO OOOODOOCOOOOOOOODOOOOOOOOOOOOOODOOO
gooobooboooobooboobooboooboboobooboobobobooboobooooboo
gooobooboobooooboo
goooboobooboobooboobooboboobooboobobcecccogbnoonoooboooboo
gbooobooboobgoboboboobcecccogbuooboobobbooboobooboceecconogoog
gbooobooboobooboobooboobo

167 /293



CARBON COPY cccoOOooooooOoOoOonOonO

y CLonER gooobooobobo

CCC 4 Documentation

cccuuguuoooogtt

Carbon Copy Cloner DO OO0 0 O0Oooooooog

Carbon Copy Cloner0 0000000000 OOOOptiond 0000000 ONO Carbon Copy Cloner0 00000
CcccC

ooooooooo..
gooooogoobocccodobooooooooobocecccoggopoooopooooopooooDpooag
000000000000 Carbon Copy

Cloner0 0000000 O0OOOCCCOODOOOUOODOOOOODOOoOoOoOon

"8 Carbon Copy Cloner [EbZglk wE

@® @ Carbon Copy Cloner 2\ T
| FyIT-ERE..
o, FRIBAE... 38,
HREFRERT...

H—EX >

_ HT
E Carbon Copy Cloner %4  3H 5|
EhERT L#H T
TARTRT
Hy| v TR '
L B TNE—R B
=BT (Bh0Uqy RO RERE)
| CCC Backup

744G R SATA R = — /s

Carbon Copy Cloner DO OO0 OO0 OO0OOO0OoOOOOO

0000000000 O0DOO0O0DoO0OCarbonCopyClonerd 0000000 0ODODOOOOOOODOCCCOO
gboooboobooboobooboobgoobobooboobo

¢ /Library/Application Support/com.bombich.ccc

¢ /Library/LaunchDaemons/com.bombich.ccchelper.plist

¢ /Library/PrivilegedHelperTools/com.bombich.ccchelper

* /Users/yourname/Library/Application Support/com.bombich.ccc

O0000O0DOO00O0OO0DOOobOOoOoDoOoptonD O ODO0O0OCOODOFRNderD OO0 DODOOOODOOO
gooobooobooboobobobooobooboobobboobooboobobbobooboobooo

CCCUUUUODDOObObODOO com.bombich.ccchelper
O0o000oooooooooooooooo

168 /293



CARBON COPY cccoOOooooooOoOoOonOonO

y.- CLONE 0oooooooooo

CCC 4 Documentation

Carbon Copy Cloner0 D00 00D0OCOOODCOOOCCCOOOOODOOUOOoDOOoOOoDooOoOoDbooOoa

gbooobooboooboobooboobooboobooboobooboobobooboobooooboo
gooobooboobooboobooboobobooboobgoocececcobobooobpoonooobooobo

gbooobooboooboboobooboobobbooboobuoobobboboocececcoogbpgooooce
ccobuooboobobooboobuoobooboo

cccoooboobuoboboboooboobooboboobDoobooboobobDoobooboobon
goooboooboobobbooboooboobobobooboobooeccObooboonoooonooboobo
gooboboooboobobbobooobooboobobooboobUoboboobooobOocececcoboobo
gooooooboobobbobooobooboobo

ooooooboobooboboooooboooooboboboooboobooecccoogbooooooboooog
ooooocccoobooonouobooooooooooobooo

l.cCcCcOOOUOUpoOoOoUUDoOoOoUOoDOoOoUuopDOoOoUOn (CarbonCopyClonert 0o >0000
>00)

2. Command+Optiond 0 (O O0)0OOOODOO CarbonCopyCloner0 000 O0O0O0OO0DOODO

3. 0000d0D0Oo0U0O0oDoOoooooooooogg
(0D0DO0DO0OO0OD00O0DOO00Command+Option+Q)

cccoooboobuoobobooobooboobOobDoobDoOobooboobUobDboOoboobooboo
gooooo

169 /293



| CARBON COPY Antivirus software may interfere with a backup

%CLonE gooobooobobo

CCC 4 Documentation

Antivirus software may interfere with a backup

Some antivirus applications may prevent Carbon Copy Cloner from reading certain files, mounting or unmounting
disk image files, or, in general, degrade the performance of your backup. In some cases, antivirus applications can
even affect the modification date of files that CCC has copied, which will cause CCC to recopy those files every
time as if they have substantively changed. In another case, we have seen such software create massive cache
files on the startup disk during a backup, so much so that the startup disk became full. We recommend that you
temporarily disable security software installed on your Mac (e.g. for the duration of your backup task) if problems
such as these arise.

If CCC reports that antivirus software may be interfering with your backup task, here are some troubleshooting
steps that you can take to resolve the problem:

1. Determine whether the files in question are being quarantined by your antivirus software. Perform a system
scan with your antivirus software and address any issues that are reported. Please refer to the Help
documentation associated with your antivirus product for more information.

2. If the problem persists, try running your backup task with the antivirus software temporarily disabled.

If the antivrus software's behavior cannot be resolved, you may be able to workaround the problem with an
advanced setting. Select your task in CCC's main application window, then:

1. Click the "Use Advanced Settings" button.

2. Open the "Troubleshooting Options" disclosure triangle.

3. Check the "Don't update newer files on the destination" box.
4. Save your task.

If these steps do not address the issue, or if you do not have antivirus software installed, please open a support
request <http://bombich.com//software/gethelp> and we'll do our best to help you resolve the problem.

Problem reports related to antivirus software

* Sync problems and ACL issues <http://bombich.com//kb/discussions/sync-problems-and-acl-issues>

* Subsequent backups are slow <http://bombich.com//kb/discussions/subsequent-backups-both-full-and-
incremental-slow.>

* Source Disk becomes full when cloning <http://bombich.com//kb/discussions/source-disk-becomes-full-
when-cloning>

* System hangs during scheduled backup task <http://bombich.com//kb/discussions/having-finished-backup-
task-launches-if-connecting-specific-firewire-disk-waking-up> (Sophos)

* Problem with CCC and F-Secure 2011 virus scanner <http://bombich.com//kb/discussions/problem-ccc-and-
f-secure-2011-virusscanner>

* McAfee changes modification date of files on the destination
<http://bombich.com//kb/discussions/unchanged-files-being-archived>

¢ Backup task is slower than it should be <http://bombich.com//kb/discussions/change-in-time-backup>
(VirusBarrier)

¢ Slow performance during backup <http://bombich.com//kb/discussions/slow-incremental-clone> (F-Secure)

* Symantec Internet Security may cause kernel panics during a backup task
<http://fbombich.com//kb/discussions/ccc-causes-my-o0s-x-lion-10.7.4-panic>

¢ BitDefender may generate excessive read activity on the destination volume during a backup task, and may
cause the destination device to spontaneously eject. Add the destination volume to BitDefender's exclusion
list to avoid the problem.
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"CCC found multiple volumes with the same
Universally Unique Identifier"

Occasionally a circumstance arises in which CCC presents the following error message before creating or running
a backup task:

CCC found multiple volumes with the same Universally Unique Identifier that was associated with the
volume you designated as the source/destination for this task.

CCC cannot proceed with confidence in having correctly identified the volume you originally chose when
you configured this backup task. Unmount one of the conflicting volumes and try the task again, or please
choose "Ask a question" from CCC's Help menu to get help resolving the issue.

Most modern operating systems apply a universally unique identifier to a new volume when you format that volume
(e.g. in Disk Utility). Volumes should never have the same identifier, these identifiers are called "universally unique"
because they're supposed to be unique, universally! Wikipedia
<https://en.wikipedia.org/wiki/Universallyuniqueidentifier#RandomUUIDprobabilityofduplicates> notes that,
for 122 bit UUIDs, there is a 50/50 chance of having a single duplicate UUID if 600 million UUIDs were allocated to
every person on Earth. The chances of two volumes having the same UUID should, then, be slim enough that the
UUID can be reliably used to positively identify the source and destination volumes.

Given these odds, it is statistically more likely that CCC's discovery of a duplicate UUID is due to a hardware or
software problem rather than to two volumes randomly having the same UUID. Therefore, CCC makes the
conservative decision to not back up to either volume if another volume with the same UUID is detected.

Unfortunately, it has come to our attention that many lomega and Western Digital drives that are pre-formatted for
macOS are stamped with the same UUID at the factory. As a result, this situation can arise if you own and attach
two "factory fresh" lomega hard drives to your computer.

Solution
Reformatting one of the affected volumes will resolve the problem, however there is a non-destructive solution:

1. Quit CCC if it is open

2. Download this Reset Volume UUID utility <http://bombich.com//software/files/tools/resetvolumeuuid.zip>
3. Unarchive the Reset Volume UUID utility and open it

4. When prompted, select one of the volumes that was identified as having a non-unique unique identifier
5. Open CCC and try configuring your backup task again

Sierra and Western Digital Hard Drive Enclosures

We have been tracking an emerging Sierra-specific issue that can lead to CCC producing this alert in cases where
a duplicate device is not physically present. Occasionally when you unmount and physically detach a Western
Digital enclosure from a Mac running macOS Sierra, the macOS IOKit service errantly retains the virtual device
object. When you subsequently reattach the device, it is assigned a new device identifier and virtual device object.
At that point, any application that asks the macOS IOKit service for a list of disks will get duplicate values for the
WD device. Most applications wouldn't care about the duplicate devices, but CCC tracks these devices and uses
them to mount the source and destination at the beginning of the task, if necessary. Please note that CCC isn't
causing this condition, it's just complaining about it.

CCC 4.1.11 works around the underlying macOS bug. If you're running into this error, and your Mac is running
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macOS Sierra, and your affected volume is on a Western Digital hard drive enclosure, you can download the latest
version of CCC to get the workaround. Choose Check for Updates... from the Carbon Copy Cloner menu to get the
latest version of CCC.

Also, we urge you to report this problem to us via the Report a Problem menu item in CCC's Help menu so we can
add your OS and device details to our open problem report with Apple (rdar://28972958). In the meantime, the
underlying problem should be harmless. But, if you ever see two mounted instances of your Western Digital device
in the Finder, you should immediately unmount the device, detach it from your Mac, and then restart your
computer. In most of the cases we've seen, the duplicate instances of the device are unmounted and therefore
harmless. In one case, however, macOS mounted two instances of the volume and the volume wound up
corrupted.
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Finder or App Store finds other versions of
applications on the backup volume

Occasionally we receive reports of odd system behavior, such as:

* When opening a document, the application on the backup volume is opened rather than the version from
your startup disk

* When trying to update an application in App Store, the update appears to fail- the older version is always
present

* The destination volume cannot be (gracefully) unmounted because various applications or files are in use

* When choosing "Open With..." from a Finder contextual menu, duplicates of your applications appear in the
list

These problems consistently go away if the destination volume is ejected.

These problems are ultimately caused by problems with the LaunchServices database, which is an issue outside of
the scope of the backup process. There are two things that you can do to address the problem:

Disable Spotlight on the destination volume

Disabling Spotlight indexing on the destination volume should prevent new additions being made to the
LaunchServices database that reference the destination. Open the Spotlight preference pane, click on the Privacy
tab, then drag your destination volume into the privacy tab. Check whether applications still open by default from
the destination volume, because this step may be enough to address the issue.

Configure CCC to eject the destination volume at the end of the backup task

With an advanced setting, you can configure CCC to unmount the destination
<http://bombich.com//kb/ccc4/performing-actions-before-and-after-backup-task#destpostactions> when CCC has
finished copying files to it. By keeping the destination volume unmounted, Finder and App Store will be unable to
find applications on that volume. You'll save wear and tear on that hard drive by keeping it spun down as well.

Reset the LaunchServices database
If applications still open from the destination volume, you can use this Reset LaunchServices Register

<http://bombich.com//software/files/tools/ResetLaunchServicesRegister.app.zip> application to reset the
LaunchServices database, then restart your Mac.
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"The task was aborted because a subtask did
not complete in a reasonable amount of time"

Occasionally a backup task can stall if the source or destination stops responding. To avoid waiting indefinitely for a
filesystem to start responding again, Carbon Copy Cloner has a "watchdog" mechanism that it uses to determine if
its file copying utility has encountered such a stall. By default, CCC imposes a ten minute timeout on this utility. If
ten minutes pass without hearing from the file copying utility, CCC will collect some diagnostics information, then
stop the backup task. Our support team can analyze this diagnostic information to determine what led to the stall.

Common factors that lead to stalls

Hardware problems are the most common cause of a stall. There are a few other factors that can lead to a stall,
though, depending on how the backup task is configured:

* Filesystem corruption or media problems on the source or destination can prevent that filesystem from
providing a file or folder's filesystem entry

¢ A firmware problem in an external hard drive enclosure can cause that device to stop responding

* File sharing service errors can lead a network volume to become unresponsive

* Access to a network volume via a wireless connection may become slow enough that the volume stops
responding

* Excessive bandwidth competition from other software can cause a volume to appear unresponsive, though
it may just be responding very slowly

Troubleshooting suggestions

The first thing you should do if a task ends with this result is to reboot your Mac and run the task again. In many
cases, an unresponsive filesystem is a transient problem, and the simple act of restarting will get the volume
remounted in a better state. If the problem recurs, please choose Report a problem from CCC's Help menu and our
support team can offer more specific troubleshooting suggestions. Below is a list of some of the troubleshooting
suggestions we may offer depending on how your task is configured.

¢ Use Disk Utility's "Verify disk" tool to check for any filesystem problems on the source volume. If any are
discovered and the source is your startup disk, reboot while holding down Command+R to boot from the
Recovery volume, then use Disk Utility to repair the problems. Please note: A report of "No problems found"
from Disk Utility does not mean that there are no problems with that volume. There are no hardware
diagnostic utilities on the market that will inform you of a problem with a cable, port, or enclosure, or report a
bug in the firmware of a hard drive or SSD.

¢ Exclude a file or folder from the backup task. Select Selected files... from the Clone popup menu
(underneath the Source selector), then uncheck the box next to the item that the source filesystem is
unable to read.

* Remove a corrupted item from the destination volume.

* Erase the destination volume (we make this recommendation sparingly, and only when the stall can be
definitively identified as a filesystem problem on the destination).

¢ Disable Spotlight on the destination volume to reduce bandwidth competition. To disable Spotlight, open the
Spotlight preference pane, click on the Privacy tab, then drag the backup volume into the Privacy table.
This only affects the destination volume, and it's reversible, you can remove it from that list should you
decide that you want to re-enable indexing.

* If the stalling volume is a network volume, connect your Mac and the host of the network volume to the
network via a wired connection (i.e. rather than via a wireless connection, if applicable).

* If the stalling volume is a network volume, eject that volume in the Finder, then remount the volume using a
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different file sharing protocol <http://bombich.com//kb/ccc4/backing-up-tofrom-network-volumes-and-other-
non-hfs-volumes#nasgEINVAL> .
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Troubleshooting slow performance when
copying files to or from a network volume

Several Network Attached Storage (NAS) devices offer poor performance for reading extended attributes from files
on the NAS volume (e.g. when copying those files from the NAS, or when reading existing files on the NAS to
determine if they are up to date). This performance problem is independent of CCC, other non-CCC users have
reported this on , for example. We have identified a couple workarounds that can avoid the performance problem.

Eject the network volume in the Finder

Our first recommendation is to eject your network shares in the Finder, then run your task again. We have run
several tests and positively identified an issue in which the Finder will make repeated and ceaseless access
attempts to the items of a folder on your network share if you simply open the network volume in the Finder. This
persists even after closing the window. This is a Finder bug, and it exists in both Mavericks, Yosemite, and El
Capitan. If you eject the network volume(s), then run your CCC backup tasks, CCC will mount the network volume
privately such that it is not browseable in the Finder.

Disable support for extended attributes

If the stall persists despite trying the first workaround, you can try dropping the extended attributes from the source.
While it is our preference to preserve extended attributes, Apple considers extended attributes to be "disposable™
because some filesystems cannot support them.

1. Open CCC and select your backup task

2. Click the "Use advanced settings" button at the bottom of the window

3. Scroll down in the window and click the disclosure triangle next to "Troubleshooting"
4. Check the box next to "Don't preserve extended attributes"

5. Save and run the task

If a performance problem persists after that, please report the problem via CCC's Help menu.
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Where can | find CCC's log file?

Older versions of Carbon Copy Cloner frequently steered users towards the log file to find more information about
task activity, errors, etc. Our goal with CCC 4 was to have the Task History window provide any information that the
user might have tried to retrieve from the CCC log file. For debugging purposes, however, CCC 4 does still log its
activity in the following files:

* Task Activity: /Library/Application Support/com.bombich.ccc/phtdebug.log
* Task Editing: ~/Library/Application Support/com.bombich.ccc/cccdebug.log
* CCC User Agent: ~/Library/Application Support/com.bombich.ccc/uadebug.log

Tip: Hold down Command+Option and choose Open Debug Logs from the Carbon Copy Cloner menu to open
these three files in the Console application.

If there's something specific that you're retrieving from the log that is not presented in the Task History window,
please let us know <http://bombich.com//software/gethelp> . We'd prefer to consider exposing that information in
the Task History window so you don't have to dig through the log. Also, note that basic details of task history are
exposed in CCC's command-line utility, so that may be an easier way to get the information.

Where can | find a list of every file that CCC has copied?

CCC does not retain that information for each backup task. If you're concerned that CCC is copying too many or
too few files, please contact us for assistance <http://bombich.com//software/gethelp> .

Related documentation

¢ Using the ccc Command Line Tool to Start, Stop, and Monitor CCC Backup Tasks
<http://bombich.com//kb/ccc4/using-ccc-command-line-tool-start-stop-and-monitor-ccc-backup-tasks>

* Why is CCC recopying every file during each backup? <http://bombich.com//kb/ccc4/why-ccc-recopying-
every-file-during-each-backup>

* How do | get help? <http://bombich.com//kb/ccc4/how-do-i-get-help>
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Why can't | eject the destination volume after
the backup task has completed?

The disk "Backup" wasn't ejected because one or more
programs may be using it.

To eject the disk immediately, click the Force Eject button.

7 2% Trying to eject Cancel .W

Occasionally this annoying message comes up when you're trying to eject your destination volume. If CCC is
currently using that volume as a source or destination, then CCC will effectively prevent it from being unmounted
gracefully. If your backup task isn't running, though, CCC isn't preventing the volume from being unmounted. But
what application is?

If this occurs within a minute or so after the backup task completes, it's probably caused by macOS's "kextcache"
utility— that utility rebuilds a cache file on the destination that is required for startup. That usually finishes after a
minute or two, and usually the destination can be ejected after that. If this turns out to be the case, you can ask
CCC to unmount the destination after the backup task completes. CCC will wait for kextcache to finish, resulting in
a more reliable (and automated!) ejection of the destination at the end of the backup task:

1. Open CCC and select your backup task

2. Click the Use Advanced Settings button at the bottom of the window

3. Choose the option to unmount the destination volume <http://bombich.com//kb/ccc4/performing-actions-
before-and-after-backup-task#destpostactions> after the backup task completes

4. Save and run your backup task

If the disk cannot be unmounted several minutes after the backup task has completed, or if CCC is also unable to
eject the destination, use the Console application to track down the culprit.

1. Open the Console application (in /Applications/Utilities)

2. Click on system.log in the sidebar

3. Go to the Edit Menu > Find > Find... (or press Command+F) to search for messages from the
UnmountAssistantAgent application. Avoid using the Search field in the toolbar for this search, because that
will hide important context.
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system.log
— O
E C hY
Hide Log List Clear Display Reload Ignore Sender Insert Marker Inspector Filter

Marker - Oct 6, 2015, 11:24:18 AM
SCTE BLODERES Oct 6 11:04:23 Agathon mdworker[1958]: |ImportBailout.Error:1325) Asked to exit
All Messages for Diskarb

Oct 6 11:04:23 Agathon fsewventsd[46]: disk logger: failed to open output file /
DIAGNOSTIC AND USAGE INFORMATION | Volumes/Testing/. fseventsd,/@000000002214c9¢c (No such file or directory). mount
point /Volumes/Testing/.fseventsd

Diagnostic and Usage Messages Oct 6 11:84:25 —— last message repeated 3 times ——
p User Diagnostic Reports Oct 6 11:84:25 Agathon UnmountAssistantAgent [1924]: The volume "Backup" can't be
. . unmounted because it is in use by: |
TR BT BB “<UAProcess: @x7fc7d3d41480>: mds_stores (178)"
FILES Oct 6 11:04:25 Agathon UnmountAssistantAgent [1924]: button Force Eject..
system.log compressionResistance = 1800, 0280882
N Oct 6 11:84:25 Agathon UnmountAssistantAgent [1924]: button Cancel
P ~fLibrary/Logs compressionResistance = 1000.000820
p jLibrary/Logs Oct 6 11:84:25 Agathon UnmountAssistantAgent[1924]: button Try Again
compressionResistance = 1808, 020882
» fvarflog
| Size: 287 KB (Shawing last 1 KE] & Earlier W [ Now ]

In the example above, we can see that an application named mdsstores is preventing the Backup volume from
being ejected. mdsstores and mdworker are Spotlight helper applications, so the issue here is that Spotlight is
preventing the destination from being ejected. We have received numerous reports showing the same culprit since
El Capitan was introduced. To resolve the conflict caused by Spotlight, you can disable Spotlight on the destination
volume:

1. Open the Spotlight preference pane
2. Click on the Privacy tab
3. Drag the backup volume into the Privacy table

Disabling Spotlight in this manner only affects the destination volume, and it's reversible— you can remove your
destination volume from that list should you decide that you want to re-enable indexing.

Remove any duplicate keychain entries in the Keychain Access application

Sometimes references to the keychain files on your backup volume can show up in the Keychain Access
application. As a result, any application that leverages Keychain Services (e.g. Safari) will maintain a open file
handle on the keychains on your backup disk, thus preventing that disk from unmounting. To resolve this, open the
Keychain Access application (in /Applications/Utilities) and look for any duplicate keychain references in the
sidebar. If you see duplicates, hover your mouse over those item until a tooltip appears revealing the path to the
keychain file. If the keychain file is located on your backup disk, click on the keychain, then press the Delete key.
When prompted, remove the references to the keychain file, not the file.
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¢ /Library/Application Support/com.bombich.ccc

¢ /Library/LaunchDaemons/com.bombich.ccchelper.plist

¢ /Library/PrivilegedHelperTools/com.bombich.ccchelper
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Performance Suggestions

There are several factors that affect the performance of your backup tasks. Here we describe the most common
conditions that affect backup performance, and offer some suggestions for mitigating the effects of those
conditions.

Reduce the number of files considered for backup

CCC analyzes all of the files that are included in your backup set for consideration to be copied. If you have a
particularly high number of files on your source volume, you may want to put some thought into how your files are
organized. For example, if you have a large number of files that never change (perhaps some old, completed
projects), you can collect these into a folder named "Archives", back it up once, then exclude it from future
backups. CCC will not delete excluded items from your destination (unless you ask it to using Advanced Settings),
so as long as you keep the original on your source volume, you will always have two copies of your archived
content. Because these items are excluded from your daily backups, CCC will not spend time or RAM enumerating
through those files for changes.

Hard drive performance and interface bandwidth

Performance will be worse for smaller hard drives (e.g. physically smaller, like those in laptops), for older hard
drives, and for hard drives that are nearly full and thus more likely to be fragmented. You will also get longer copy
times when you have lots of small files vs. a volume filled with just a few very large files. Finally, you will see

better performance with faster/more efficient interfaces— Thunderbolt is faster than Firewire, Firewire 800 is faster
than USB 2.0, etc.

When you consider purchasing an external hard drive for backup, we recommend enclosures that have multiple
interfaces (e.g. Firewire and USB, or Thunderbolt and USB). Depending on how you use the Firewire or USB
interfaces on your Mac, you may find that you get better performance or reliability when trying a different interface
on your external backup disk. Additionally, if your source volume is nearly full, we recommend that you replace it
with a larger hard drive to avoid the performance implications of filesystem fragmentation.

Spotlight Indexing

Anything that causes CCC to compete for bandwidth to your source or destination volume will increase the amount
of time that it takes to back up your data. Spotlight indexing is one such process that CCC typically must compete
with for disk bandwidth. As you copy new data to your destination volume, for example, Spotlight wants to read
those "new" files so it can index their contents. Having a Spotlight index of your backup volume may be
unnecessary as you probably want to search for files only on your source volume. To disable Spotlight indexing on
a volume that is dedicated to backup, drag the icon of the destination volume into the "Privacy" tab of Spotlight
Preference Pane in the System Preferences application. If you do want the backup volume indexed, drag its icon
out of the "Privacy" tab after the cloning and indexing will start immediately.

Find and replace corrupted files

CCC offers an advanced option to "Find and replace corrupted files" <http://bombich.com//kb/ccc4/advanced-
settings#checksum>. When using this option, CCC will re-read every file on the source and every file on the
destination, calculating a checksum of each file. CCC then compares these checksums to see if a file should be
recopied. While this is an excellent method for finding unreadable files on the source or destination, it will
dramatically increase the amount of time that your backup task takes, and it will also increase CPU and hard drive
bandwidth consumption on your Mac. We recommend limiting the use of this option to weekly or monthly tasks, and
scheduling such tasks to run when you are not typically using your Mac.
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Other applications and conditions that can lead to performance problems

Over the years we have received humerous queries about poorer performance than what is expected. Careful
analysis of the system log and Activity Monitor will usually reveal the culprit. Here are some things that we usually
look for:

* Other backup software copying simultaneously to the same volume, a different volume on the same disk, or
across the same interface as CCC's destination.

¢ Utilities that watch filesystem activity and do things when file changes are detected. Antivirus software
<http://fbombich.com//kb/cccd/antivirus-software-may-interfere-backup> is a common culprit, but we have
also seen problems caused by other watcher applications, such as memeod and Western Digital's
SmartWare.

¢ Slow interfaces— USB hubs (including the ports on a USB keyboard or display) and even some USB
cables can reduce the bandwidth to your disk dramatically. If you're using USB, be sure that your device is
plugged directly into one of the USB ports on your Mac.

¢ Daisy chaining Firewire devices is usually OK, though some enclosures can stall the entire Firewire bus
when given too much bandwidth. If you see this behavior, try switching the order of devices in the chain, or
attach your backupo disk directly to a Firewire port on your Mac.

* Using a wireless network connection to connect to a network volume. If you're seeing poor performance
with a wireless connection, compare the performance when using a wired (ethernet) connection. You will
also see dramatically better results if you back up to a disk image on a network volume rather than backing
up directly to that network volume.

Use the Console application to view the contents of the system log. If you're still having trouble identifying a
performance problem, we're here to help <http://bombich.com//software/gethelp> .

Related Documentation

¢ Slow performance of network appliances can be mitigated by backing up to a disk image <http://bombich.co
m//kb/cccd/slow-performance-network-appliances-can-be-mitigated-backing-up-disk-image>

* Troubleshooting slow performance when copying files to or from a network volume <http://bombich.com//kb/
cccé/troubleshooting-slow-performance-when-copying-files-or-from-network-volume>
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Working with FileVault Encryption

CCC is fully qualified for use with FileVault-protected volumes. CCC offers some advice around enabling encryption
in the Disk Center.

Enabling encryption on a volume that contains (or will contain) an installation of macOS
If your goal is to create a bootable, encrypted backup, use the following procedure:

1. Follow CCC's documentation to properly format the destination volume
<http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x>. Do not format the volume as
encrypted.

2. Use CCC to back up your startup disk <http://bombich.com//kb/ccc4/how-set-up-your-first-backup> to the
unencrypted destination volume.

3. Click on the destination volume in CCC's Disk Center, then click the Recovery HD button to create a
Recovery HD <http://bombich.com//kb/cccé/cloning-apples-recovery-hd-partition> volume. Note: You must
be logged in to an administrator account to perform this step.

. Open the Startup Disk preference pane and restart your Mac from backup volume.

5. Enable FileVault encryption in the Security & Privacy preference pane of the System Preferences

application.

6. Reboot your Mac (it will reboot from the backup volume).

. Open the Startup Disk preference pane and restart your Mac from your production startup volume.

8. Configure CCC for regular backups <http://bombich.com//kb/ccc4/how-set-up-scheduled-backup> to your
encrypted backup volume.

N

~

Note: Mac firmware cannot "see" FileVault-protected volumes larger than 2.2TB when the disk is attached via USB.
If attaching the disk to your Mac via Firewire or Thunderbolt is not an option, create a 2TB partition
<https://youtu.be/ezlrldH63gs> at the beginning of the external disk to work around this limitation.

Note: You do not have to wait for the conversion process to complete before using the backup disk. Additionally,
you do not have to remain booted from the backup disk for the conversion process to complete. You can simply
enable FileVault encryption, then immediately reboot from your primary startup disk and the conversion process will
carry on in the background. Encryption will continue as long as the backup disk is attached. macOS doesn't offer a
convenient method to see conversion progress, but you can type di skuti| cs |i st inthe Terminal application
to see conversion progress.

Enabling encryption on a volume that will not contain an installation of macOS

If your backup volume won't be a bootable backup of macOS, simply right-click on that volume in the Finder and
choose the option to encrypt the volume.
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Open
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Clean Up Selection
Show View Options

Tags...
0 0000

Folder Actions Setup...
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Related Documentation

¢ Frequently Asked Questions about encrypting the backup volume <http://bombich.com//kb/ccc4/frequently-
asked-questions-about-encrypting-backup-volume>

* The Disk Center <http://bombich.com//kb/ccc4/disk-center>

* [Apple Kbase] Learn more about FileVault <https://support.apple.com/kb/HT4790>
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Some files and folders are automatically
excluded from a backup task

Carbon Copy Cloner maintains a list of certain files and folders that are automatically excluded from a backup task.
The contents of this list were determined based on Apple recommendations and years of experience. The following
is a list of the items that are excluded along with an explanation of why they are excluded.

Legend:

Items prefixed with a "/" indicate that they will only be ignored if located at the root of the volume.

Items postfixed with a "/*" indicate that only the contents of those folders are ignored, the folders themselves will be
copied.

Items postfixed with a "*" indicate that the filename will be matched up to the asterisk.

Filesystem implementation details

¢ HFS+ Private Directory Data*
¢ /journal

¢ /.journalinfoblock

* AppleDouble

e .AppleDB

¢ /lost+found

* Network Trash Folder

These items only show up if you're running an older OS than what was used to format the source volume, and on
some third-party implementations of AFP and SMB network filesystems. These items should never, ever be
manipulated by third-party programs.

Volume-specific preferences

* .metadataneverindex

* .metadataneverindexunlessrootfs

¢ /.com.apple.timemachine.donotpresent

* .Volumelcon.icns

* /System/Library/CoreServices/.disklabel*

¢ /TheVolumeSettingsFolder

These items record volume-specific preferences, e.g. for Spotlight, Time Machine, and a custom icon for the
volume. Feedback on the exclusion of these items is welcome <http://bombich.com//software/gethelp> . Because
they are volume-specific preferences, the exclusion of these items from a day-to-day backup seems most
appropriate.

Apple-proprietary data stores

¢ .DocumentRevisions-V100*
.Spotlight-V100

[.fseventsd

/.hotfiles.btree
/private/var/db/systemstats

These items are Apple-proprietary data stores that get regenerated when absent. Attempting to copy these data
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stores without unmounting the source and destination is not only futile, it will likely corrupt them (and their
respective apps will reject them and recreate them).

The DocumentRevisions data store is used by the Versions feature in macOS. The Versions database stored in
this folder contains references to the inode of each file that is under version control. File inodes are volume-
specific, so this dataset will have no relevance on a cloned volume.

Volume-specific cache files

¢ /private/var/db/dyld/dyld*

¢ /System/Library/Caches/com.apple.bootstamps/*
¢ /System/Library/Caches/com.apple.corestorage/*
¢ /System/Library/Caches/com.apple.kext.caches/*

Copying these caches to a new volume will render that volume unbootable. The caches must be regenerated on
the new volume as the on-disk location of system files and applications will have changed. macOS automatically
regenerates the contents of these folders when CCC is finished updating the backup volume.

NetBoot local data store
* /.com.apple.NetBootX

In the unlikely event that your Macintosh is booted from a Network device, macOS will store local modifications to
the filesystem in this folder. These local modifications are not stored in a restorable format, therefore should not be
backed up. In general, you should not attempt to back up a NetBooted Mac.

Dynamically-generated devices

* /Volumes/*
* /dev/*

* /automount
* /Network

e /.volf*

* /net

These items represent special types of folders on macOS. These should not be backed up, they are dynamically
created every time you start the machine.

Quota real-time data files

* /.quota.user
¢ /.quota.group

When these files are copied to a destination volume using an atomic file copying procedure, the macOS kernel will
prevent the destination from being gracefully unmounted. The contents of these files is never accurate for the
destination volume, so given the kernel's unruly behavior with copies of these files, CCC excludes them. According
to the quotacheck man page, these files should be regenerated every time a quota-enabled volume is mounted
(e.g. on startup). We have not found that to be consistently true. If you're using quotas, run sudo quotacheck / after
restarting from your backup volume or a restored replacement disk to regenerate these files.

Large datastores that are erased on startup

¢ /private/var/folders/zz/*
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¢ /private/var/vm/*
* /private/tmp/*
* /cores

macOS stores virtual memory files and your hibernation image (i.e. the contents of RAM are written to disk prior to
sleeping) and temporary items in these folders. Depending on how you use macOS and your hardware
configuration, this could be more than 50GB of data, and all of it changes from one hour to the next. Having this
data for a full-disk restore does you absolutely no good— it makes the backup and restore processes take longer
and the files get deleted the next time you boot macOS.

Trash

* Trash
* Trashes

Moving an item to the trash is typically considered to be an indication that you are no longer interested in retaining
that item. If you don't want CCC to exclude the contents of the Trash, you can modify CCC's global filter:

1. Hold down the Option key and choose Show experimental settings from CCC's Help menu
2. Click on the Global Filters tab

3. Find the two filters for .Trash and .Trashes and delete them

4. Click the Apply button

Time Machine backups

These folders store Time Machine backups. Time Machine uses proprietary filesystem devices that Apple explicitly
discourages third-party developers from using. Additionally, Apple does not support using a cloned Time Machine
volume and recommends instead that you start a new Time Machine backup on the new disk.

¢ /Backups.backupdb

¢ /.MobileBackups

* /.MobileBackups.trash
* /.MobileBackups.trash

Corrupted iCloud Local Storage

iCloud leverages folders in your home directory for local, offline storage. When corruption occurs within these local
data stores, macOS moves/renames the corrupted items into the folders indicated below. macOS doesn't report
these corrupted items to you, nor does it attempt to remove them. CCC can't copy the corrupted items, because
they're corrupted. To avoid the errors that would occur when trying to copy these corrupted items, CCC excludes
the following items from every backup task:

¢ Library/Mobile Documents.*
e .webtmp

Special files

Files included in this section are application-specific files that have demonstrated unique behavior. The kacta and
kactd files, for example, are created by antivirus software and placed into a special type of sandbox that makes
them unreadable by any application other than the antivirus software.

The last two items can be found in each user home folder. Excluding these items prevents the applications that
were open during the backup task from opening when you boot from the backup volume. This seems appropriate
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considering that Apple intends the feature to be used to open the applications that were in use when you log out,
restart or shutdown, not at an arbitrary point during the backup task.

* /private/tmp/kacta.txt

¢ /private/tmp/kactd.txt

* /Library/Caches/CrashPlan

* /PGPWDEO1

* /PGPWDEQ2

* /.bzvol

¢ /Library/Application Support/Comodo/AntiVirus/Quarantine
¢ /private/var/spool/gmaster

* $Recycle.Bin

¢ Saved Application State

¢ Library/Preferences/ByHost/com.apple.loginwindow*

CCC SafetyNet folders

When CCC's SafetyNet feature is enabled, CCC creates a CCC SafetyNet folder at the root of the selected
destination volume or folder. When CCC encounters an item on the destination that does not exist on the source,
or an item that will be replaced with an updated item from the source, that item gets placed into the SafetyNet
folder rather than being deleted immediately. The SafetyNet folder is literally a safety net for files on your
destination. If you accidentally delete a file from the source and you don't realize it until after your backup task runs,
you'll find the item in the SafetyNet folder. Likewise, if you accidentally specify the wrong volume as a destination to
a CCC backup task, the mistake does not catastrophically delete every file from the selected destination; you
simply recover the items from the CCC SafetyNet folder.

The protection that the SafetyNet folder imparts is specific to the volume upon which the SafetyNet folder resides.
As such, CCC never includes the contents of the CCC SafetyNet folder in a backup task. So, for example, if your
hard drive fails and you restore your backup to a replacement disk, the CCC SafetyNet folder is automatically
excluded from that restore task. This exclusion is applicable to any folder with the "CCC" prefix. If you have
several tasks backing up to separate folders on a backup volume, for example, the CCC SafetyNet folders that are
created in those subfolders would not be included in a secondary backup task that copies your backup disk to a
third disk.
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Performing actions Before and After the backup
task

Often when you have a backup task that runs on a scheduled basis, there are associated tasks that you would like
to perform before or after files are actually copied. CCC offers the option to run shell scripts before and after a
backup task, unmount or set the destination as the startup disk, run another CCC backup task, and power
management options such as restart and shutdown. If you would like to perform any of these pre or post clone
tasks, click on the "Use Advanced Settings" button at the bottom of of CCC's window.

[ JON ] Carbon Copy Cloner
m = @
= o
Hide Sidebar Preferences New Task History
TASKS + - Task Plan for "Daily Backup"

Daily Backup CCC will clone Yosemite to CCC Backup. Only items that have been modified since the last backup task will be copied.

Daily: Yosemite = CCC Backup

Barring any hardware compatibility problems, the destination volume should be bootable.
= Weekly Checksum Backup Next Run: Tuesday, April 21, 2015 at 6:00 PM
Manual: Macintosh HD — CCG..
anual Macintes Last Run: Tuesday, April 21, 2015 at 12:01 PM

SOURCE DESTINATION SCHEDULE
VOLUMES
Yosemite
239 GB SATA Volume >
CCC Backup
749 GB SATA Volume
— | Mountain Lion ; ;
E R A Yosemite CCC Backup Run daily
56.33 GB used 714.19 GB free At 6:00 PM every day
= | Macintosh HD
= 195 GB sATA Volume
Clone: [ Al files B SafetyNet: rf l‘ Email: [ Don't send email

Modified and deleted files
will be cached as space
allows on the destination.

©) I| Use Advanced Settings \I [ Clone |

WS

Mounting the source or destination volume before a backup task begins

Without any additional configuration, CCC will attempt to mount your source and destination volumes before a
backup task begins. This applies to many different volume types— ordinary volumes on locally-attached hard
drives, disk images, network volumes, and encrypted volumes. If your source or destination volume is on a disk
that is physically attached to your Mac (e.g. via Firewire, Thunderbolt, or USB), but it is not mounted, CCC can
"see" that device and will attempt to mount it. If your source or destination is a network volume, CCC will obtain the
credentials that you use to mount that device when you create the backup task, and will use those credentials to
mount the volume before the task begins.

This also applies for nested volumes. For example, suppose you are backing up to a disk image on a network
volume. CCC will first attempt to mount the network volume, then it will attempt to mount the disk image. Likewise,
suppose you have a task configured to back up the contents of a folder on an encrypted volume. If you have saved
the encrypted volume's passphrase in CCC's keychain, CCC will unlock and mount the encrypted volume before
the backup task begins.
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CCC's attempts to mount the source and destination volumes occur automatically before any other tasks, including
pre clone shell scripts (described below), therefore it is not necessary to implement a shell script to pre-mount the
source or destination.

Performing automated tasks before and after copying files

e0e Carbon Copy Cloner
m = )
= o
Hide Sidebar Preferences New Task History
TASKS + - 56.33 GB used | ‘ 714.19 GB free | | At 6:00 PM every day |

E Daily Backup

Daily: Yosemite = CCC Backup

Clone: [ Al files B SafetyNet: | SafetyNet On a Email: | Don't send email
- Weekly Checksum Backup
Manual: Macintosh HD — CCC.. Modified and deleted files

will be cached as space
allows on the destination.

VOLUMES

Yosemite

LS

239 @B SATA Volume SAFETYNET PRUNING BEFORE TASK RUNS
Prune archives in the SafetyMet when: Run a Shell Script:
CCC Backup -
749 GB SATA Volume | Free space Is less than B GB
= | Mountain Lion
§ 99 GB SATA Volume DESTINATION OPTIONS AFTER TASK RUNS
— | Macintosh HD Use strict volume identification Run a Shell Script:
E 198 GB SATA Volume Protect root-level items .
[J] Find and replace corrupted files Destination volume:
- [ Do nothing
» TROUBLESHOOTING Run another backup task:
[ select a task
Power Management:
|. Respect Energy Saver settings
(?) [ Use Simple Settings... ] [ Clone |

Destination volume options

If you would like CCC to unmount your destination volume at the end of the backup task, choose "Unmount the
destination volume" from the Destination volume management menu. If your destination is a folder, the text will be
"Unmount the underlying volume". If the destination is a disk image, CCC always unmounts the disk image volume,
so this setting refers to the underlying physical volume upon which the disk image resides.

CCC will not forcefully unmount the destination volume. If an application has open files on the destination volume,
CCC's attempt to unmount the volume will fail. CCC does not report this as an error, though it will make a note of it
in the task’s history.

If you would like to set the destination volume as the startup disk, for example to automate the regular testing of
your backup volume, choose "Set as the startup disk" from the Destination volume management menu. El Capitan
users note: CCC cannot change the startup disk setting if System Integrity Protection is enabled. We do not
recommend disabling System Integrity Protection to make this feature work, rather we recommend that you use the
Startup Disk Preference Pane to change the startup disk selection.

Power management options

By default, at the end of a backup task, CCC will not perform any power management tasks. Instead, the system
will perform as defined by the settings in the Energy Saver preference pane. For example, if you have the system
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configured to idle sleep after 20 minutes, the system will go to sleep if there hasn't been any user activity in the last
20 minutes. CCC activity is not considered user activity, so often the system will go to sleep immediately after CCC
finishes a backup task.

If you choose one of the options from the Power management menu, CCC will reboot or shut down your Mac when
the backup task finishes. The reboot and shutdown options are not forceful. If you have a document open with
unsaved modifications, for example, the application would prompt you to save the document. If a save dialog is not
attended to, the shutdown or reboot request will time out.

Turn off the computer if it was previously off

If your backup task is scheduled to run on a regular basis, this option will be enabled in the Power Management
popup menu. This option is applicable if you would like to have CCC shut down your Mac at the end of the task, but
only in cases where the Mac was booted at the task's scheduled run time. If your backup task runs when the
system has been on for a while or has been sleeping, CCC will not shut down the Mac when using this option.

Power Management options are ignored in some cases

Power management options will not be applied to backup tasks that are cancelled (e.g. you click the Stop button).
Additionally, power management tasks will not be applied if other CCC backup tasks are running or queued to run
immediately after the current task finishes running.

Power Management options are applied regardless of task success

Power management options will be applied whether the backup task completes successfully or not. If you prefer for
a backup task to perform the power management action only when the backup task exits without error, see the
pmonsuccess.sh <#examples > postflight script below.

Run another backup task (task chaining)

If you have more than one CCC backup task configured, the other tasks will be listed in this popup menu. To create
a task chain (e.g. to run tasks sequentially), simply choose one of these tasks to have that task run automatically
after the current task finishes. Tasks run in this manner will start after the current task has finished completely.
Chained tasks will run regardless of the exit status of a preceding task in the chain, e.g. if the first task reports
errors or fails to run at all, the second task will still run.

Running shell scripts before and after the backup task

If there is functionality that you need that does not exist within CCC, pre and post clone shell scripts may be the
solution for you. Pre clone shell scripts run after CCC has performed "sanity" checks (e.g. are the source and
destination volumes present, is connectivity to a remote Macintosh established) but before copying files. Post-clone
shell scripts run after CCC has finished copying files and performing its own internal cleanup, but before
unmounting any volumes.

CCC passes several parameters to pre and post clone shell scripts. For example, the following shell script:
#!/bin/sh

echo "Running $0"

echo date’

echo "Source: $1"

echo "Destination: $2"

echo "Third argument: $3" # Exit status for post-clone scripts, underlying volume path for a disk image for pre-clone
scripts
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echo "Fourth argument: $4" # Destination disk image path, if applicable

Would produce the following output (you can redirect this output to a file of your own specification) if implemented
as a post clone script:

Running /Library/Application Support/com.bombich.ccc/Scripts/postaction.sh
Wed Oct 8 21:55:28 EDT 2014

Source: /

Destination: /Volumes/Offsite Backup

Third argument: 0

Fourth argument:

First parameter
The path to the source volume or folder.

Second parameter

The path to the destination volume or folder. If the destination is a disk image, this is the path to the mounted disk
image.

Third parameter

The contents of this parameter has changed since CCC 3, so take care to update the logic in any shell scripts that
you used with earlier versions of CCC.

* Pre clone script: The underlying mountpoint for the volume that holds the destination disk image, if
applicable.
* Post clone script: The exit status of the file copying phase of the backup task.

Fourth parameter

The path to the destination disk image, if applicable. The contents of this parameter has changed since CCC 3, so
take care to update the logic in any shell scripts that you used with earlier versions of CCC.

If your pre clone script exits with a non-zero exit status, it will cause CCC to abort the backup task. This can be
used to your advantage if you want to apply preconditions to your backup operation. If you want to be certain that
errors in your pre clone shell script never cause the backup task to be aborted, add "exit 0" to the end of your
script. If you would like that script to silently cancel the backup task, add "exit 89" to the end of the script. If the
script is a global preflight script (specified in the Advanced section of CCC's Preferences window), you can add
"exit 104" to the end of the script to cancel the backup task and to avoid recording a Task History event.

The post clone script will run whether the backup task exits successfully or not. If your script should behave
differently depending on the result of the task, you can test whether the third parameter is zero (an exit status of "0"
means the task ended successfully). For example:

#!/bin/sh

source="$1"
dest="$2"
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exitStatus=$3

if [ "$exitStatus" = "0" ]; then
# foo

else
# bar

fi

Note: You cannot specify an AppleScript as a pre or post clone script, CCC currently only supports running shell
scripts.

Shell scripts require a shell interpreter line

CCC does not assume a default shell environment when running your pre or postflight script. Not doing so gives
users a great deal of flexibility; they can choose to write their scripts in any shell or programming language (e.g.
bash, python, perl, ruby, C). For CCC to execute a shell script as an application, though, the system needs to know
what shell should be used to interpret the script, and that value needs to be defined in your shell script. This is
done simply by placing a shell interpreter line at the top of the file, e.g. #!/bin/sh.

Security implications of pre and post clone shell scripts

CCC's pre and post clone shell scripts are executed as the System Administrator. To prevent non-administrative
users from making unauthorized modifications to your shell scripts, you should restrict which users have write
access to these scripts and to the folder in which they are contained. The parent folder and scripts should be
writable only by the owner (e.g. you). For example, running the following in the Terminal application would secure
any shell scripts located in the default location for pre and post clone scripts:

chmod 755 /Library/Application\ Support/com.bombich.ccc/Scripts/*.sh

Example pre and post clone shell scripts

To use any of these example scripts, download the script and place it somewhere on your startup disk. By default,
CCC looks in /Library/Application Support/com.bombich.ccc/Scripts.

parallelspause.sh <http://bombich.com//software/files/tools/parallelspause.sh.zip>

This is a pre clone script that you can use to pause all currently-running Parallels VM containers. This script will
also retain state information that can be read by the corresponding parallelsstart.sh post clone script to resume
these VMs after the backup task has completed. Note: This script relies on command-line tools offered only in
Parallels Desktop for Mac Pro or Business Edition.

parallelsstart.sh <http://bombich.com//software/files/tools/parallelsstart.sh.zip>

This post clone script will resume any Parallels VM containers that were suspended by the parallelspause.sh pre
clone script. Note: This script relies on command-line tools offered only in Parallels Desktop for Mac Pro or
Business Edition.

playsound.sh <http://bombich.com//software/files/tools/playsound.sh.zip>
If you want to play a unique sound, use this script. You can plug in the path to any audio file of your liking or try one
of the examples included.

ejectdestination.sh <http://bombich.com//software/files/tools/ejectdestination.sh.zip>

CCC's option to automatically unmount the destination volume <#destpostactions> is a volume-level task, not a
device task. If you want to eject the destination device, use this post clone script instead. Note that ejecting the
destination device will unmount all volumes on the device. Also note that this example script adds a 60-second
delay to accommodate macOS's desire to automatically regenerate various cache files. This delay can be adjusted
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if necessary by editing the script.

timelimits.sh <http://bombich.com//software/files/tools/timelimits.sh.zip>

This pre clone script will abort the backup task if the task is running outside of your specified time limits. Use this
script, for example, to indicate that a task should run only on weekdays and only between 9AM and 5PM. If the task
tries to run at a time outside this time window (e.g. you have a task configured to run every hour), the task will abort
and will run at the next scheduled run time.

Note:To apply this script globally to all of your backup tasks, click on Preferences in CCC's toolbar, then click on
Advanced, then specify this script as the Preflight shell script.

renamedmg.sh <http://bombich.com//software/files/tools/renamedmg.sh.zip>

This post clone script will rename the destination disk image, adding a timestamp to the disk image name. This is
useful if you want to create snapshots of the source in disk image files for posterity. Note that this will cause CCC
to create a new disk image during every backup task, and recopy everything from the source each time. Additional
notes for configuring this post clone script are available in the script header.

pmonsuccess.sh <http://bombich.com//software/files/tools/pmonsuccess.sh.zip>

This post clone script will perform the requested power management option (e.g. shutdown, restart, sleep) at the
end of the backup task if the backup task completes without errors. Use this in lieu of one of the Power
Management postflight options <#powermgmtoptions > if you prefer the power management action does not
occur when a task ends with errors (e.g. if the destination volume is missing).

quitapplication.sh and openapplication.sh
<http://bombich.com//software/files/tools/quitandopenapplication.zip>

This pair of scripts can be used to quit and open an application before and after the backup task. Open these
scripts in a text editor to define the application that should be quit or opened.
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Restoring non-system files

Watch a video of this tutorial on YouTube <https://www.youtube.com/watch?v=n7JgLKywWO0>

Because CCC backups are non-proprietary copies of your original volume, you can navigate the contents of your
CCC backup volume in the Finder and find your files exactly where you would find them on the original source
volume. If you need to restore a single file, you can copy it directly from your backup volume in the Finder. CCC is
not required to gain access to your data. If you have a larger restore need, though, CCC is ready to help make the
restore process as easy as it was to back up in the first place.

Restoring non-system files

The restore process is virtually identical to the backup process. The notable differences are that you will probably
be restoring a smaller subset of files than what you backed up, and that you may want to indicate that files newer
on the original volume shouldn't be overwritten by potentially older versions on your backup.

1. Launch CCC and create a new task

2. Select Choose a folder... from the Source selector and select a folder on your backup volume as the source

3. Select Choose a folder from the Destination selector and choose a folder on your original source volume as
the destination

4. Click the Clone button

Note: If you choose your startup disk as the destination volume directly (rather than choosing a folder on that
volume), CCC will impose a protective filter on system files and folders. It wouldn't be a good idea to overwrite or
delete system files on the OS that you're booted from, so this isn't something that CCC will allow. If you need to
restore system items or items in the Applications folder, we recommend that you boot from the backup volume
before attempting to restore.
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Backing up to a disk image

Disk images are not bootable backups. To create a bootable backup, you must back up to a hard drive that is
attached directly to your Mac. We recommend that you only use a disk image if you are backing up to a network
volume.

A disk image is a single file residing on your hard drive that contains the entire contents of another hard drive
(except for the free space). When you want to access the contents of that filesystem, you double-click on the disk
image to mount the disk image as if it were an external drive attached to the machine. Carbon Copy Cloner
leverages disk images to provide you the flexibility of storing several complete backups on a single shared external
hard drive. Disk images also greatly improve the performance of backing up to network attached storage (NAS)
devices, such as the Airport Extreme Base Station and Time Capsule.

To back up to a new disk image:

1. Choose your source volume from the Source selector

2. Choose "New disk image..." from the Destination selector

3. Provide a name and choose a location to save your disk image

4. If you plan to back up to this disk image again in the future, set the image format to one of the read/write
formats. If you want a read-only disk image for archival purposes, set the image format to one of the read-
only formats.

To back up to an existing disk image, select "Choose disk image..." from the Destination selector and locate your
disk image.

Read/write "sparse" disk images

A sparse disk image is a type of read/write disk image that grows as you copy files to it. In general, sparse disk
images only consume as much space as the files they contain consume on disk, making this an ideal format for
storing backups.

Read/write "sparsebundle” disk images

A sparse bundle disk image is similar to a sparseimage insofar as it grows as you add data to it, but it retains its
data in many smaller files inside of a bundle rather than inside a single file. A sparse bundle may be desirable if the
underlying filesystem upon which you save the disk image has a file size limitation (such as FAT32).

Running out of space on a sparseimage or sparsebundle disk image

CCC reported that the destination is full, but the underlying disk has plenty of free space. CCC initially sets the
capacity of your disk image to the amount of free space on the underlying disk. If you have freed up some space on
that disk since you created the disk image, you can manually expand the capacity of the destination disk image in
Disk Utility. Choose Resize... from the Images menu in Disk Utility, select your destination disk image, then expand
it as desired. We recommend that you do not expand the disk image such that it is larger than the capacity of the
underlying disk.

The disk image file is larger than the amount of data it contains, why? Sparseimage and sparsebundle disk images
grow as you add data to them. They do not, however, automatically shrink when files are deleted from them. As a
result, the amount of disk space that the disk image file consumes will not necessarily reflect the amount of data
that they consume. To reclaim disk space that is occupied by the free space on your sparse disk image, CCC will
compact the disk image before attempting to mount it if the free space on the underlying volume is less than 25GB,
or is less than 15% of the total disk capacity. In most cases, you do not need to compact the disk image yourself,
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but this functionality is documented here so you'll understand why you might see CCC spending time "Compacting
the destination disk image" at the beginning of a backup task.

If you would like to compact a disk image manually, drop the disk image file onto this application: Compact Sparse
disk images <http://bombich.com//software/files/tools/CompactSparselmage.app.zip> . Be sure to unmount the
disk image volume if it is already mounted. Also, note that the compacting process can take a while (e.g. an hour
for a 100GB disk image on a locally-attached volume). Finally, be sure that your system is running on AC power.
The system utility that compacts the disk image will refuse to run while the system (e.g. a laptop) is running on
battery power.

Read-only disk images

Read-only disk images cannot be modified without invalidating the built-in checksum, therefore they are a good
container for storing archived material. Whether to choose read-only versus read-only compressed comes down to
time and space. If your destination is tight on space and you have a bit of extra time, you can compress the disk
image. Compression rates vary on the content of your source, but you can typically expect to reduce the size of
your disk image by about half when using compression. There is a subtle behavior that you should take note of
when considering this option as a space-saving measure: CCC will first create a read/write disk image, copy the
selected items to it, then convert the disk image to read-only compressed. In this case, you will actually need twice
the space on your destination as the items to be copied consume on the source.

Encrypting disk images

If any of the data that you are backing up is sensitive, and if your backup device may be in an insecure location,
encrypted disk images can improve the security of your backup. CCC offers 128 bit and 256 bit AES encryption
<https://en.wikipedia.org/wiki/AdvancedEncryptionStandard> to encrypt disk images. To create an encrypted disk
image, select one of the encryption levels from the Encryption menu. After you click on the OK button, you will be
prompted to specify a passphrase for the new disk image, and CCC will give you an opportunity to save the
passphrase in your own keychain. CCC will also store the passphrase in a private keychain so the disk image can
be mounted automatically during scheduled backup tasks.

Note: If you create a read-only, encrypted disk image, the intermediate disk image that CCC creates is NOT
encrypted. This intermediate disk image file is deleted once the final, read-only, encrypted disk image has been
created, but it is not shredded. Take this into consideration when choosing your destination media. If the
destination may be placed in an insecure location, use Disk Utility to securely erase free space on the underlying
destination volume after you have created your encrypted disk image archive.

Running a backup task whose destination is a disk image on the startup disk

If you specify a disk image that resides on your startup disk as the destination to a scheduled task, CCC will
impose some more conservative requirements on this task. To proceed with this configuration, one of the following
requirements must be met:

* The amount of free space on the startup disk is at least 1GB larger than the amount of consumed space on
the source volume.
* The disk image won't grow, e.g. it is a .dmg file, not a sparseimage or sparsebundle disk image.

These requirements avoid a scenario in which the startup disk runs out of free space, causing instability on macOS.
If you cannot accommodate the free space requirement, we recommend that you create a .dmg disk image in Disk
Utility (choose File > New... > Blank Disk image, set the image format to read/write disk image). Disk Utility will pre-
allocate exactly as much space as you request, and CCC will gladly use this disk image without fear of filling up the
startup disk.
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Sparsebundle disk images are not supported on some filesystems

If your Mac is running an OS older than macOS Sierra, CCC will refuse to save or mount a sparse bundle disk
image if the underlying filesystem that the disk image file resides upon does not support the FFULLFSYNC file
control. Most filesystems support this file control, but the SMB file sharing protocol does not. Most people that
encounter issues with creating a sparsebundle disk image on a network volume are encountering issues because
the network volume is mounted via SMB.

Starting in Mavericks, Apple's preferred file sharing service is SMB. As a result, if you attempt to connect to a
sharepoint, Finder will use SMB to establish that connection unless you explicitly specify AFP as the protocol to
use. In this configuration, a sparse bundle disk image will not work, and CCC will issue an error. To avoid this error,
connect to the sharepoint explicitly using AFP:

1. Eject the network volume if it is currently mounted

2. Choose "Connect to server" from the Finder's Go menu

3. Type in "afp://yourserver.local" (changing the hostname, of course), then click the Connect button and
mount the sharepoint

4. Go back to CCC and choose "Choose disk image" from the Destination selector, then select the
sparsebundle disk image on your network volume

Why can't | use a sparsebundle disk image on a filesystem that does not support the
FFULLFSYNC file control?

When your computer writes a file out to the hard drive, the data usually goes to a "write buffer'— a small portion of
RAM that is installed on the circuit board of the hard drive. By accumulating smaller write operations onto this RAM
chip, the hard drive can increase overall write performance by writing large blocks of cached data to the physical
media all at once. While this write buffer improves performance, it also carries a risk. If the power fails or the disk's
connection to the computer is suddenly broken between the time that data was written to the buffer and when the
buffer is flushed to the disk, your filesystem will have an inconsistency. Filesystem journaling typically mitigates this
risk, however it doesn't offer enough protection for Apple's sparsebundle disk image type.

In Mac OS 10.5, Apple implemented the FEULLFSYNC file control for network servers and clients. The
FEULLFSYNC file control is a command that is sent to the hard drive after some (or all) write operations that tells
the disk to immediately flush its cache to permanent storage. To provide better protection for data on sparsebundle
disk images, Apple disabled support on Mac OS 10.6 for using sparsebundle disk images that reside on filesystems
that do not support the FEULLFSYNC file control. Apple relaxed this requirement in macOS 10.12 (Sierra).

You are likely to encounter this error condition if your sparse bundle disk image is hosted on a pre-Mac OS 10.5

Macintosh or various Network Attached Storage (NAS) devices (especially SMB). When you encounter this error,
copy the sparsebundle disk image to another network sharepoint, or ask CCC to create a new sparseimage disk
image file (sparseimage disk images are not the same as sparsebundle disk images).

A message for new Mac users coming from the Windows world

Backups on a Windows system are very different from those on a Macintosh. If you're coming from a Windows
background, the term "imaging" and the concept of making a disk image backup is probably familiar to you.
Restoring from disk image backups is made simpler on Windows because the startup environment is built around
them. That's not the case for a Macintosh. When you create a disk image backup of your Mac's startup disk, the
logistics of restoring that backup are actually fairly complicated. Due to these complications, we don't recommend
using a disk image as your primary backup on a Mac. Disk images are useful for storing a backup of your user data
on a network volume, but for your Mac's startup disk, we recommend that you back up directly to a disk that is
attached to your Mac; not to a disk image.
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Related Documentation

¢ Restoring from a disk image <http://bombich.com//kb/ccc4/restoring-from-disk-image>
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Restoring from a disk image

You can access the contents of a disk image the same way that you access other volumes and external hard
drives on macOS. Double-click on the disk image file to mount its filesystem, then navigate the filesystem in the
Finder to access individual files and folders. If you have the permission to access the files that you would like to
restore, simply drag those items to the volume that you would like to restore them to.

Restoring individual items or an entire disk image to another hard drive using CCC

While you cannot boot macOS from a disk image directly, you can restore the disk image to a volume. When you
use CCC to restore the disk image to a volume, the resulting restored volume will be bootable (assuming that you
had initially backed up a bootable system). To restore files or an entire filesystem from a disk image:

1. Launch CCC

2. Select "Restore from disk image..." from the Source selector and locate your backup disk image. CCC will
mount the disk image for you.

3. Choose a volume from the Destination selector. You may choose the startup disk as a destination, but CCC
will not permit you to restore system files to the currently-running OS.

4. If you do not want to restore everything, choose "Selected files..." from the Clone menu (below the Source
selector) and deselect any item that you do not wish to restore.

5. Click the Clone button. The files will be restored to their original locations.

Restoring system files to your startup disk

If you want to restore system files to your startup disk, you must start up your Macintosh from an installation of
macOS on another hard drive, such as a bootable backup created by CCC. Once you have booted your Mac from
another volume, follow the steps from the previous section.

Restoring system files to your startup disk when you don't have a bootable backup

If you do not have an installation of macOS on another hard drive, you can boot your Mac from your macOS
Recovery volume and use Disk Utility to restore the entire disk image:

El Capitan and later

1. Hold down Command+R while you restart your computer

2. Choose "Disk Utility" in the Utilities application

3. Click on the volume you want to restore to in the sidebar

4. Choose Restore... from the File menu

5. Click on the Image... button and locate the disk image that you would like to restore
6. Click the Restore button

Mountain Lion, Mavericks, Yosemite

. Hold down Command+R while you restart your computer

. Choose "Disk Utility" in the Utilities application

. From the File menu, choose "Open Disk Image..." and locate the disk image that you would like to restore

. In the list in the pane on the left, click on the mounted disk image's volume

. Click on the "Restore" tab on the right side of the window

. Drag the mounted disk image to the Source field. If the Source field does not accept the dragged volume,
right-click on the disk image's mounted volume and choose "Set as source” from the contextual menu.

o0, WNBE
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7. Drag the hard drive that you would like to restore to into the "Destination” field

8. Check the box to erase the destination (if present), then click on the Restore button.

9. Restart your Mac from your newly restored volume, then use CCC to restore the Recovery HD volume
<http://fbombich.com//kb/ccc4/cloning-apples-recovery-hd-partition> from the archive on your startup disk.

Using Migration Assistant to migrate data from a disk image

If you have a clean installation of macOS and simply want to restore your user data from a full-system backup on a
disk image, you can use Migration Assistant for this task. Simply mount the disk image, then open Migration
Assistant and proceed as directed, using the mounted disk image as the source. Note that Migration Assistant will
only accept a disk image that has a full system backup, it will not accept a disk image that has only user data.

Migration Assistant and Mavericks, Yosemite, El Capitan

On Mavericks through El Capitan, Migration Assistant will ask that you close all applications, and it will then log you
out before presenting migration options. This poses a problem for migrating data from a disk image because the
disk image will be unmounted when you are logged out, and Migration Assistant doesn't offer any interface to
choose a disk image. To work around this problem, you can use our Mount disk image for Migration Assistant
<http://bombich.com//softwaref/files/tools/MountdiskimageforMigrationAssistant.app.zip> application. Simply
drag the disk image containing your full system backup onto the application and it will guide you through a fairly
simple procedure that will make the disk image available to Migration Assistant after a short delay.

Preliminary tests indicate that this workaround is not required on Sierra.
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| have a full-volume backup in a folder or a disk
Image, but | don't have a bootable backup. How
can | restore everything?

CCC makes bootable backups specifically to avoid this kind of situation. When you have a bootable backup, you
simply boot from that, then restore everything to a replacement disk or the original disk. One step, minimal time,
couldn't be easier. Occasionally people get into this sticky situation though -- | have a backup of everything in a
disk image or in a folder on the backup volume, there's a clean installation of macOS on my replacement disk, now
how do | get everything back to the way that it was before?

The first thing that you need to do is make a boot volume that is not the volume you want to restore to. Once you
have done that, you can boot from that volume and then do a complete restore of your backup to the replacement
disk. There are several options for how and where you create this other bootable volume. For example, you could
install macOS onto a thumb drive, or you could use CCC to clone your clean installation of macOS to a thumb
drive. You could also create a new partition on your replacement disk and clone the fresh installation of macOS to
that. The steps below attempt to make very few assumptions about the resources you'll have in this scenario: a)
You have a fresh installation of macOS on a hard drive and b) you have your backup in a folder or disk image on
some other disk. Given those assumptions, here is how we recommend that you proceed.

Create a new partition on your replacement disk

1. Open the Disk Utility application and click on the disk icon that represents your internal hard drive. Don't
click on the Macintosh HD icon, click on the one above that.

2. Click on the Partition tab.

3. Click on the + button.

4. Set the size of the new partition to 15GB and name it something like Rescue.

5. Click the Apply button.

This video <https://www.youtube.com/watch?v=XQG6-0Jiv3s> describes the same procedure (albeit in a slightly
different context).

Clone your fresh installation of macOS to the Rescue volume

. Open Carbon Copy Cloner and create a new task.

. Choose your current startup disk as the source.

. Choose the Rescue volume as the destination.

. If you aren't working from a fresh installation of macOS, choose Selected files... from the Clone popup
menu and take a moment to exclude third-party applications from the list of items to be copied, as well as
any large items in your home folder (e.g. /Users/yourname/Music).

5. Click the Clone button.

A WN P

Boot from the Rescue volume and restore your data to the replacement disk

1. Open the Startup Disk Preference Pane, set the Rescue volume as the startup disk, then click on the
Restart button.

2. Once restarted from the Rescue volume, attach the backup volume to your Mac and open the Carbon Copy
Cloner application.

3. If your data is backed up in a folder, choose Choose a folder... from the Source selector and select that
folder as the source. Otherwise, choose Restore from a disk image... and locate your backup disk image.
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4. Choose your Macintosh HD volume as the destination.
5. Verify that CCC's SafetyNet feature is enabled.
6. Click the Clone button.

Reboot from your restored volume and clean up

1. Open the Startup Disk Preference Pane, set the restored volume as the startup disk, then click on the
Restart button.

2. Open the Disk Utility application and click on the disk icon that represents your internal hard drive.

3. Click on the Partition tab.

4. Click on the Rescue volume, then click on the - button to delete that volume.

5. Click the Apply button.

Finally, make a new backup to the root of a locally-attached hard drive so you'll have a bootable backup from here
forward.
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Using Carbon Copy Cloner to back up to
another Macintosh on your network

Carbon Copy Cloner offers the option of securely copying your selected data to another Macintosh on your network
(or anywhere on the Internet for that matter) via the "Remote Macintosh..." options in the Source and Destination
selectors. After a brief setup procedure to establish trust between your Mac and the destination Mac, simply
indicate the IP address or hostname of the remote Mac and CCC will take care of the rest.

Note: Backing up to a remote Macintosh is not the same as backing up to a network filesystem. If you don't require
a bootable backup and you are only backing up files for which you are the owner, it will be easier to enable file
sharing on the remote machine and back up to a disk image on the mounted sharepoint.

To successfully set up CCC to back up to a remote Macintosh, you must:

1. Confirm that the remote Macintosh is running a supported OS <http://bombich.com//kb/ccc4/system-
requirements-carbon-copy-cloner>

2. Enable Remote Login on the remote Macintosh.

3. Determine the Unix path to the folder on that machine that you would like to back up to.

4. Create an "Authentication Credentials" package on your local machine (CCC will place this package on
your Desktop).

5. Transfer the "Authentication Credentials" package to your remote Macintosh and install it there.

6. Verify that the system time on each Macintosh is reasonably in sync with the other.

7. Confirm that the backup device on the remote Macintosh is ready and mounted (CCC does not currently
perform this verification).

8. Manually disable the "Ignore ownership on this volume" setting in the destination volume's Get Info window
in the Finder.

9. Verify that any firewalls between the two Macs are permitting "secure shell" traffic over port 22 (or a custom
port that you specify).

Configuring CCC to back up to a remote Macintosh is an advanced configuration scenario. If you are unsure of any
of these settings, please seek advice at the Bombich Software Help Desk <http://bombich.com//software/gethelp>
before proceeding.
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Remote Macintosh hostname or IP address: Port:

macmini.local 22 |
Path to destination folder:

{Wolumes/Backup|
| | Compress data passed over the network
Limit bandwidth to: KBfs

Remote Macintosh Authorization

For CCC to be able to "log in” to the remote machine,
you must first install this machine's public key on the
remote machine.

[ Create Authentication Credentials package J

(7) Cancel | | OK |

Enabling Remote Login on the remote Macintosh
To enable Remote Login on your remote Macintosh:

1. Log in to that machine as an admin user.

2. Open the System Preferences application.

3. Open the Sharing Preference Pane.

4. Check the box next to "Remote Login".

5. Be sure to allow access to "All users”, or explicitly add the "Administrators” group to the list of restricted
users and groups.

Determining the "Remote Macintosh hostname or IP address"
To determine the value to enter into this field:

. Log in to the remote Macintosh as an admin user.

. Open the System Preferences application.

. Open the Sharing Preference Pane.

. Click on the Remote Login service in the list of services.

. In the settings area on the right, you will see a message to the effect of "To log in to this computer remotely,
type "ssh username@yourhost.yourdomain.com" at a shell command prompt." The text after the "@"
symbol is the hostname or IP address that you will provide in the "Remote Macintosh hostname or IP
address" text field.

a b wNRE

If you have customized the Remote Login service on the remote Macintosh to use a custom port, specify that port
in the "Custom Port" text field. The default port is 22.

Determining the "Path to source/backup directory"

To produce a backup that your source Macintosh can boot from, we recommend that you dedicate a volume to the
backup task. The backup volume can be an internal or external volume, though an external volume will be most
convenient in a disaster recovery scenario. Be sure to prepare the volume for use with CCC per the instructions in
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the article titled Preparing a hard drive for use with Carbon Copy Cloner <http://bombich.com//kb/ccc4/preparing-
your-backup-disk-backup-os-x>. When you have identified a volume to use on the remote Macintosh for backup, do
the following to determine the value to enter in the "Path to backup directory" text field:

. Log in to the remote Macintosh as an admin user.

. Open the Disk Utility application.

. Click on the backup volume in the list of devices on the left side of the window.

. Locate the "Mount point" value at the bottom of the window— this is the value that you will enter into the
"Path to backup directory" field in CCC's Remote Macintosh dialog window on the source machine. The
format of this value is typically "/Volumes/Backup Disk".

A WN P

If you do not intend to create a bootable backup, you may also create a folder on the remote Macintosh that can be
used for the backup task:

. Log in to the remote Macintosh as an admin user.

. Create a folder in your desired location.

. In the Finder, click on the destination folder that you created.

. From the Finder's "File" menu, choose "Get Info".

. In the "General" section of the Get Info panel, the "Where" attribute indicates where that folder is located.
The path to your backup directory will consist of that location, plus "/*, plus the name of your destination
directory. For example, if you created a folder named "Backups" in the /Users/Shared folder on your remote
Macintosh, the Get Info panel would indicate that it is located at "/Users/Shared", therefore the path to the
backup directory is "/Users/Shared/Backups".

a b wdNE

Bandwidth management options

CCC offers two options that can help you address bandwidth concerns. The option to "Compress data passed over
the network" can greatly reduce your backup time and total bandwidth used. The time savings depends on just how
slow the connection is between the two Macs. If you have a connection that is slower than 10MB/s, compression
will make the transfer faster. If your bandwidth is better than that, compression will actually slow down your
transfer. CCC will not compress certain file types that are already compressed, such as graphics files, movies, and
compressed archives. Specifying the option to compress data passed over the network does not create a
proprietary or compressed backup; files are automatically decompressed on the destination volume on the remote
Macintosh.

CCC also offers a bandwidth limitation option. If your ISP requires that your transfers stay below a certain rate, you
can specify that rate here. Note that CCC errs on the conservative side with this rate, so the average transfer rate
may be slightly lower than the limitation that you specify.

The "Authentication Credentials" package installer

Before you can back up to a remote Macintosh, you must first set up "public key authentication
<https://en.wikipedia.org/wiki/Public-keyencryption> " (PKA) between the Macintosh that you're running Carbon
Copy Cloner on and the Macintosh that you'd like to back up to. With PKA, you don't need to provide a
username/password to access the remote Macintosh. Instead, CCC uses pre-shared, 1024-bit DSA key pairs to
identify the source and destination Macs.

To create the Authentication Credentials installer package:

1. Choose "Remote Macintosh..." from the Source or Destination selector
2. Click on the button to "Create Authentication Credentials package"

When you click on the button to create an Authentication Credentials package, CCC will generate this key pair,
create a package installer, then install the package onto your local Macintosh. When this procedure is complete,
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transfer the package to your remote Macintosh and install it there as well by double-clicking on the package. If you
use FTP or a non-HFS+ formatted volume to transfer the package to the remote Mac, right-click on the
Authentication Credentials package and choose the option to compress the package first. FTP and non-HFS+
formatted volumes will strip important information from the Authentication Credentials package and render it
unusable on the remote Mac.

Note that you are NOT required to enable the root account on either Mac. This is avoided by using public key
authentication instead of password-based authentication.

“Authentication Credentials can’t be installed on this disk. A Newer version of this software
already exists on this disk.”

The Authentication Credentials installer package is explicitly configured to allow upgrades (e.g. installing multiple
copies of the package from different Macs), but sometimes the Installer application will errantly disallow it. These
steps will allow the installation of the package on the remote Mac when this error is presented:

1. Choose "Go to folder" from the Finder's Go menu

2. Type "Ivar/db/receipts" and click the Go button

3. Find the files that start with "com.bombich.ccc.tgtkeys.authenticationCredentials" and drag them to the
Trash

4. Try installing the package installer again

Remote Macintosh prerequisites

At this time, CCC requires the use of the root account (though it does not have to be enabled) on both the source
and destination Macs. To successfully back up to a remote Macintosh, you must have administrative privileges on
both machines.

CCC also requires that the remote Macintosh be running macOS 10.8 or later. Non-Macintosh systems are not
supported with the "Remote Macintosh" feature.

Note for Yosemite, El Capitan, & Sierra users: If your source contains macOS Yosemite (or later) system files, the
Remote Macintosh must be running macOS 10.9.5 or later. If the Remote Macintosh is not running 10.9.5 or later
and you attempt to back up macOS Yosemite (or later) system files, the backup task will report numerous
"Input/output” ("Media") errors. Filesystem changes introduced on Yosemite cannot be accommodated by older
OSes. Apple added support for those filesystem changes in 10.9.5 to offer a modest amount of backwards
compatibility.

Additional pointers for advanced users

Carbon Copy Cloner's public key-based authentication is designed to work with no additional configuration of the
services required for backing up over a network connection. CCC uses rsync over an ssh tunnel to perform the
backup. If you do make modifications to the sshd configuration, consider how that may affect your backup. For
example, CCC requires use of the root account over ssh. If you set the "PermitRootLogin" key in the sshdconfig

file to "no", you will not be able to use CCC to or from that machine. It's an important distinction to note that the root
account does not have to be enabled, but sshd must permit the use of the root account. The
"PubkeyAuthentication" key must also not be set to "no", because Public Key Authentication is required for CCC to
authenticate to the remote Mac.

Troubleshooting connectivity problems to a remote Macintosh

Problems connecting to a remote Macintosh generally are caused by configuration problems with the Remote Login
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service on the remote Macintosh. Try the following if you are having trouble making a backup to a remote Mac:

1. Verify that the Remote Login service is enabled in the Sharing preference pane on the Remote Macintosh.

. Verify that access to the Remote Login service is allowed for "All users".

3. Confirm that you have created an "Authentication Credentials Installer Package" on the local Mac, then
transferred it to the remote Mac and installed it there.

4. Verify that your firewall and the remote Mac's firewall permits traffic on port 22. If you have an application
firewall in place (e.g. Little Snitch), verify that access is granted to CCC's privileged helper tool,
"com.bombich.ccchelper”.

5. If your local Mac and remote Mac are not on the same network (e.g. you're connecting across a VPN or
through a router and over the Internet), confirm that a connection can be established between the two
Macs. How you do this will vary from one scenario to the next, but you can generally verify connectivity by
typing "ssh root@192.168.1.1" into the Terminal application (replace 192.168.1.1 with the hostname or IP
address of your remote Mac). If you see a request for a password, then connectivity is established. If not,
your network configuration isn't permitting the traffic or the hostname that you're connecting to is invalid or
unavailable. If you are accessing a remote Mac that is behind a router, consult the router's port forwarding
documentation and verify that port 22 traffic is directed to the internal IP address of the remote Mac.

N

VPN and port forwarding configuration is outside of the scope of support for CCC, though our support staff will
make every effort to identify whether problems occur within that configuration or within the service configuration on
your remote Mac. If you have worked through the troubleshooting steps above and are still having trouble backing
up to a remote Macintosh, please choose "Report a problem" from CCC's Help menu and submit a support
request.

After submitting the support request, there's one more thing you can do to collect some information about the
connectivity problem between the two Macs:

1. Copy Remote Authentication Debugger
<http://bombich.com//software/files/tools/RemoteAuthenticationDebugger.app.zip> to both Macs

2. Open the Remote Authentication Debugger application on the remote Mac (this will temporarily place the
Remote Login service on the remote Mac into debugging mode).

3. Open the Remote Authentication Debugger application on the local Mac and enter the remote host
information for the Remote Mac when prompted.

4. The Remote Authentication Debugger application will attempt to connect to the remote Mac using the CCC
authentication keys. The debug information will then be collected into reports on the Desktop of both Macs.
Please attach those two reports to the automatic email reply that you received when you submitted a
support request to our Help Desk.

Meraki router intercepts Secure Shell traffic

Some users that have a Meraki router involved in their configuration have reported that its default configuration will
interrupt Secure Shell traffic. The firewall rule that causes interference is in place to protect the network from
vulnerabilities that are irrelevant between two modern Macs <http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2002-0639>. Nonetheless, the firewall intercepts traffic after initially allowing a connection,
which is presented by CCC as a "lost connection" or a failure to authenticate to the remote Mac. The following
steps correct the Meraki configuration concern:

1. Log into the Meraki as an administrative user and open the "Security report"

2. Filter the log for SSH events

3. Click the "SSHEVENTREPOVERFLOW" event from the list to open it and review the blocked event
4. To allow the blocked traffic of this type, click "Yes" to add this event to the whitelist.

macOS Sierra requires newer authentication credentials

OpenSSH in macOS Sierra requires RSA key pairs when using public key authentication. In the past, CCC created
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DSA key pairs. When you upgrade your local or remote Macintosh to Sierra, authentication will fail. To correct this
problem, simply recreate the Authentication Credentials Installer Package and reinstall it on the remote Macintosh:

1. Open CCC and select your backup task

2. Select Remote Macintosh from the source or destination selector (whichever is applicable to your backup
task)

3. Click the Create Authentication Credentials button

4. When CCC has completed creating the installer, copy the installer package from your Desktop to the
remote Mac and install it there

5. Run your backup task again

A note about access privileges to backed up data

While logged in to your remote Macintosh, you may not have permission to view the contents of your backup in the
Finder. Your access to the files will be based on the unique id that is associated with the user account that you're
logged in to on the remote Macintosh and the one associated with the account(s) on the other Mac(s) that you're
backing up. The first administrator account always gets a uid of "501", and subsequent accounts are assigned
incrementally higher uids— 502, 503, etc. For security and privacy purposes, macOS restricts access to the
contents of user home directories to the owners of those home directories, and these restrictions are preserved
when your data is backed up to a remote Macintosh.

To learn what user id is associated with your account:

1. Open System Preferences and click on the User Accounts preference pane.
2. Click on the lock and authenticate.
3. Control+click on your account in the accounts table and choose "Advanced options".

You will see your User ID in the panel that appears.

This may be annoying from the perspective of trying to access those files on your remote Macintosh, but it is
important for CCC to preserve the ownership and permissions information when backing up your data. If/when you
want to do a restore, you could do either of the following:

a) Attach the external drive directly to the machine that you want to restore files to— the accounts on those
systems will be able to access their backed up files.

b) Do a restore directly within CCC <http://bombich.com//kb/ccc4/restoring-from-backup-on-remote-macintosh>
from the original source Macintosh.

If you must have read access to some of this data (e.g. the original Mac is gone, the user account changed, etc.),
you can change the ownership of the home folder and its contents in the Finder:

1. Choose "Get Info" from Finder's File menu.

. In the "Sharing and Permissions" section at the bottom, click on the lock icon to make the permissions
editable.

. Click on the "+" button.

. In the window that appears, select your account, then click the Select button.

. Set the access privileges to "Read & Write".

. Click on the Gear menu and choose to apply the change to enclosed items.

N
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Related Documentation

¢ Restoring from a backup on a remote Macintosh <http://bombich.com//kb/ccc4d/restoring-from-backup-on-
remote-macintosh>
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¢ A caveat for backing up to a remote Macintosh that has no user logged in
<http://bombich.com//kb/cccd/caveat-backing-up-remote-macintosh-has-no-user-logged-in>
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A caveat for backing up to a remote Macintosh
that has no user logged In

For improved detachability, macOS will unmount any non-internal volumes that are attached to the system when
you log out. So, for example, if you log out of your computer while a USB or Firewire hard drive enclosure is
attached, you can detach those hard drive enclosures from the system without having to manually unmount them
first. This is a good thing— it would be annoying if you had to log back in to your system just to eject a drive. The
downside of this, though, is that if you have a CCC backup task that runs when no user is logged in, the destination
volume may be unavailable. For a local backup, CCC will attempt to manually mount the destination volume. When
the destination of your backup task is a remote Macintosh, however, CCC will not be able to mount that volume
prior to backing up.

If you anticipate backing up to a remote Macintosh that may be sitting at the loginwindow, you can change the
behavior of macOS to not unmount detachable volumes. To change this behavior, run this command in the
Terminal application on the remote Macintosh:

sudo defaults write /Library/Preferences/SystemConfiguration/autodiskmount AutomountDisksWithoutUserLogin
-bool YES

Related Documentation

* Using Carbon Copy Cloner to backup to another Macintosh on your network
<http://bombich.com//kb/ccc4/using-carbon-copy-cloner-back-up-another-macintosh-on-your-network>
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Restoring from a backup on a remote
Macintosh

Restoring files from a remote Macintosh is nearly the same procedure as backing up to a remote Macintosh:

1. Open CCC

2. Click the "New Task" button in the Toolbar

3. Select "Remote Macintosh..." from the Source selector*. Configure the hostname of the remote Macintosh
and the path to the volume or folder that has the backup.

4. Select a destination volume

5. Click the Clone button

* The option to clone "Selected files" will be disabled. CCC won't know the contents of the remote folder until the
copying task has begun. If you need to limit what files are restored, you can specify a custom filter via Advanced
Settings.

Related Documentation

* Advanced Filter Settings <http://bombich.com//kb/ccc4/excluding-files-and-folders-from-backup-
task#advanced>
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| want to defragment my hard drive

A welcome side-effect of cloning one volume to another is that the files on the resulting volume are largely
defragmented. While fragmentation is not as significant of an issue as it used to be (e.g. in the Mac OS 9 days),
people that have begun to fill the last 10-15% of their boot volume may see some performance benefit from
defragmentation. If you find yourself in this situation, this is also a really good time to consider migrating to a larger
hard drive altogether, or to an SSD, which is not affected by fragmentation.

Defragmentation is a natural result of backing up your data to an empty backup volume. Simply prepare your
backup volume for use with Carbon Copy Cloner <http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-
0s-x>, then use CCC to clone your source volume to your destination volume.

"Clone, wipe, restore"— think twice before you wipe that original volume
It may be really tempting to do the following:

1. Clone your boot volume— the one with your lifetime of irreplaceable data— to another hard drive
2. Boot your Mac from that cloned volume

3. Use Disk Utility to wipe the original volume

4. Restore the cloned volume to the original volume

Very quickly you'll be booted back up from your boot volume and you'll have a backup to boot, right? In most cases,
this would work out great for you, and you'd be fine. There are two really good reasons, however, to stop after the
second step and take a breather:

1. As soon as you erase the original volume, you're down to one copy of your data— you have no backup.
The restore task will stress both the source and target disks with massive reads and writes. If either disk
were on the verge of failure, this level of stress could push it over.

2. You really should take the time to verify your backup. I trust CCC with my data, but do | trust that | asked it
to copy the right items? Did my source volume have a filesystem problem that went unnoticed?

The Best Practice for defragmenting your hard drive

. Establish a backup regimen to a primary backup volume. Test your backups regularly.

. Quit open applications and use CCC to update your backup one last time.

. Use CCC to clone your hard drive to some physical volume other than your primary backup.
. Boot from the cloned volume.

. Use Disk Utility to reformat your original volume.

. Use CCC to restore your cloned volume back to the original volume.

. Boot from the original volume.

~NOoO ok, WNRE

Performance upon first boot from a cloned volume will always be slightly slower than normal as Spotlight reindexes
your data. When the system has "settled down", you will be able to evaluate whether the defragmentation has
offered any performance benefit.
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Using the ccc Command Line Tool to Start,
Stop, and Monitor CCC Backup Tasks

Carbon Copy Cloner includes a command line utility that allows you to start, stop, and monitor the progress of
specific CCC backup tasks. The utility is located inside of the CCC application bundle. To get basic usage
instructions, invoke the utility without arguments in the Terminal application, e.g.:

[user:~] /Applications/Carbon\ Copy\ C oner.app/ Contents/ MacOS/ ccc
Usage: ccc [options]
ccc -v|--version
Prints the version of the CCC conmand-
line utility (this is not the sanme as the main application version)

ccc -s"Task Nane" | --start="My Backup Task" (-w --watch)
-wW --wat ch: Keep running and print task output until the task is finished.
ccc -x["Task Nanme"] | --stop[="My Backup Task"]

Stop all tasks, or the specified task.
ccc -h|l--history [-c]
Print a summary of task history, i.e. the data you would see in the table at the to
p of the Task Hi story w ndow.
-c prints in CSV fornmat
ccc -p|--print-schedul es
Li st each task and when it will next run.
ccc -wW "Task Name" | --watch[="Task nane"]
Wat ch task progress (press Control +C to exit)
Specify a task nane to linit task output to the indicated task
ccc -i|--status
Print a status line for each task.
ccc -g|--global gl obal DefaultNane [bool |int|float|string] global DefaultValue
Set a gl obal default val ue.
ccc -g|--gl obal gl obal Def aul t Name del ete
Del ete a gl obal default val ue.
ccc -n|--notification notificationTitle notificati onBody
Send a notification to the Notification Center.
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Backing up databases on OS X Server

Databases are proprietary file types that often cannot be backed up in the conventional manner. In CCC, you can
leverage a preflight shell script to perform an "out of band" backup of various databases using database-specific
tools. The CCC backup task will subsequently back up the database archive files, from which you could restore the
database at a later time.

The following pre-clone shell script will dump the contents of any MySQL databases. In the event that your
standard backup of the database doesn't open, you can later restore it from the dump.

#!/bin/sh
PATH="$PATH:/Applications/Server.app/Contents/ServerRoot/usr/bin"
PATH="$PATH:/Applications/Server.app/Contents/ServerRoot/usr/sbin"
PATH="$PATH:/Applications/Server.app/Contents/ServerRoot/usr/libexec"
export PATH

# Path to recovery directory (permissions should be 700 -- read-only root or admin)
recover="/etc/recover"
ts=tate "+%F"

echo "Removing manual archives older than two weeks"
find $recover/ -mindepth 1 -mtime +14 -exec rm '{}'\;

# mysqldump the databases

dbs="somedatabase anotherdatabase mysql"

for db in $dbs; do
echo "Dumping $db"
mysqldump --user=root --password="s3kr!t' $db > $recover/${db}${ts}.dump
gzip $recover/${db}${ts}.dump

done

# If you ever need to restore from a database dump, you would run:
# gunzip $recover/databasename(timestamp).dump.gz
# mysql -u root -p databasename < $recover/databasename.dump

Backing up an Open Directory Master

Archiving an OD master database requires encryption, and providing the encryption password interactively can be
challenging in an automated backup. The expect shell environment can be helpful for this task. The following pre-
clone shell script will archive a macOS Server Open Directory master to a disk image for later restoration via the
server administration application.

#l/usr/bin/expect -f

set date [timestamp -format "%Y-%m-%d"]
set archivepath "path/to/you/backup/dir"
set archivepassword "password"

set archivename "opendirectorybackup"
set timeout 120
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spawn /usr/shin/slapconfig -backupdb $archivepath/$archivename-$date
expect "Enter archive password"

send "$archivepassword\r"

expect eof

Related Documentation

e Example pre and post clone shell scripts <http://bombich.com//kb/ccc4/performing-actions-before-and-after-
backup-task#examples>
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Backing up large files, mounted disk images,
and Virtual Machine containers

Mounted disk images and running Virtual Machine container files pose an interesting problem to incremental
backup utilities. By simply being mounted and accessed (e.g. via browsing the contents, booting the VM), the
content of these large files are subject to modification by the applications that use those files. If you run a CCC
backup task while a read/write disk image is mounted or while a VM container's OS is booted, there is a chance
that the disk image file or VM container will be modified while it is being backed up, resulting in a corrupted version
of the file on your backup volume.

If you have disk image files or VM containers that are regularly in use on your system, you should exclude these
items from your backup routine and configure an alternate backup task for these items that runs when they are not
in use. Alternatively, you could quit or suspend the applications that modify those files for the duration of the
backup (see the "Example pre and post clone shell scripts" link below for examples of how to automate this).

If errors do occur while backing up large files, quit or suspend the applications that modify those files, then simply
run the backup task again to correct the copy of the file on the backup volume.

Related Documentation

* Example pre and post clone shell scripts <http://bombich.com//kb/ccc4/performing-actions-before-and-after-
backup-task#examples>

* Creating a separate task to prevent VM container versions from bloating the SafetyNet <http://bombich.com
/Ikb/cccd/creating-separate-task-prevent-vm-container-versions-from-bloating-safetynet>
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Automated maintenance of the CCC SafetyNet
folder

Carbon Copy Cloner will move previous versions of modified files, as well as files deleted since previous backup
tasks to a SafetyNet folder at the root of the destination. If left unmanaged, this SafetyNet folder would eventually
consume all free space on your destination volume. To prevent that from happening, CCC offers three different
ways of managing the contents of the SafetyNet folder. You can customize this behavior by clicking on the "Use
Advanced Settings" button in CCC's main window.

SafetyNet pruning occurs at the beginning of a backup task, so CCC will never delete an item that was archived in
the current backup task. Additionally, pruning is always limited to the contents of the CCC SafetyNet folder that is
at the root of the destination. CCC's pruner won't delete the current versions of files on your destination, or anything
outside of the scope of the CCC backup task. Lastly, archive pruning works at a macro level. If any portion of an
archive pushes past the limit that you have imposed, the entire archive (e.g. the time-stamped folder) will be
pruned.

Automatically prune archived content before copying files
Prune archives in the SafetyNet when free space is less than [xx] GB

If your destination volume has less free space than the limit that you have specified, CCC will prune the oldest
archive. CCC will continue to prune the oldest archive until the requested amount of free space has been achieved.
Note that if the archives cumulatively consume less space than the limit requested and the destination volume is
full, CCC will prune all of the archives.

Prune archives in the SafetyNet when they are older than [xx] days

CCC will prune archives that were created more than "xx" days ago.

Prune archives in the SafetyNet when they are larger than [xx] GB

Starting with the most recent archive, CCC will determine the amount of disk space that each archive consumes.
When the cumulative total exceeds the limit that you have imposed, CCC will prune the remaining, older archives. If
the newest archive is larger than the limit that you have specified, that archive will be pruned in entirety.

Never prune archives in the SafetyNet

CCC will not automatically prune the contents of the "CCC SafetyNet" folder at the root of the destination.
Archived files may eventually consume all of the free space on the destination, so you should periodically delete
older archive folders to maintain enough free space for future backups. You may delete the contents of the
SafetyNet folder without harm to the rest of your backup set.

"CCC is pruning my SafetyNet, but the disk is still pretty full at the end of the
backup task"

The purpose of CCC's SafetyNet pruning is to make space for additional backups. CCC also avoids pruning items
that were very recently archived— after all, it wouldn't make sense to archive an item on the destination, them
immediately delete it. To accommodate both of these goals, CCC prunes archives within the SafetyNet before the
backup task runs. Pruning the SafetyNet immediately before copying files gives a greater level of assurance that
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the requested amount of free space (for example) will be available for the current backup. Be sure to consider this
detail when specifying your SafetyNet pruning settings. If you want to retain additional space on your backup
volume beyond what is required for your CCC backups, specify more liberal limits (e.g. 100GB of free space rather
than 25GB).

"Can | use the CCC SafetyNet folder for long-term archiving of specific items?"

We don't recommend using the SafetyNet for long-term storage. CCC is configured to automatically prune the
SafetyNet, by default, when free space on the destination is less than 25GB at the beginning of the backup task.
CCC doesn't consider whether items in the CCC SafetyNet folder were placed there by CCC or another
application, everything is considered safe to delete when the time is right. If you would like to maintain a permanent
archive of items on your backup volume, outside of your CCC backup, we recommend that you create a specific
folder for this purpose at the root level of your backup volume.

We also recommend that you maintain a backup of your archived data on another volume! If you don't have a
backup of your long-term archived items, you're going to lose them forever if your backup disk fails. If you don't
have another hard drive to back up to, consider archiving this content to DVDs as a secondary backup.

"I manually moved the CCC SafetyNet folder to the Trash, but now | get an error
when trying to empty the Trash"

When CCC backs up your startup disk, it runs with the privileges required to access system files that are not
normally accessible to your account. Naturally, some of these files will be updated on the source, and subsequently
archived on the destination. When you place these items in the Trash (by placing the CCC SafetyNet folder in the
Trash), and subsequently try to empty the Trash, the Finder typically requests that you authenticate to remove
these files. Sometimes the Finder is having a bad day, though, and it simply reports the enlightening "-8003" error
when you try to empty the Trash (or something equally obtuse). This error isn't defined or documented anywhere,
but through trial and error, we have figured out that it simply means "I can't cope with your request to empty the
Trash".

There are two solutions to this problem. The first is to simply allow CCC to manage the "pruning" of the CCC
SafetyNet folder. CCC will use elevated privileges to remove inaccessible items and won't have any trouble with
them. The second solution is to use this simple Shredder application
<http://bombich.com//software/files/tools/Shredder.app.zip>. Simply drop an item on it (e.g. the entire CCC
SafetyNet folder in the Trash), and Shredder will remove the problematic file or folder.

Additional References

* You can't empty the Trash or move a file to the Trash <https://support.apple.com/en-us/HT201583>

SafetyNet pruning is not currently available when using a Remote Macintosh
destination

The SafetyNet pruning settings will be disabled if the selected task has a remote Macintosh specified as the
destination. CCC's SafetyNet pruning utility currently can only work with a volume that is locally mounted. We hope
to extend SafetyNet pruning functionality to remote Macintosh destinations in the future.

Related Documentation

¢ Frequently asked questions about the Carbon Copy Cloner SafetyNet
<http://bombich.com//kb/ccc4/frequently-asked-questions-about-carbon-copy-cloner-safetynet>

¢ Video: How to adjust CCC SafetyNet pruning settings in CCC 4
<https://www.youtube.com/watch?v=SENmMzS-THTc>
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"My disk is already formatted HFS+, why am |
getting this warning?"

If your disk is not partitioned using the scheme recommended and supported by Apple, CCC will indicate a warning
when you start the backup task such as:

You may have difficulty booting from this destination volume, the underlying disk is not partitioned with a
partitioning scheme that Apple recommends for Intel Macs.

How your destination volume is formatted is not actually relevant to this warning. The problem is not a matter of
how your destination volume is formatted, rather it is a matter of how the disk is partitioned. The following graphic
explains the relationship between a disk and a volume:
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| Logical disk
Partition Scheme

Volume |

Volume 2

Every disk has exactly one partition scheme. A disk can be partitioned as "Apple Partition Map" (APM), "GUID
Partition Table" (GPT), "Master Boot Record" (MBR), or the Fdisk partition scheme. PowerPC Macs could only boot
from a disk that is partitioned with the APM partitioning scheme. Intel Macs can boot from a disk that is partitioned
with either the APM or GPT partitioning scheme. Note, however, that Apple only supports booting an Intel Mac from
a disk partitioned with the GPT partitioning scheme. Because Apple no longer supports the APM partitioning
scheme, CCC will warn you if your destination disk is not partitioned with the GPT patrtitioning scheme. As the
warning indicates, you may have difficulty booting from the destination volume, but it may work just fine. We expect
that Intel Macs will eventually drop support for booting from APM-partitioned disks.

Here's what you need to do about the warning

If you haven't copied any data to the destination disk, then take the time to repartition your disk using the GPT
partitioning scheme (see above) so you have a sanctioned, bootable backup volume. If you cannot repartition the
disk because you already have a considerable amount of data on the disk, proceed with the backup task, but
confirm whether it can actually boot your Mac <http://bombich.com//kb/ccc4/how-verify-or-test-your-backup>. If it
can, you're all set and you shouldn't be bothered by the warning again. If you cannot, you will have to back up the
other data on your destination disk and repatrtition the disk using the GPT partitioning scheme to get a bootable
backup.
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Backing up to/from network volumes and other
non-HFS volumes

In addition to backing up to volumes formatted with the macOS standard "HFS+" format, CCC can back up user
data to network volumes (e.g. AFP and SMB via macOS and Windows File Sharing) and to other non-HFS+
formatted volumes such as FAT32. Non-HFS+ formatted volumes are presented in CCC's Source and Destination
selectors in the same manner as HFS+ formatted volumes, so there are no special steps required for backing up to
or from these filesystems. However, these filesystems offer limited support for HFS+ filesystem features, so special
consideration must be given when backing up to these volumes. In general, you can reasonably expect to back up
user data— files that belong to your user account— to and from non-HFS+ formatted volumes. Specific
considerations are noted below.

Instructions for gaining access to network filesystems is available in the macOS Help Center. If your network
volume does not appear in CCC's Source or Destination selector, consult the documentation that came with the
storage device you are trying to access, or choose "Mac Help" from the Finder's Help menu and search for
"connecting to servers".

CCC will only back up system files to locally-attached HFS+ filesystems

macOS can only be installed on an HFS+ formatted volume. This requirement is also carried to a backup volume.
When system files are copied to non-HFS+ filesystems, important metadata are invariably lost, resulting in files that
cannot be restored to their original functionality. In short, you cannot restore a functional installation of macOS from
a backup stored on a non-HFS+ volume. To prevent any misunderstandings about this limitation, CCC will exclude
system files from a backup task if the destination is not a locally-attached, HFS+ formatted volume. Likewise, CCC
will not copy system files from a network volume, e.g. if you were to mount the startup disk of another Mac, the
system files on that network volume cannot be copied in a meaningful way.

Note that the "locally-attached" caveat is an important distinction. Even if your destination volume is HFS+
formatted, if it is attached to an Airport Base Station (for example), then you're accessing the volume via file
sharing. If you open the Get Info panel for the volume, you will see that the volume format is "AppleShare", not
HFS+. It is not possible to update an OS backup on a network volume. If you would like to maintain a backup of
macOS on a network volume, you can back up to a disk image on the network volume. See the related
documentation below for additional information on this backup strategy.

Related Documentation

* Backing up to a disk image <http://bombich.com//kb/ccc4/backing-up-disk-image>

* |earn about alternatives to backing up macOS to hon-HFS+ volumes <http://bombich.com//kb/ccc4/i-want-
backup-multiple-machines-or-hard-drives-same-hard-drive#diskimage>

* Preparing your backup disk for a backup of macOS <http://bombich.com//kb/ccc4/preparing-your-backup-
disk-backup-os-x>

Ownership and permissions concerns

Network filesystems pose some interesting challenges in regards to preserving ownership and permissions. When
you connect to another computer that is hosting a shared volume, you usually authenticate by providing a
username and password. The account whose credentials you provide is an account on that other computer, and it
is this account's privileges that determine what access you have to files and folders on the shared volume.
Additionally, any files that are copied to the shared volume will be owned by that user account, regardless of the
ownership of those files on the source volume. This is not a behavior specific to CCC, it is simply the nature of
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network filesystems.

An example will be very helpful in understanding the implications of this behavior. Suppose Sally would like to back
up some Movies from her Mac's home folder to another Mac shared by Bob and Joe. On Sally's Mac, there is a
user account named "sally". On Bob and Joe's Mac, File Sharing has been enabled in the Sharing Preference
Pane, and there are two user accounts, "joe" and "bob". Bob has attached an external hard drive named "Backup"
to his Mac that he and Joe have been using for backup, and he has created a folder named "Sally's Movies" on this
volume to which Sally will copy files. Sally does the following to connect to Bob and Joe's Mac:

1. In the Finder, open a new window, then click on "Bob and Joe's Mac" in the Shared section of the sidebar.
2. Click on the "Connect as..." button.

3. In the authentication dialog, provide Bob's username and password, then click on the Connect button.

4. Choose the "Backup" volume from the list of shared volumes.

The Backup volume now appears on Sally's Desktop, and in CCC's Destination selector in the Network Volumes
section. Next, Sally chooses "Choose a folder..." from CCC's Source selector and locates the folder of movies that
she would like to copy to Bob and Joe's Mac. She then chooses "Choose a folder..." from the Destination selector
and locates the "Sally's Movies" folder on the Backup network volume. She clicks the Clone button and the Movies
are backed up.

Later that day, Joe is using his computer and he notices that he can see some of the movies in the "Sally's Movies"
folder, but some of the subfolders have a universal "No access" badge and he cannot view those folders' contents.
This occurred for two reasons:

1. Sally mounted the network volume using Bob's credentials, so the files and folders created when she
copied her files to the Backup volume are now owned by Bob's user account.
2. Some of the folders on Sally's computer prevented access by "other" users.

As a result, the folders on the Backup volume are owned by Bob and some of them limit access to other users (Joe
in this case). Joe asks Sally about this and she decides to try copying some of the movies to one of Joe's folders
on the backup volume. When she chooses "Choose a folder..." from CCC's Destination menu, however, she sees
the same universal "No Access" badge on Joe's folder. Sally can't copy files to this folder (nor can CCC) because
the Backup volume was mounted using Bob's credentials, and Joe's backup folder on the backup volume
happened to be inaccessible to Bob. Sally unmounts the backup volume and reconnects to it using Joe's
credentials, and she is then able to copy files to Joe's private folder.

"What can | do when there are permissions or ownership issues that prevent CCC from copying
items to/from or updating items on a network volume?"

First, it is important to keep in mind that no application can modify the ownership of a file or folder on a network
share. Ownership changes must be applied on the computer or device that is hosting the network sharepoint.
Additionally, permissions changes can only be made to files and folders owned by the user whose credentials were
used to mount the network volume. For this reason, it is generally easier to apply both ownership and permissions
changes on the computer or device hosting the network volume.

If the computer hosting the sharepoint is a Mac, you can modify ownership and permissions in the Get Info panel
for that folder (on the Mac hosting the sharepoint):

1. In the Finder, click on the folder whose permissions or ownership you would like to change.
2. Choose "Get Info" from the File menu.
3. In the "Sharing & Permissions" section at the bottom, click on the lock icon to make the permissions
editable.
. To change permissions, choose "Read & Write" from the popup menu next to the owner of the file or folder.
5. If the owner of the item is not the user account that you use to connect to this Macintosh, click on the "+"
button

N

2417293



| CARBON COPY Backing up to/from network volumes and other non-HFS volumes

Y CLONER Copooo

CCC 4 Documentation

6. In the window that appears, select the user account that you use to connect to this Macintosh, then click the
Select button.

7. Set the access privileges to "Read & Write".

8. Click on the Gear menu and choose to apply the change to enclosed items.

9. Try your backup task again.

If the computer or device that is hosting the sharepoint is not a Macintosh, consult that device's documentation to
learn how to change permissions and ownership of files and folders.

Alternative #1: If you have mounted the network volume with Guest privileges, unmount and remount the network
volume using the credentials of an account on the machine or device hosting the network volume.

Alternative #2: You can create a new folder on the shared volume and specify that folder as the destination in CCC
by choosing "Choose a folder..." from the Destination selector.

Alternative #3: You can have CCC create a disk image <http://bombich.com//kb/ccc4/i-want-back-up-my-whole-
mac-time-capsule-nas-or-other-network-volume> on the network volume rather than copying files directly to a
folder. When CCC creates a disk image on the destination, the disk image is formatted as HFS+ and attached
locally, so CCC can preserve the permissions and ownership of the files that you are copying to it.

Limitations of non-HFS+ filesystems

When you choose a non-HFS+ formatted volume as a destination, CCC's Cloning Coach will proactively warn you
of any compatibility issues <http://bombich.com//kb/ccc4/closer-look-how-ccc-determines-bootability-destination-
volume> between the source and destination volumes. You can view the Cloning Coach's warnings by clicking on
the yellow caution button in the Task Plan header. If you have selected a source and destination volume, and the
caution button is not present, then there are no configuration concerns.

Support for third-party filesystems

CCC offers limited support for third-party filesystems, such as those provided by FUSE for OS X
<https://osxfuse.github.io>. Due to the large number of filesystems that can be provided by FUSE, CCC provides
generic support for these "userland"” filesystems rather than specific support. CCC takes a "best effort" approach by
determining the capabilities of the source and destination filesystems, warns of potential incompatibilities, then
presents only unexpected error conditions that arise during a backup.

Backing up to FUSE volumes mounted without the allowroot flag is not currently supported (e.g. PogoPlug,
BitCasa). Please contact the vendor of your proprietary filesystem to ask that they offer the ability to mount the
volume with the allowroot flag if you would like to use that volume as a source or destination to a CCC backup
task.

Writable NTFS filesystems

We have seen several reports of problems copying large amounts of data (e.g. > 4GB) to writable NTFS
filesystems. In most cases, the underlying software that vends the filesystem (e.g. Tuxera, Paragon, and others)
crashes and the volume is rendered "mute". While it may be possible to complete a backup to these filesystems in
chunks (e.g. 4GB at a time), we recommend using a more reliable, writable filesystem if you encounter these
problems.

Related Documentation

* |Learn more about formatting volumes on macOS <http://bombich.com//kb/ccc4/preparing-your-backup-disk-
backup-os-x>
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Backing up a Boot Camp installation of Windows

CCC can back up the user data on a Boot Camp volume, but it cannot make an installation of Windows bootable. If
your goal is to back up your user data on the Boot Camp volume, CCC will meet your needs. If you're looking to
migrate your Boot Camp volume to a new hard drive, you might consider an alternative solution such as WinClone,
or one of the commercial virtualization solutions that offer a migration strategy from Boot Camp.

Backing up the contents of an NTFS volume

The NTFS filesystem supports "named streams”, a feature that is comparable to extended attributes on HFS+ and
many other filesystems. Unlike extended attributes, however, there is no limit to the amount of data that can be
stuffed into NTFS named streams (aside from standard file size limitations). Extended attributes on macOS have a
128KB size limit. As a result, any attempts to copy a hamed stream larger than 128KB to a non-NTFS filesystem
will fail. CCC will copy the standard file data just fine, but will not copy hamed streams larger than 128KB. CCC's
Cloning Coach will warn of this kind of incompatibility, and any errors related to this limitation will be logged to the
CCC log file, however these errors will not be raised to your attention.

This limitation applies when copying files between volumes on Windows as well, so application developers tend to
use named streams only for data that can be regenerated (e.g. thumbnail icons, summary or statistical information),
not for storage of irreplaceable user data.

Resource limitations encountered while backing up resource forks to/from AFP
volumes

We have received sporadic reports of a problem that can occur while copying files to or from some Apple File
Protocol sharepoints (e.g. a volume shared from another Macintosh using the "File Sharing" feature of the Sharing
preference pane). When the problem occurs, the server erroneously maintains open references to hundreds of
resource forks. Eventually the file sharing service encounters a system-imposed resource limitation and is unable
to continue sharing files until it closes the open resource fork files. Misleading errors are subsequently returned to
CCC, reported as "Input/output" errors or "Bad file descriptor" errors. CCC will report that "An error occurred while
CCC was getting or setting information about this item on the source/destination”.

This problem is due to a bug in the AppleFileServer application, and affects several different implementations of the
AppleFileServer (e.g. on macOS as well as on some other NAS devices). We have identified a few
solutions/workarounds to try when encountering this problem:

* Unmount the sharepoint, then restart the Macintosh or Network Attached Storage device that is hosting the
AFP sharepoint. Reconnect to the sharepoint and try the backup task again.

* Connect to the sharepoint using SMB instead of AFP. Choose "Connect to server” from the Finder's Go
menu, then specify "smb://servername.local/sharepoint " to connect to the server using SMB rather than
AFP. Then drag the network volume onto the source or destination selector for your CCC backup task so
that the task will use SMB rather than AFP to connect to the sharepoint.

* Reduce the number of files/folders in your backup set, e.g. split your backup task into multiple tasks.

"This error may have been caused by a problem with the file sharing service that
hosts your network volume."

Access to the contents of a network volume is provided by an application that runs on another computer or Network
Attached Storage (NAS) device. Every NAS device and operating system has its own vendor-specific version of the
file sharing application, so we occasionally see problems with some NAS devices that don't occur on others.
Problems can be minor, such as being unable to set file flags (e.g. hidden, locked) on an item, or more significant,
like not being able to store or retrieve resource forks. When these problems are encountered during a backup task,
CCC will copy as many files and as much data as possible, then offer a report on the items or attributes that could
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not be copied.

When you encounter an error caused by the file sharing service that hosts your network volume, there are a few
workarounds that you can try to avoid the errors:

* Eject the network volume on your Mac, then restart the computer or NAS device that is hosting the
sharepoint. Reconnect to the sharepoint and try the backup task again.

* Connect to the sharepoint using a different protocol. A different application is responsible for each protocol,
so if the AFP service on your server has a bug, connecting to the SMB service may work more reliably (and
vice versa). Choose "Connect to server" from the Finder's Go menu, then specify
"smb://servername.local/sharepoint " or "afp://servername.local/sharepoint " to connect to the server using
a different protocol. If you are unsure which protocol you are currently using, click on the mounted volume
in the Finder, then choose "Get Info" from the Finder's File menu to find out.

¢ |f the errors persist when connecting to the network volume via both AFP and SMB, and restarting the file
server does not change the outcome, try backing up to a disk image on the network volume
<http://bombich.com//kb/ccc4/i-want-back-up-my-whole-mac-time-capsule-nas-or-other-network-volume>
instead.
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What makes a volume bootable?

Bootability comes down to a few simple rules:

1. The hard drive enclosure must support booting a Macintosh (applies to external hard drives only).

2. The computer must support booting from the interface used to attach the hard drive (e.g. USB, Firewire,
Thunderbolt).

3. The computer must support booting from the hard drive's partition format (e.g. GPT vs MBR).

4. The cloned filesystem must have all the required components of macOS.

5. The cloned operating system must be properly "blessed".

When you buy a hard drive enclosure that you intend to use to boot your Mac, caveat emptor— not all enclosures
will boot a Mac (or any machine for that matter). Be sure to check that the manufacturer or vendor supports booting
a Mac with the enclosure.

The interface that is used to connect the hard drive enclosure to your Mac also has an effect on bootability. Macs
that did not ship with native support for USB 3.0, for example, may have difficulty booting from a USB 3.0 device.
Some Macs can only boot from a particular USB 3.0 enclosure if it is connected to the Mac via a USB 2.0 cable.
Some enclosures offer both Firewire (or Thunderbolt) and USB connectivity, but only one of the interfaces works for
booting a Mac.

Once you have your new hard drive (in an enclosure or installed into your computer), you need to a) apply a
partitioning scheme to the disk and b) format one or more volumes on the disk. Even if you do not plan to "partition”
the disk, that is, slice the disk into smaller volumes, you still need to apply the correct partitioning scheme to the
disk <http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x>. Every disk has a partitioning scheme,
even if it only has a single volume.

Rules #1, #2 and #3 are external to the functionality of CCC. CCC will not apply a partition scheme to your disk, nor
will it affect or modify your partition scheme during an ordinary backup procedure (modifications are made to
partitioning when creating a Recovery HD, but this is a manual task within CCC). Also, if a hard drive enclosure
won't boot macOS, there's no software solution that will resolve that problem. Once you're sure you have those
rules in hand, we can look at rule #4.

Rule #4 is pretty intuitive— if you want the operating system to boot, it must be whole. If you've cleared rules #2
and #3, CCC will tell you whether your destination will have all the necessary components to boot macOS. CCC's
analysis is not exhaustive— CCC will verify that the following items are present on the source and will be copied in
their entirety to the destination volume:

/ Li brary

/ System
/bin

/etc

/ mach_ker nel
/private

/ sbin

/[t

[ usr

[ var

So, if you choose to exclude /Applications or /Users for example, the cloned volume would still very likely boot.
Likewise, if the source volume's OS is not whole and, as a result, not bootable, CCC doesn't do an extensive
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analysis of the OS to confirm that it will boot. The bottom line, though, is that CCC will give a pretty good indication
about whether your destination volume will have the right OS components to actually boot.

Rule #5 is perhaps the least understood (and most technical), so I'll do my best to explain it here. When a
Macintosh boots, the following sequence of events occur:

1. The computer performs a Power On Self Test. When that test succeeds, you hear the characteristic
Macintosh startup chime.

2. The computer's pre-boot firmware (software that is embedded in a chip on the computer's motherboard)
takes account of the hardware that is present, builds a device tree, and determines which hardware device
to boot from (more on this in a bit). For the sake of simplicity, let's suppose a machine is configured to boot
from particular volume on a particular hard drive.

3. The firmware of the computer accesses the filesystem of that volume and determines the location of the file,
or folder containing the file, that is "blessed" to initiate the operating system.

4. That file is executed by the firmware and control of the hardware is handed over from firmware to the
booter.

5. The booter executes the kernel of the operating system and pre-loads a kernel extensions cache (or in later
OSes, the booter loads a pre-linked kernel cache file).

6. The kernel initiates the rest of the boot process (primarily by executing launchd).

The gist of all of this is that every bootable volume must indicate the location of the system folder. The path of the
folder turns out to be irrelevant, because the HFS+ filesystem simply stores the "inode" of this particular folder. The
inode is basically like a street address for the file, it indicates where on the disc platter the folder is located. This
information is stored in the HFS+ Volume Header, but you can easily see the current state of this information using
the "bless" command in the Terminal application. For example:

bash-3.2# bless --info "/Volumes/Backup"

finderinfo[0]: 116 => Blessed System Folder is /Volumes/Backup/System/Library/CoreServices
finderinfo[1]: 546345 => Blessed System File is /Volumes/Backup/System/Library/CoreServices/boot.efi
finderinfo[2]: 0 => Open-folder linked list empty

finderinfo[3]: 0 => No OS 9 + X blessed 9 folder

finderinfo[4]: 0 => Unused field unset

finderinfo[5]: 116 => OS X blessed folder is /Volumes/Backup/System/Library/CoreServices

The relevant information in this case is that the blessed system folder is at inode 116, and that path (for the human
reader) is /System/Library/CoreServices. The "Blessed System File" information indicates where the secondary
boot loarder ("booter") resides. In this case, that is the file at inode 546345 and (again, for the human reader), that
file is located at /System/Library/CoreServices/boot.efi.

If you ever need to bless a volume manually (for example, if CCC indicated that it was unable to bless the volume),
you could run this command in the Terminal application:

sudo bless --folder "/Volumes/Backup/System/Library/CoreServices"

It is important to note that blessing a volume is different than specifying a boot device. Blessing a volume simply
updates the information in the HFS Volume Header that indicates where the blessed system folder and file are
located. When you specify a particular volume as the startup disk, on the other hand, the computer stores a
reference to that volume in the "Non volatile RAM"— basically a small section of RAM whose contents are not lost
when the machine loses power or is shutdown. The importance of this disctinction, and all five of these rules for
that matter, is that simply setting a volume as the startup disk may not be sufficient to actually boot from that
volume.
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A closer look at how CCC determines the
"bootability" of a destination volume

CCC determines whether your destination volume will be bootable and indicates any configuration concerns in the
"Cloning Coach" window. If you see a yellow warning icon in the Task Plan header, you can click on that icon to
see these concerns. CCC will also present these concerns to you the first time that you configure a backup task to
any particular destination volume.

If CCC doesn't raise any configuration concerns, and the destination volume has an OS on it when the backup task
is completed, and barring any hardware problems that might interfere, your backup volume should be bootable.

Configuration concerns that affect the bootability of the destination volume
CCC looks for the following configurations to determine if a destination volume will not be bootable:

* The destination volume cannot be a disk image— you cannot boot your Macintosh from a disk image.

* The files and folders required by macOS must be present on the source volume. These include: /Library,
/System, /bin, /etc, /machkernel, /private, /shin, /tmp, /usr, and /var.

* The files and folders that are required by macOS must not be excluded from the backup (applicable only if
you have chosen to back up "Selected files").

* The hard drive on which the destination volume resides must be partitioned using the GUID Partition Table
partitioning scheme.

* CCC will issue a warning if the operating system that you're backing up (or restoring) is older than the OS
that your model of Mac shipped with.

* CCC will issue a warning if the destination volume is larger than 2TB and the device is connected to your
Mac via USB.

CCC does not maintain an exhaustive list of hardware:shipping OS pairs. CCC also cannot determine whether the
destination will be bootable when the source or destination are remote Macintosh volumes.

Related documentation:

¢ What makes a volume bootable? <http://bombich.com//kb/ccc4/what-makes-volume-bootable>
¢ Don't install older versions of macOS <http://bombich.com//kb/ccc4/i-want-clone-my-entire-hard-drive-new-
hard-drive-or-new-machine#dontinstallolderosversions>

Configuration concerns that affect the preservation of filesystem metadata

CCC will note a concern if there is a compatibility mismatch between the source and destination filesystems. For
example, if you are backing up files from an HFS+ volume to a network filesystem, some of the filesystem
metadata cannot be preserved. In many cases this is acceptable and you can ignore the message. Each of the
possible concerns that CCC might raise are listed below. The "risk" associated with not preserving each type of
metadata is explained plainly, so you can decide whether the destination volume will suit your needs.

The destination doesn't support Access Control Lists

Access Control Lists <https://en.wikipedia.org/wiki/Accesscontrollist> specify a granular list of the privileges that
users and groups have for a particular file or folder (e.g., read, write, get information, delete, etc.). These advanced
privilege settings generally apply only to user accounts that have been created on your Macintosh— for example,

to prevent other users from deleting items from your home directory. If you are backing up your own files to a
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locally-attached hard drive, or to a network file share on a trusted computer, the Access Control List filesystem
metadata is relatively unimportant. If you are backing up to or from a network filesystem in a business or education
setting, however, check with your tech support staff for additional advice on whether this metadata must be
preserved.

The destination doesn't support hard links

A hard link <https://en.wikipedia.org/wiki/Hardlinks> makes a single file appear to be located in multiple places on
your hard drive. If a single file had 20 hard links scattered across the disk, each hard link file would consume no
additional space on the hard drive, and editing the content of any one of those files would immediately affect the
content of every other hard link to that file.

When you back up the contents of a volume that contains hard links, ideally you want to preserve the hard links. If
the destination filesystem doesn't support hard links, each hard linked file will be disassociated from the original file
and will become a copy on the destination. This won't result in any loss of data, but your backup set will consume
more space on the destination than on the source. Hard links are leveraged quite a bit on macOS by the operating
system, though they are generally less common among user data.

The destination doesn't support ownership

File ownership indicates which user account on your Mac has control of a file. The owner of a file can limit access
to that file from other users on the same computer. If the destination doesn't support ownership, then the owner of
each file copied to the destination will be set to the user that mounted the destination. If the destination volume is
accessed elsewhere (e.g. mounted on another Mac or even by a different user on the same Mac), then any
restrictions that you have placed on those files may not be honored. If you are backing up files and folders that are
not all owned by the same user (e.g. you), you should consider backing up to a local, HFS+ formatted volume or to
a disk image instead.

Some filesystems have file size limitations

Some filesystems have restrictions on how large a file can be. FAT32, for example, limits files to 4GB or less. CCC
will proactively warn you of this limitation if you choose to back up a volume whose filesystem supports files larger
than 4GB to a filesystem that does not support files larger than 4GB. CCC will then automatically exclude files
larger than 4GB from the backup task. Files that were excluded will be reported at the end of the backup task.

If you require that files larger than 4GB are backed up, you must reformat the destination volume with a format that
supports larger files.

Related documentation:

* Preparing your backup disk for a backup of macOS <http://bombich.com//kb/ccc4/preparing-your-backup-
disk-backup-os-x>

The destination already has an installation of macOS. Merging a different version
of macOS into this destination may cause problems with that installation of
macOS

This message appears if you choose the "Don't delete anything” SafetyNet setting. While that setting will protect
any data that you have on the destination volume that is unique to that volume, it does a disservice to the
installation of macOS on your destination. This message will also appear if you use the "Don't update newer files
on the destination" advanced troubleshooting setting.

Suppose, for example, that you have a complete backup of Mac OS 10.9.3 on your backup volume. When you
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apply the 10.9.4 update to your source volume, many system files are updated, some new files are added, and
some files may be deleted. If you use CCC to update your backup volume, but you don't allow CCC to delete the
items on the destination that the OS update had deleted from the source, then there will be a bunch of "cruft” left
over on the backup volume. If you should ever need to boot your Mac from your backup volume, these cruft files
could cause the OS to behave unexpectedly, and they may prevent it from booting altogether.

CCC can help you perform a clean upgrade or downgrade of macOS on the destination volume by moving items
that should be deleted to the SafetyNet folder. Any files and folders that you keep only on the destination would
also be moved to the SafetyNet folder. See the Protecting data that is already on your destination volume
<http://bombich.com//kb/ccc4/protecting-data-already-on-your-destination-volume-carbon-copy-cloner-safetynet>
section of the documentation for more details on these settings.

CCC warns that Macs cannot boot from USB devices larger than 2TB

In the past we received several reports of bootability problems related to USB devices larger than 2TB. At that time,
we performed a simple litmus test: create an "xX"TB partition at the beginning of the disk (varying x from 0.5 to
2.5TB) and a second partition consuming the remainder of the disk, then install macOS onto both partitions. The
results of those tests suggested that some Macs couldn't "see" the partition that lied past the 2TB mark on the disk.
This limitation was specific to USB devices— none of these problems occurred if you were to place the same disk
into a Thunderbolt or Firewire enclosure.

At the time of those initial reports and testing, the results were consistent. We concluded that there was likely a
32-bit addressing limitation imposed by the USB drivers that are embedded in the Macs' firmware ("likely"—
unfortunately none of this information is documented by Apple). More recently, however, we've been unable to
consistently reproduce the same results. Apple may have addressed the problem with a firmware update. It's also
possible that our initial conclusion was wrong, e.g. that the problem was due to a partition alignment error; an error
specific to macOS El Capitan and apparently only USB devices (you'd see "disk2s2: alignment error" messages in
the system log when the affected volume is mounted).

In any case, CCC's warning was issued out of an abundance of caution. Our current recommendation is to partition
the destination device using the same procedure as defined for all other destination devices
<http://fbombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x>. In other words, don't create a 2TB
partition at the beginning of the disk. Once you have completed your first backup, though, we encourage you to
verify that your Mac will boot from the backup volume <http://bombich.com//kb/ccc4/how-verify-or-test-your-
backup>. If your Mac is unable to boot from the backup volume, please reach out to us
<http://bombich.com//hc/requests/new> so we can investigate your specific configuration further.

Help! My clone won't boot!

See this section of CCC's documentation <http://bombich.com//kb/cccd/help-my-clone-wont-boot> for
troubleshooting advice if you're having trouble getting your backup volume to start your Mac.

249 /293


http://bombich.com//kb/ccc4/protecting-data-already-on-your-destination-volume-carbon-copy-cloner-safetynet
http://bombich.com//kb/ccc4/protecting-data-already-on-your-destination-volume-carbon-copy-cloner-safetynet
http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x
http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x
http://bombich.com//kb/ccc4/preparing-your-backup-disk-backup-os-x
http://bombich.com//kb/ccc4/how-verify-or-test-your-backup
http://bombich.com//kb/ccc4/how-verify-or-test-your-backup
http://bombich.com//hc/requests/new
http://bombich.com//hc/requests/new
http://bombich.com//kb/ccc4/help-my-clone-wont-boot

CARBONCOPY 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOODOOOOD

oooooo
c Lone R CCC 4 Documentation

Joboooodddobooooddddnbd
L] [

ooooooboooooboooooobooooboboOoooobobooobOOobDOooooboboogocecece
goooboobooooboobooboobooboboobuoobobbobooboobooo
gboooboooboobgooo

FATEERT:
BRI

ik

BOELOME : 2 |[5] B8
PASRESH : e 9:30 |1
ROEFHHA : S8 F#11:30:00 CMT-4

T
(B0 2A0HEUEEAHGICEEZAFTNATVDES, EM
[ DI ALEERTT &N
SESAXRTHIINEAFY S
« SHAAEFRTHNEAFY T

COIATEEFTTBRSIAT V1 - NENTVWBRICV AT LARA THICEAU - TREOSS
| REVATLBAU - TREBENTVSRICCOIATEET &

V-AERKRBIE-EABONSHEVES !

|| TS —@AEZEELEL
MaohSuh ool 1 - ANBERRENLSTCICCDIATES

e
| %7 |

f?]

oot booouooboon

goooboooboobobboobooobooboobobooobooboobobDoobDoobOoobobbo
goooboooboobobboobooobooboobobooobooboobobDOoobDOoobobObOobDbo
obooobooboooooboooobobooooboooobobobooooboboooboboboobDOobooon
gboooobogcccobooogoboooobobooooobooooboboooobooooobobooog
gboooooooocccobgbououooobooboooobooooooboooooboooo

ogoooobogogd

250/293



CARBONCOPY 0O0O0O0O0O0O0OODOOOOOODOOOOOOOD

o CLONER 0000

CCC 4 Documentation

goboobooobooobooboobooboobooboboobooboboboboobooboboboboo
gooooooob*coosoo*coosboobooboboobooobooon

obtdgbouoobooobougon

goooboooboobobbooboooboobobobooboceccconbooboboboobnoonoooboobo
goooboooboobobobobooobo0ob obobooooboUoboobobbooboobo

gooboboobooodd

cccoogobooboobobooboobooboboobDooboobobobOobDboOobooboobon
goooboooboobobooboobooboboboobooboobobboobDoobooboboo

goobbbbooooooobobboooooon

ccch oobuoboboboobooboobobbooboob oobobboobOoOobOoobOobboboo
goboobooboobooboobooboobobooboobuoobobboboobOoon

gobobbbbuodoooobbbobbuoogoobooo

ooooooo0ooOooOoU0oOoOoU0U0obDoOoU0O0oDOoOo0O0oDbOUOUOoDoOocecccoooogopooooo
go00o0oOo0oO00ooOOoOo00oDOOoOoU00oDOoOoU0O0ODOOO00ODOO0OU0bOOCOOUODOOOOODOOOdOmacos
0 Dark WakeOl 0 00O (OO PowerNapl OO O Maintenance

Wake
ybgocccoooopoooooooUooooodoooodooooooooooooooooooooooo
o0ooooooooooooo

goobooooodd

goooboobooboboobooboobobboobooboobobocececcoboonoooboooo
goooboobooboboobooboobobbooboobgooeccbobooonpoonooboobo
RN

obooobougobn

goooooobooboboboobooobooboobobboobooboobobobobooboobOoobobce
ccobouoobuoobobboobooboobuoobUobbobUooboUobUobDboboboocececcooobooon
ggooboobboooooobbooooooobobooooobobboooobbbooooobbboooobo
ggoobooboboooooboobboooooboobooboo

gooobooobo“cobooboobobooboobo™mobooboobobooboobooobooboo
goooboobgooboobooboobooboboobooboobobooboobooobooboo

oooobbbiboboooooboobbotoooooobbboooooo
000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000CcccC0000nnn
00000000000000000

gooooooo

e 00000 D0OODOODOOODODODODO <http://bombich.com/ja/ja’kb/cccal/frequently-asked-
guestions-about-scheduled-tasks>

251/293


http://bombich.com/ja/ja/kb/ccc4/frequently-asked-questions-about-scheduled-tasks
http://bombich.com/ja/ja/kb/ccc4/frequently-asked-questions-about-scheduled-tasks

CARBONCOPY 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOODOOOOD

o CLONER 0000

CCC 4 Documentation

2521293



| CARBON COPY Modifying CCC's Security Configuration

Y CLONER Goooooo

CCC 4 Documentation

Modifying CCC's Security Configuration

Rather than requiring you to enter admin credentials every time you want to run a task or make changes to a task,
CCC 4 now only requires you to authenticate once when CCC is initially installed. While this new configuration is
easier to use and has been requested by countless users, there are situations where this configuration is not
appropriate. If you leave your system unattended with an admin user logged in, someone with physical access to
your system can modify or run your CCC backup tasks. If you cannot rely upon the physical security of your Mac to
prevent someone from using your Mac, you can use the information below to apply a stricter security policy to
CCC.

Require administrator authorization to make changes to tasks and to run or stop
tasks

CCC identifies a subset of activity that causes changes to CCC tasks and preferences or that require access to
privileged data (e.g. CCC's private keychain). Performing these tasks requires that the user is authorized for the
"com.bombich.ccc.helper” privilege. The default rules for this privilege require that the requesting user is either an
admin user, or can provide administrator credentials. Once the authorization is obtained, the user is allowed to
perform the privileged tasks without additional authorization until the login session ends.

You can modify these rules in several ways. Most commonly, you may want to require the logged-in user to
explicitly provide admin credentials to gain this authorization (vs. having the privileged granted simply because the
user is an administrator). Additionally, you may want this authorization to expire after a specific amount of time, e.g.
5 minutes (vs. "when the user logs out"). To apply these stricter rules, paste the following into the Terminal
application:

security authorizationdb read com.bombich.ccc.helper > /tmp/ccc.plist
defaults delete /tmp/ccc "authenticate-user"

defaults write /tmp/ccc "authenticate-admin” -bool YES

defaults write /tmp/ccc timeout -int 300

defaults write /tmp/ccc shared -bool NO

plutil -convert xmll /tmp/ccc.plist

security authorizationdb write com.bombich.ccc.helper < /tmp/ccc.plist
security authorize -ud com.bombich.ccc.helper

Immediately revoking authorization to modify CCC tasks
If you have decided to apply a liberal timeout value to the "com.bombich.ccc.helper” privilege, you may
occasionally want to revoke that authorization immediately. To immediately revoke that authorization, paste the

following line into the Terminal application:

security authorize -ud com.bombich.ccc.helper

Resetting CCC's authorization rules back to default values
To reset CCC's authorization rules back to the default values, paste the following into the Terminal application:

security authorizationdb remove com.bombich.ccc.helper
security authorize -ud com.bombich.ccc.helper

The next time you attempt to modify or run a CCC backup task, CCC will re--apply its default rule set in macOS's
Authorization database.
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Creating a separate task to prevent VM
container versions from bloating the SafetyNet

If you frequently use virtual machine container files (e.g. with Parallels, VMWare, VirtualBox, etc.), you may find
that CCC's SafetyNet folder tends to get very large, very quickly. Every time you open your virtual machine, the
monolithic virtual machine container file is modified, and CCC will require that it gets backed up during the next
backup task. If the SafetyNet is on, CCC will move the older version of the VM container file into the SafetyNet

folder. If you run your backup tasks on a daily basis and use your virtual memory container file every day, these
large VM container files will quickly consume all of the free space on your backup volume.

You can avoid archiving the older versions of these virtual machine container files by creating a separate backup
task for the parent folder of the virtual machine container files. Here's how to set things up:

. Create a new task and name it something like Everything except Parallels

. Choose your startup disk from CCC's Source selector

. Choose Selected files... from the Clone popup menu (underneath the Source selector)

. In the list of items to be copied, navigate to the location where your Parallels VM is saved (e.g. Users >
yourname > Documents > Parallels) and uncheck the box next to the folder that contains your virtual
machine container. You could exclude the container file itself, but choosing the parent folder gives you
more flexibility in renaming the VM container, should you want to (e.g. Windows XP > Windows 7).

. Choose your backup volume from the Destination selector

. SafetyNet should be ON

. Configure the task to run Daily and Save the changes

. Create a new task and name it something like Parallels Backup

. Choose Choose a folder from the Source selector and select your Parallels folder as the source (e.g. the
same folder that you excluded previously). By selecting this folder directly, you're explicitly limiting this
task's scope to this folder.

10. Choose Choose a folder from the Destination selector and select the Parallels folder on your backup

volume as the destination

11. Turn SafetyNet OFF for this task

12. Schedule this task, then save the changes

A WN P

©O© 00 ~NO O

Additionally, if you enable Advanced settings for the first task, you can configure it to run that second task as a
postflight action.
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Outgoing network connections made by CCC

If you're using an application firewall such as Little Snitch <https://obdev.com>, you will see several outgoing
network connections coming from CCC. We explain below what connections you should expect to see, and also
explain why some connections that look unexpected are simply misreported by Little Snitch.

Ordinary activity
CCC will make external network connections for the following activity:

* When you launch CCC and it is a scheduled time to check for a software update (bombich.com and
mc.bombich.com)

* When you submit a ticket to our help desk (mew.bombich.com and carboncopycloner.zendesk.com)

* When you view the documentation (which takes you to our website, bombich.com)

* When you visit our store (which also takes you to our website, bombich.com and our sales vendor,
sites.fastspring.com)

* |f you have set up email notifications for completed tasks

* If your backup task specifies a network volume or remote Macintosh as the source or destination

When you view the documentation via CCC, you connect to bombich.com just as you would in your web browser.
Like most websites, bombich.com connects to other domains for certain purposes. We use Content Delivery
Networks (CDNSs) <https://en.wikipedia.org/wiki/Contentdeliverynetwork>  to serve our static content, such as file
downloads, images, styling, fonts, and so on. The CDNs we use are bootstrapCDN (which is hosted by maxCDN)
for styling, jguery and fastly for scripts, Google for fonts, Rackspace (rackcdn, hosted by akamai) for files and
images. CDNs not only provide powerful servers, they also have servers around the world and pick the one nearest
to the user so that content can be delivered faster.

FastSpring is our e-commerce partner that handles everything to do with pricing and purchasing. If you go to our
store, you are directed to their website. They use Cloudfront, Amazon's CDN service, to host some of their static
content.

Why does Little Snitch indicate that CCC is connecting to google.com and other
unrelated-seeming domains?

When CCC connects to any server, Little Snitch (or any monitor) sees the IP address only. It then makes a guess
as to the domain name associated with that connection, which makes it much easier for the user to recognize.
Because CDNs are used to serve files for hundreds of different websites and companies, everything is very
interconnected, and sometimes an IP address has dozens of different domain names associated with it. You can
actually see Little Snitch's other possible guesses by clicking the domain name in bold in the Little Snitch window:
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It could pull any host name from the list, and we don't know what algorithm Little Snitch uses to decide which one to
choose.

The result: google.ca, google.com, googleapis.com, and ytimg.com are all domains associated with Google's
servers. We aren't actually connecting to all these domains, but when we connect to Google Web Fonts, for
example, we're accessing some of the same servers.

You can view a list of the CDNs that we use here
<http://www.cdnplanet.com/tools/cdnfinder/#site:http://bombich.com> (and also look at any other websites you are
curious about). This forum post at the ObDev website describes a similar report of the same problem (unrelated to
CCQC):.
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When | boot from my backup, Little Snitch
reports that its rules have been replaced by a
different version. Why, and how can | avoid
this?

According to ObDev developers, it is crucial for Little Snitch to avoid unnoticed ruleset changes. Little Snitch
therefore has numerous mechanisms to detect whether it is using the exact same ruleset file, as in, on the same
volume and at the same physical address on that disk. This sort of mechanism makes it impossible for Little Snitch
to use the ruleset on the booted backup volume without physical intervention from a user at the system (thus the
dialog asking if it's OK to use the current version of rules or to use a default ruleset).

In cases where you have physical access to your computer while booting from the backup, the solution is
straightforward— simply click the button to use the current rule set and everything behaves as normal.

In cases where you do not have physical access to the system, e.g. you have a server in a colocation facility
<https://markandersononline.com/blog/2015/05/mac-os-x-server-little-snitch-carbon-copy-cloner/>, there is a
logistical challenge. While Little Snitch is reporting that the ruleset doesn't match, it's also preventing network
connectivity to and from the server. If you rely on VNC screen sharing to access the system, you will be unable to
access the system to accept the current version of the Little Snitch ruleset.

According to ObDev developers, you can avoid this logistical lockout by removing the following two items from your
backup volume before rebooting from it:

[/Library/Extensions/LittleSnitch.kext
[/Library/Little Snitch
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Once rebooted, reinstall Little Snitch to regain the application firewall and all is well.

While that method works fine for cases in which you plan to reboot from the backup volume, you're potentially in a
lurch if you have an unplanned incident, e.g. the server's hard drive fails. To avoid encountering this problem
altogether, you can exclude those files from your backup task <http://bombich.com//kb/ccc4/excluding-files-and-
folders-from-backup-task>:
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CCC does not delete files from the destination that are excluded from the backup task
<http://bombich.com//kb/cccd/excluding-files-and-folders-from-backup-task#deleteexcluded> , so be sure to
remove those items from your destination if you have already established your backup.
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| want to back up multiple Macs or source
volumes to the same hard drive

Backing up multiple volumes or multiple Macs to a single hard drive can be a messy proposition. If you back up
each source volume to the same destination volume without some pre-planning, data from each source volume will
be merged in a heap on the backup volume. Additionally, your tasks will archive or delete each other's backed up
content. Carbon Copy Cloner can solve this problem! We lay out a few different scenarios and solutions below.

"l want a bootable backup for each Mac on the same hard drive"

Creating a bootable backup requires that you provide a dedicated backup volume for each Mac that you want to
back up. If you want to maintain each bootable backup on the same hard drive, you simply create a partition for
each computer that you want to back up using the Disk Utility application.

Related Documentation

* Learn more about partitioning a hard drive for use with Carbon Copy Cloner
<http://bombich.com//kb/cccd/preparing-your-backup-disk-backup-os-x>

* [Video] Partitioning a new hard drive [10.10 Yosemite and earlier OSes]
<https://www.youtube.com/watch?v=WZzZ1sstRdWjk>

* [Video] Adding a patrtition to your backup disk [10.10 Yosemite and earlier OSes]
<https://www.youtube.com/watch?v=XQG6-0Jiv3s>

"l want to back up my startup disk and a data volume to the same backup disk"

If you prefer not to partition your backup volume as described above, you can use two CCC backup tasks to
manage these backups. The first task will back up your startup disk directly to the backup volume for a bootable
backup, the second task will back up your data volume to a subfolder on the backup volume. Thanks to CCC's
SafetyNet <http://bombich.com//kb/ccc4/protecting-data-already-on-your-destination-volume-carbon-copy-cloner-
safetynet> feature, the two backup tasks will coexist peacefully.

1. Configure a CCC task to back up your startup disk to the backup volume. Choose your startup disk from the
Source selector and choose the backup volume from the Destination selector.
2. Verify that the SafetyNet feature is "On". [Note: If you have Advanced Settings enabled, be sure that the
Protect root-level items <http://bombich.com//kb/ccc4/advanced-settings#protect> option is checked.]
3. Schedule the task, if desired, or choose "Save" from Carbon Copy Cloner's File menu. You can run this
task immediately or let it run on schedule later.
. Click the "New Task" button in CCC's toolbar.
5. Choose your data volume from CCC's Source selector.
6. In the Finder, create a new folder at the root level of the destination volume to store your data volume's
backup. Finder may prompt you to authenticate if you ran the first task already, and that's OK.
. Drag the new folder from the Finder onto CCC's Destination selector.
8. Schedule the task, if desired, or choose "Save" from Carbon Copy Cloner's File menu. Again, you can run
this task immediately or let it run on schedule later.

N

~

CCC's SafetyNet will prevent the first task from erasing the content that you're backing up to a subfolder on that
same destination volume.

"l want to back up multiple data volumes (no OS files) to the same backup disk"
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The easiest way to back up multiple data-only volumes to the same backup disk is to create a folder on the backup
disk for each volume you want to back up. Then you'll configure a task for each source volume that you want to
back up, setting the destination to that disk's dedicated folder on the backup disk.

. Click the New Task button in CCC's toolbar.

. Choose your data volume from CCC's Source selector.

. Choose Choose a folder... from the Destination selector

. Select your destination volume in the sidebar

. Click the New Folder button to create a new folder at the root level of the destination to store your data
volume's backup, then select that folder as the destination.

. Schedule the task, if desired, or choose Save from Carbon Copy Cloner's File menu. You can run this task
immediately or let it run on schedule later.

7. Repeat the steps above for other source volumes, creating a new folder for each at the root level of the

destination volume.

a b wdNPRE

¢

"My backup volume isn't formatted as HFS+ because | also use it to back up my
PC"

There are a couple options for backing up to a volume that isn't formatted as HFS+. If you're only backing up user
data— files that reside in your home folder, for example, then you can back up directly to the backup volume. Non-
HFS+ volumes often don't support all of the filesystem metadata that is associated with files on an HFS+ formatted
volume, but that's generally OK if you aren't backing up system files or files that belong to another user account on
your computer.

If you are backing up system files to a non-HFS+ formatted volume, you can back up to a disk image. A disk image
is a single file residing on your hard drive that contains the entire contents of another hard drive (except for the free
space). When you want to access the contents of that filesystem, you double-click on the disk image to mount the
disk image as if it were an external drive attached to the machine. Carbon Copy Cloner leverages disk images to
provide you the flexibility of storing several complete backups on a single shared external hard drive. To back up to
a disk image:

1. Choose your source volume from the Source selector.

2. Select "New disk image..." from the Destination selector.

3. Unless you're making an archival backup of your data, choose the option to create a read/write "sparse
bundle disk image" file

4. Specify the location where you want to save the disk image file.

5. When you run the backup task, CCC will create a disk image on the backup volume, back up the specified
data, then unmount the disk image when the task is complete.

Note: While disk images themselves are not bootable, you can mount them and restore their content to a physical

hard drive to produce a copy of the original volume. If the original volume was bootable, the restored volume
should be able to boot the original Mac as well.

Related Documentation

¢ |earn more about backing up to and restoring from disk images <http://bombich.com//kb/ccc4/backing-up-
disk-image>
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Can | run a backup while I'm using my
computer? If | have open files, will they be
backed up?

Generally, yes. Performance will be affected during the backup task (especially the first one) as CCC reads the
entire source volume and writes to the destination volume. If your work is "disk bound"— that is your applications
are reading or writing to either the source or destination, then you'll notice a performance hit. If you're just reading
email or writing a document, then you probably won't notice the performance hit.

Affecting the accuracy of the backup task is something else that should be considered. Typically it's OK to work
from the source volume while you're copying it, with the understanding that if CCC copied a file, then you open it,
make changes, save it, then CCC completes the backup task, the modified version of your document is not backed
up (this time around). Typically that's no big deal, the modifications will get backed up the next time the backup task
runs. More importantly, though, if you're working with large files <http://bombich.com//kb/ccc4/backing-up-large-files-
mounted-disk-images-and-virtual-machine-containers> (mounted disk image, Entourage email database,
VMWare/Parallels container) during the backup operation, it is possible that those large files could be modified

while CCC is backing up that file. This won't affect the source file, but there's a good chance that the backup

version of that file will be corrupt. For this reason it is a good idea to stop using applications that may be modifying
large files for the duration of the backup task.

Related Documentation

* Backing up large files, mounted disk images, and Virtual Machine containers
<http://bombich.com//kb/ccc4/backing-up-large-files-mounted-disk-images-and-virtual-machine-containers>
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| have a clone created by another application.
Will CCC recognize that data, or will it want to
recopy everything?

CCC always examines the files on the destination to determine if they already match those on the source. If you
have a volume that is virtually identical to your source, CCC will copy only the items that are different between the
two volumes.

Scenario 1: Clone created by another cloning utility

If the software you used previously created a hon-proprietary clone of your source to the destination, then CCC will
copy only the items that have changed since you created the backup. CCC doesn't care what application you used
to copy the files previously, only whether the files match based on name, path, and modification date.

Scenario 2: | replaced my hard drive with an SSD, and now | want to use the HDD
as my backup

Whether you cloned your HDD to the SSD or used Migration Assistant to get your data there, the bulk of the data
on your HDD and SSD are identical. Once again, CCC doesn't care how the data got there or what application put
it there, CCC will copy only the items that are different between the two volumes.

Scenario 3: My backup is in a folder on the destination. Why is CCC recopying
everything?

The common use of CCC is to create a bootable clone of your startup disk. To do this, CCC copies all of the stuff
from your source volume directly to the destination volume— not into a subfolder, but directly to the destination. At
the end of the task, the destination looks exactly like the source. Typically you see "Applications", "Library",
"System", and "Users" on the source volume, so that's exactly what you should see on the destination volume.

If your previous backup was placed in a folder, however, then you must instruct CCC to place your backup into that
same folder (assuming that's what you want— macOS will not work when placed in a folder on the destination). To
do this, choose "Choose a folder" from the Destination selector to select the folder that your backup should be
placed into.
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CCCL BootCamp (Windows)
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Slow performance of network appliances can
be mitigated by backing up to a disk image

Network appliances are well suited to the task of serving media to multiple workstations, but they aren't necessarily
great backup appliances. Media files are generally large and the required data rate for streaming media is relatively
low. Consider a 1-hour, 1GB HD movie file. Streaming 1GB over the course of an hour requires only 0.27MB/s.
That's a fairly easy task, even over a weak wireless network. If you want to back up 100GB in an hour, and that
100GB is comprised of a million smaller files, that's when you need some more muscle behind the file server.

Performance of network storage appliances varies greatly

Network file sharing is a CPU-intensive task, so targeting an actual Mac or PC hosting the network sharepoint will
likely offer a significant performance advantage over cheaper network appliances. If you choose to host your
storage on a network router anyway, caveat emptor. It's difficult, or impossible, to determine how a network
appliance will perform based on its specifications. Vendors of network appliances rarely report CPU specifications,
choosing instead to report performance in terms of achievable bandwidth. The actual bandwidth that you achieve,
however, will be based on the number of files you're copying, the file size distribution, and the number and size of
extended attributes in the source data set. Copying large files (e.g. media files) to a network volume will achieve
the maximum potential bandwidth, while copying lots of small files will take quite a bit longer due to network
filesystem overhead.

Our Recommendation

If the data that you're backing up consists primarily of large files, e.g. music, photos, video— backing up directly to
a network appliance will be fine.

If you're backing up system files or applications, or many files that are smaller than a few MB, we strongly
recommend that you back up to a disk image on your network appliance to improve performance and to maintain
important filesystem metadata.
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Can | use Carbon Copy Cloner to clone a Time
Machine backup?

No, CCC will exclude the Backups.backupdb folder during a backup task because Time Machine backup folders
contains Apple-proprietary filesystem devices. Apple's recommended procedure for copying a Time Machine
volume is documented in this Apple Kbase article <https://support.apple.com/en-us/HT202380>.

Backing up Time Machine sparsebundle disk images

When Time Machine is configured to back up a Macintosh to a network volume (such as a Time Capsule device),
Time Machine stores the backup in a sparsebundle disk image. CCC can copy these sparsebundle disk image files
without any special configuration; simply choose your network volume as the source of your CCC backup task. In
fact, CCC quite capably copies only the bands within the sparsebundle that have changed, so you can add CCC to
this type of setup for a second tier backup to an offsite network share.

Note that CCC will exclude the Backups.backupdb folder at the root level of a volume by default. If your source
volume has a folder by that name, and you want CCC to copy sparsebundle disk images from this folder, you can
choose "Choose a folder..." from CCC's Source selector and choose the Backups.backupdb folder directly to
configure CCC to back up the sparsebundle disk images. Note that the only items in a Backups.backupdb folder
that CCC will copy are sparsebundle disk images. Other folders, e.g. local Time Machine backups will be excluded.
Further, CCC will only consider sparsebundle images for deletion in a Backups.backupdb folder on the destination.
Other items in this folder on the destination will be protected from deletion.
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Frequently Asked Questions about encrypting
the backup volume

¢ Can | back up an encrypted volume to a non-encrypted volume? <http://bombich.com//kb/ccc4/frequently-
asked-questions-about-encrypting-backup-volume#canibackuptoanunencryptedvolume>

* If | back up an encrypted volume to a non-encrypted volume, will the copied files be encrypted on the
destination? <http://bombich.com//kb/ccc4/frequently-asked-questions-about-encrypting-backup-
volume#willdestbeencrypted>

e Will Carbon Copy Cloner enable encryption on my backup volume? <http://bombich.com//kb/ccc4/frequently-
asked-questions-about-encrypting-backup-volume#cancccenableencryption>

* What happens if | change my account password on the source volume? Does the encryption password on
the backup volume get updated automatically? <http://bombich.com//kb/ccc4/frequently-asked-questions-
about-encrypting-backup-volume#updateencryptionpassword>

¢ | enabled encryption on my 3TB USB backup disk. Why can't | boot from that volume any more?
<http://fbombich.com//kb/ccc4/frequently-asked-questions-about-encrypting-backup-volume#fdeush3th>

Can | back up an encrypted volume to a non-encrypted volume?

Yes.

If I back up an encrypted volume to a non-encrypted volume, will the copied files be encrypted
on the destination?

No, encryption occurs at a much lower level than copying files. When an application reads a file from the encrypted
source volume, macOS decrypts the file on-the-fly, so the application only ever has access to the decrypted
contents of the file. Whether your backed-up files are encrypted on the destination depends on whether encryption
is enabled on the destination volume. If you want the contents of your backup volume to be encrypted, follow the
procedure documented here <http://bombich.com//kb/ccc4/working-filevault-encryption> to enable encryption.

Will Carbon Copy Cloner enable encryption on my backup volume?

No. You can enable encryption in the Security & Privacy preference pane while booted from your bootable backup,
or in the Finder by right-clicking on your backup volume.

What happens if | change my account password on the source volume? Does the encryption
password on the backup volume get updated automatically?

The encryption password(s) on the backup volume will not be automatically updated when you change the
password for an account on the source volume. When you boot from the backup volume, you may notice that your
user account icon is a generic icon, and the text indicates "[Update needed]". The update that is required is within
the proprietary encryption key bundle that macOS maintains for your encrypted volume. This encryption key is not
maintained on the backup volume, and it is Apple-proprietary, so it isn't something that CCC can or should modify.
To update the encryption password on the destination volume:

1. Choose the backup volume as the startup disk in the Startup Disk preference pane and restart your
computer. You will be required to provide the old password to unlock the volume on startup.

2. Open the Users & Groups preference pane in the System preferences application.

3. Click on the user whose password was reset on the source volume and reset that user's password again.
Resetting the password while booted from the backup volume will update the encryption key for that user
on the backup volume.
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4. Reset the password for any other user accounts whose password was reset on the original source.

| enabled encryption on my 3TB USB backup disk. Why can't | boot from that volume any more?

Some versions of OS X have difficulty recognizing USB devices that have been encrypted with FileVault. The
Western Digital My Passport Ultra 3TB disk, for example, works fine as a bootable device when not encrypted. In
our tests, however, this device was no longer recognizable when FileVault encryption was enabled. This problem
appears to be limited to OS X 10.11 El Capitan. The same volume was accessible using older and newer OSes,
and also functioned fine as an encrypted startup device using older and newer OSes.
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Frequently asked questions about scheduled
tasks

* Does CCC have to be running for a scheduled task to run? <http://bombich.com//kb/ccc4/frequently-asked-
guestions-about-scheduled-tasks#mustcccberunning>

* What happens if no one is logged in when a task is scheduled to run?
<http://bombich.com//kb/ccc4/frequently-asked-questions-about-scheduled-tasks#nouserloggedin>

¢ Will CCC run when the computer is turned off? <http://bombich.com//kb/ccc4/frequently-asked-questions-
about-scheduled-tasks#computeroff>

¢ Will CCC run when the my laptop's lid is closed? <http://bombich.com//kb/ccc4d/frequently-asked-questions-
about-scheduled-tasks#laptoplidclosed>

* How is system sleep handled? <http://bombich.com//kb/cccé/frequently-asked-questions-about-scheduled-
taskst#sleep>

* Why does my laptop sometimes go to sleep during a backup task? <http://bombich.com//kb/ccc4/frequently-
asked-questions-about-scheduled-tasks#batterysleep>

* Why does my screen turn on shortly before a backup task starts? <http://bombich.com//kb/ccc4/frequently-
asked-questions-about-scheduled-tasks#displaywake>

* What if the backup drive is not available when a task is scheduled to run?
<http://bombich.com//kb/ccc4/frequently-asked-questions-about-scheduled-tasks#tgt-missing>

* Can | stop a backup task before it finishes? <http://bombich.com//kb/ccc4/frequently-asked-questions-about-
scheduled-tasks#stopandresume>

¢ How do scheduled tasks "work"? <http://bombich.com//kb/ccc4/frequently-asked-questions-about-
scheduled-tasks#launchd-detail>

¢ How can | disable/suspend a task? <http://bombich.com//kb/ccc4/frequently-asked-questions-about-
scheduled-tasks#disabletask>

Does CCC have to be running for a scheduled task to run?

No. Once you have saved your tasks, you can quit CCC. Even if tasks are running, it's OK to quit CCC -- they will
continue to run. A helper application, named "com.bombich.ccchelper" will be running quietly in the background,
handling task operations. This helper application also loads automatically when you restart your computer, So you
don't have to launch CCC again unless you want to make changes to your task configurations or scheduling.

What happens if no one is logged in when a task is scheduled to run?

The scheduled task will run whether someone is logged in to the machine or not. You can also log in or log out
while tasks are running and the tasks will continue to run.

Will CCC run when the computer is turned off?

If your backup task is configured to "Wake or power on the system", CCC will schedule a "Wake or power on" event
with the Power Management service and your system will turn on shortly before the task is scheduled to run.

FileVault exception

There is one notable exception to powering on the system for a scheduled task: If you have FileVault enabled on
your startup disk, your computer will turn on, but it will not proceed past the FileVault authentication prompt. It is not
possible for CCC to subvert this security feature. After a certain amount of time with no user input, your system will
turn itself back off. This limitation is applicable only when the system is turned off; CCC can wake a system with
FileVault protection enabled and proceed to run a backup task.
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Related Documentation

* How to modify a scheduled backup <http://bombich.com//kb/ccc4/how-modify-scheduled-backup>

Will CCC run when the my laptop's lid is closed?

If your laptop is running on battery power, the system will not wake while the lid is closed and CCC backup tasks
will not run. If your laptop is plugged in to AC power, then CCC can wake the system to start your scheduled task if
the lid is closed. See the section above for the settings that indicate whether a task can wake the system.

How is system sleep handled?

By default, CCC will wake your computer when your tasks are scheduled to run. You can change this setting in the
Runtime Conditions section when scheduling a task.

Related Documentation

¢ Handling system sleep events <http://bombich.com//kb/ccc4/configuring-scheduled-task-runtime-
conditions#sleep>
¢ How to modify a scheduled backup <http://bombich.com//kb/ccc4/how-modify-scheduled-backup>

Why does my laptop sometimes go to sleep during a backup task?

If your Mac is a laptop, note that CCC will only be able to wake the system or prevent idle sleep if the system is
running on AC power. CCC (nor any application) cannot keep the system awake while running on battery power --
macOS aggressively sleeps the system if there is no user activity while running on battery power.

Why does my screen turn on shortly before a backup task starts?

By default, CCC schedules a wake event to occur 15 seconds before a scheduled task is configured to run.
Whether the system is sleeping or not, macOS turns on the display when a scheduled wake event occurs, and
there is nothing that CCC can do to prevent this. If you prefer that your display does not turn on, e.g. in the middle
of the night, use the Run this task when the system next wakes setting instead to have CCC tasks run during
macOS Dark Wake cycles (aka PowerNap, aka Maintenance Wake).

What if the backup drive is not available when a task is scheduled to run?

If your backup drive is attached to your Mac and unmounted, CCC will attempt to mount the backup volume, then
proceed with the backup task if that is successful. If the volume cannot be mounted or is not attached to your Mac,
CCC will, by default, report an error, then run the task immediately when the backup disk is reattached to your Mac.
You can fine-tune CCC's handling of this scenario using the options at the bottom of the Scheduler panel.

Can | stop a backup task before it finishes?

Yes, you can stop the backup task at any time. The next time you run the backup task, CCC will copy only the files
that have changed or were missed since the last backup task.

How do scheduled tasks "work"?

Carbon Copy Cloner tasks are managed by a background helper application named "com.bombich.ccchelper".
Task configuration files are stored in /Library/Application Support/com.bombich.ccc/Tasks. When the helper
application is loaded (i.e. on startup, or when you save your first CCC backup task), it will read each of the task
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configuration files and schedule it as required. You should not make changes to task configuration files directly.

How can | disable/suspend a task?

If CCC's sidebar is not revealed, reveal it by choosing Show Sidebar from CCC's View menu. To disable a task,
right-click on that task in the sidebar and choose Disable from the contextual menu. Use the same procedure to re-
enable the task. If you would like to disable all tasks, choose Disable all tasks... from the CCC menubar application,
or hold down Command+Option and choose Disable All Tasks & Quit from the Carbon Copy Cloner menu.
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Frequently asked questions about the Carbon
Copy Cloner SafetyNet

* How do | restore files from the CCC SafetyNet folder? <http://bombich.com//kb/ccc4d/frequently-asked-
guestions-about-carbon-copy-cloner-safetynet#restorearchives>

* Why can't | open some files in the CCC SafetyNet folder? <http://bombich.com//kb/ccc4/frequently-asked-
guestions-about-carbon-copy-cloner-safetynet#archivedbundles>

* Can | restore a previous version of the OS using one of the archives in the CCC SafetyNet folder? <http://b
ombich.com//kb/ccc4/frequently-asked-questions-about-carbon-copy-cloner-
safetynet#restoreosfromarchives>

¢ | deleted files from my startup disk to make more room, but now it's hard to find some of those files on my
backup volume <http://bombich.com//kb/ccc4/frequently-asked-questions-about-carbon-copy-cloner-
safetynet#bundlearchiveorganization>

* Why can't | delete some items from the SafetyNet folder? The Finder says that some items are in use. <http
:/lbombich.com//kb/cccd/frequently-asked-questions-about-carbon-copy-cloner-
safetynet#sippreventsdelete>

How do | restore files from the CCC SafetyNet folder?

CCC's SafetyNet folder ("CCC SafetyNet") is excluded from CCC's backup tasks by default because it contains
older versions of modified files, and files that were deleted from the source volume. Typically when you restore data
from your backup volume, you will want to avoid restoring the items in this folder, choosing instead to restore the
most recent backup of your files.

If there is something that you would like to restore from the CCC SafetyNet folder, a drag and drop restore in the
Finder is usually the easiest way to do so. If you would like to restore many items, or merge them into an existing
folder, choose "Choose a folder..." from CCC's Source selector and choose the folder from which you would like to
restore. If you choose the CCC SafetyNet folder as the source, note that the full path to your archived files will be
preserved, e.g. 2014-09-27 (September 27) 14-11-18/Users/fred/Documents/some file.pdf. In most cases, you will
want to choose a subfolder within the archives folder as your source. Likewise, choose "Choose a folder..." from
CCC's Destination selector and select the specific folder that you want to restore items into.

Why can't | open some files in the CCC SafetyNet folder?

When CCC evaluates the items on your destination and determines whether they should be archived or left in
place, it does so on a file-by-file basis. This poses a challenge for bundle files— files that are actually a folder of
files, but presented by the Finder as a single file. As a result, bundle files (e.g. applications, some types of libraries,
some custom file types) may appear in an incomplete form within the CCC SafetyNet folder.

Unless all of the components within a bundle file are modified, only the items that have been updated will be
present. Incomplete bundle files are generally not useful on their own, but their contents can be. For example, if
you accidentally deleted a photo from your iPhoto library, you would be able to recover that lost photo from the
archived iPhoto library bundle. To reveal the content of an incomplete bundle file in a CCC SafetyNet folder, right-
click (or Control+click) on the item and choose "Show package contents" from the contextual menu.

Can | restore a previous version of the OS using one of the archives in the CCC
SafetyNet folder?

While it is possible to recover an older, complete version of a bundle file from the CCC SafetyNet and complete
backup (e.g. by overlaying the incomplete archived bundle file on top of the current backup of the bundle file), this
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is generally too tedious of a task to be practical for application and OS restores. CCC's SafetyNet feature is not
intended to provide a method for rolling back software updates, OS restores should always be done from the
complete backup at the root level of your destination. If you would like to make "snapshot" backups of your OS,
choose Choose a folder... from CCC's Destination selector and choose a folder on the destination volume for the
purpose of a one-time backup.

| deleted files from my startup disk to make more room, but now it's hard to find
some of those files on my backup volume

This generally isn't a concern for ordinary “flat" file types, but it it can be a concern for certain applications that store
lots of files in a single, monolithic-appearing container file. Some applications offer highly customized interfaces to
access a specific file type. iPhoto, for example, allows you to manage tens of thousands of photo files. These files
are all stored in a proprietary bundle file in your home folder, but because photos are so easy to organize within
iPhoto, many people don't consider how those files are organized on the hard drive. Usually you really don't have to
either. That is, of course, until you can no longer use iPhoto to access your photo files, and that's exactly what
happens when you delete files from your iPhoto library, abandoning them to the SafetyNet folder on your backup
volume.

If you have a habit of periodically deleting photos, music, or movies from iPhoto, iTunes, Aperture, or any other
application that uses a proprietary bundle file format so that you can "free up some space on your startup disk”,
consider how those files will be organized on the destination. Specifically, keep in mind that you use a very
elaborate application to access these files on the source volume, but you will only have the Finder to access these
files on the backup volume.

CCC can't reorganize your deleted files in a way that's logical to you, it can only place them at the same path in the
CCC SafetyNet folder as they were on the source volume. For files buried in a bundle file on the source (as is the
case for iPhoto, for example), this means that the files will be buried in bundle files in various time-stamped archive
folders on the destination. These files will also be subject to deletion if you configure CCC to periodically prune the
contents of the SafetyNet. In short, simply archiving deleted files from applications such as these isn't going to be
the best way to store these items long-term if your goal is ultimately to keep them.

When you want to free up some space on your startup disk, consider this approach instead, using iPhoto as an
example:

1. Create a new folder at the root level of your backup volume, named something like "Archived Photos 2011".

2. In iPhoto, delete all of the photos that you want to remove from your source volume. When you delete these
items, they are placed in the iPhoto Trash.

3. Click on the iPhoto Trash in the iPhoto sidebar and select all of the photos in that folder.

4. Drag all of the selected photos from the iPhoto Trash to the "Archived Photos 2011" folder on the backup
volume.

5. Once the photos are safely copied to and neatly organized on the backup volume (and ideally, after you
have made a second backup of these precious files on some other volume), go ahead and empty the
iPhoto Trash via the iPhoto menu.

Not all applications have this kind of internal Trash folder, so be sure to see how it works for other applications
before applying these exact steps. The general idea, though, is that you should deliberately archive the items that
you're removing from your source volume in a way that makes sense to you rather than passively allowing CCC to
archive them in a manner that makes sense to the computer.

Why can't | delete some items from the SafetyNet folder? The Finder says that
some items are in use.

In OS X El Capitan, Apple introduced a new feature called System Integrity Protection (SIP). SIP works by
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preventing any user from deleting certain protected system items on the startup disk. If you boot your Mac from a
backup volume and restore system files to your startup disk, CCC will place outdated versions of those system files
into the SafetyNet folder. These modifications are allowed because CCC is making changes to that volume while it
is not the current startup disk. When you restart your computer from that destination volume, however, SIP re-
engages and may then prevent you from deleting the protected items that were placed into the SafetyNet folder. If
you attempt to delete these items, the Finder will report that they cannot be deleted because they are in use, or
because they are protected. If you try to delete these items in the Terminal application, you'll get a more distinct
error message, "Operation not permitted".

CCC won't have any trouble pruning the SafetyNet folder on its own during ordinary backup tasks. If you would like
to remove an item from the SafetyNet manually, however, or if you would like to remove the entire folder:

1. Choose Delete a SafetyNet folder from CCC's Help menu
2. Drag the folder you want to delete onto the window that is presented. Alternatively, you can click on the
drop zone in the window that is presented to make your selection from a navigation panel.

@ CarbonCopyCloner File Edit View Window Help $ T L) A Tue1:51:22PM Apple Customer Q i=
B B &
Task Plan for "Sierra [ ] Delete a SafetyMet Folder
CCC will clone Sierra t e last backup task will be copied.
Barring any hardware ¢ Jootable.
Next Run: This task wi
Last Run: Tuesday, N¢ Trash S
CCC SafetyNet ‘ [ _CCC SafetyNet
SOURCE [ SCHEDULE
. I
Sierra Backup SSD Run when I click “Clone"
26.75 GB used 12.42 GB free
Clone: | All files > SafetyNet: Psl ‘ Email:  Don't send email =+
Modified and deleted files will
be cached as space allows on
the destination.
? Use Advanced Settings

L20o /Jdam

If the item you're trying to remove is on your current startup disk, CCC will move the item to the root of your startup
disk, then instruct you to boot your Mac from some other volume (e.g. your backup disk). Once booted from the
backup volume, you can repeat the same steps with CCC to remove the SafetyNet folder.

If you're still having trouble after trying that, don't hesitate to ask us for help
<http://bombich.com//software/gethelp> .
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Frequently Asked Questions about cloning
Apple's "Recovery HD" partition

Carbon Copy Cloner offers complete support for archiving, cloning, and recreating Apple's Recovery HD partition.
See the Cloning Apple's Recovery HD partition <http://bombich.com//kb/ccc4/cloning-apples-recovery-hd-partition>
section of CCC's Disk Center documentation for instructions to create a Recovery HD volume on your backup disk.

When do | need to create a Recovery HD volume?

CCC hootable backups offer similar functionality to the Recovery HD volume, so the Recovery HD volume is not
strictly required on a backup volume. Unless you have a specific reason to not create a Recovery HD, though (e.g.
because it could affect a Boot Camp partition on the same disk, you don't want to give up the 1GB, etc), we
recommend that you maintain a Recovery HD volume on your backup disk. Especially if you intend to use your
destination volume in production (e.g. you are migrating to a larger disk, or restoring to a replacement disk), or if
you intend to enable encryption on the backup volume, then you should create a Recovery HD volume for the
destination volume. If you intend to enable encryption on the destination volume, we recommend that you create
the Recovery HD volume before enabling encryption. A Recovery HD volume is not required for restoring an
installation of macOS from a CCC bootable backup.

What is the difference between archiving the Recovery HD and creating a new Recovery HD?

During the course of an ordinary backup of a volume that contains macOS, CCC will automatically create an
archive of the Recovery HD associated with that volume. This archive is stored on the source volume, and is
subsequently backed up to the backup volume along with everything else. This archive of the Recovery HD volume
can be used in the future to create a new Recovery HD, and it's the first source that CCC considers when you
choose to create a Recovery HD. The archive is not, however, an operational Recovery HD volume, it's just a
backup file.

CCC's Disk Center offers the ability to create an operational Recovery HD volume as well. This functionality is
completely separate from creating an archive of the Recovery HD. Unlike the archiving of the source Recovery HD,
creating a new Recovery HD is not something that happens automatically, you have to ask CCC to do this in the
Disk Center. When CCC creates a new Recovery HD, it borrows space from your destination volume to create a
new, hidden volume on that disk. The resulting Recovery HD is fully operational- you can boot your Mac from it
and reinstall macOS. Refer to the previous section to determine if creating a Recovery HD is required in your
situation.

Why were other volumes on my disk unmounted when | created a Recovery HD?

CCC uses a command-line version of Disk Utility to resize the donor volume. Resizing that volume requires making
changes to the partition table on the disk, and Disk Utility may choose to unmount other volumes on the disk while
it makes those changes. CCC will specifically remount the donor volume, but whether Disk Utility remounts the
other volumes is a function (or bug) of Disk Utility. You can remount these volumes manually in Disk Utility.

Can | configure CCC to not automatically archive the Recovery HD onto my source volume?

Yes. Click the "Preferences” button in CCC's toolbar and uncheck the box next to "Create an archive of Apple's
Recovery HD volume".

Can | create a Recovery HD on an Apple Fusion (aka "CoreStorage") volume?
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No, not with CCC. Creating a Recovery HD requires borrowing space from a physical volume, and that is not a
modification that we recommend making to an underlying member of an Apple Core Storage logical volume. The
only Apple-supported method of creating a Fusion volume is via Disk Utility or the macOS Installer, and each of
those will create a Recovery HD volume before the Fusion volume is created. If you intend to create your own
Fusion volume using one of the various tutorials available on the Internet, and if you want that volume to have an
associated Recovery HD volume, we strongly recommend that you create a Recovery HD volume before creating
the Fusion volume. You can use CCC to create the Recovery HD volume on the slowest disk that you intend to add
to the Fusion logical volume group. See the following document for a demonstration.

Creating a Fusion volume with a Recovery HD
<http://bombich.com//software/files/tools/CreatingaFusionvolumewithaRecoveryHD.pdf>
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CCC 4 Documentation

Can | run backup tasks while my system is on
battery power?

CCC can run backup tasks while the system is running on battery power, but will not (by default) start automated
tasks when your laptop is running on battery power. Backup tasks generate a lot of disk read and write activity, and
that can run your battery down. Additionally, macOS tends to aggressively put the system to sleep when it's on
battery power, causing task completion to be deferred until the system is awoken. For the best performance of your
backup tasks and your battery, we recommend running your backup tasks when the system is attached to an AC
power supply.

Can | configure CCC to start automated tasks when the system is running on battery power?

Yes. Click the Preferences button in CCC's toolbar to access settings related to running tasks while on battery
power.
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